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Preface

The financial services industry stands at the threshold of its most profound transformation in five 

centuries. From the merchant banking houses of Renaissance Florence to the global digital 

platforms of the present day, banking has continuously absorbed and reshaped the technologies 

of its era. Yet the transition we are witnessing today is qualitatively different. It is not merely a shift 

from paper to pixels, nor a migration from branch to mobile. It is a fundamental redefinition of what 

a bank is, who it serves, and how value moves through an economy increasingly populated by 

autonomous software agents.

This book traces that arc through six recognizable generations of banking, each marked by a 

dominant technological substrate and a corresponding shift in customer expectations. Bank 1.0 

was the era of the branch and the ledger. Bank 2.0 introduced electronic clearing and self-service 

terminals. Bank 3.0, popularized in the writings of Brett King, captured the migration of banking 

onto the internet and the smartphone. Bank 4.0 dissolved the bank into the platforms its customers 

already  used,  embedding  finance  inside  ride-hailing  apps,  e-commerce  checkouts,  and 

accounting software. Bank 5.0 brought intelligence, personalization, and generative AI to the heart 

of customer engagement. Bank 6.0, still emerging, anticipates a world in which financial decisions 

are negotiated machine-to-machine, where banking infrastructure becomes an invisible utility, 

and  where  artificial  general  intelligence  reshapes  the  relationship  between  capital  and 

productivity.

The intended reader of this book is not a single archetype. Banking executives will find strategic 

frameworks for digital transformation. Chief information officers and enterprise architects will find 

architectural  patterns for  modernizing core systems.  Artificial  intelligence engineers  will  find 

practical perspectives on deploying machine learning in regulated environments. Regulators will 

find a vocabulary for the new risks and opportunities emerging at the frontier. Graduate students 

and consultants will find a structured map of an industry in motion. The text moves between 

strategic narrative, technical depth, and futuristic projection, and it is designed to be read either 

linearly or chapter-by-chapter as a reference.

A book about the future of banking written today will  inevitably contain forecasts that prove 

imperfect. The author's hope is not to predict events with precision but to equip the reader with 

frameworks robust enough to interpret whatever future actually arrives. The institutions that will  

thrive in the next decade are those that learn to learn faster than the technologies disrupting them. 

This book is offered as a contribution to that learning.
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Figure 1. Seven decades of finance, six discontinuities. Each later stage absorbs the prior — banking is re-
platformed, not replaced.

Figure 2. The comparison matrix that organizes this book. Each row shows the dominant pattern of its era; new 
patterns layer on, while older ones rarely disappear entirely.

5



The Evolution of Digital Banking

Table of Contents

Front Matter

• Preface......................................................................................................................... 4

• Acknowledgments

Part I — Foundations of the Banking Industry

• Chapter 1: Global Evolution of the Banking Industry...................................................9

• Chapter 2: The Modern Banking System...................................................................

• Chapter 3: Technological Disruption in Financial Services........................................

Part II — The Evolution from Bank 1.0 to Bank 6.0

• Chapter 4: Bank 1.0 — Traditional Branch Banking..................................................

• Chapter 5: Bank 2.0 — The Electronic Banking Era..................................................

• Chapter 6: Bank 3.0 — The Digital Banking Revolution...........................................

• Chapter 7: Bank 4.0 — Embedded and Platform Banking........................................

• Chapter 8: Bank 5.0 — Intelligent, Human-Centric Banking......................................

• Chapter 9: Bank 6.0 — The Autonomous Financial Civilization...............................

Part III — Core Technologies of Future Banking

• Chapter 10: Core Banking Architecture Modernization.............................................

• Chapter 11: Artificial Intelligence in Banking..............................................................

• Chapter 12: Cloud Computing and API Banking.......................................................

• Chapter 13: Cybersecurity and Digital Trust.............................................................

• Chapter 14: Blockchain, CBDC, and Web3 Finance..............................................

Part IV — Strategy for Digital Transformation

• Chapter 15: Digital Transformation Strategy............................................................

• Chapter 16: Data-Driven Banking............................................................................

• Chapter 17: Open Banking and Embedded Finance Strategy................................

• Chapter 18: Future Workforce and Organizational Change....................................

Part V — The Future of the Banking Industry

• Chapter 19: Future Regulation of Financial Services.............................................

• Chapter 20: Banking Scenarios for 2030 to 2050....................................................

Closing

6

14

20

27

33

41

49

58

68

78

85

91

97

102

109

116

122

126

132

137



The Evolution of Digital Banking

• Chapter 21: Roadmap to the Bank of the Future.....................................................

• Chapter 22: Conclusion...........................................................................................

Appendices

• Appendix A: Glossary of Banking and AI Terminology...........................................

• Appendix B: Frameworks and Maturity Models.......................................................

• Appendix C: Global Case Studies............................................................................

• Appendix D: Future Banking Roles & Skill Sets.......................................................

• Appendix E: Reference Maps & Mind Maps...........................................................

• Appendix F: Concept Art for the Future Bank..........................................................

• Appendix G: Visual Synthesis — Tables, Flows & Diagrams.................................

• Appendix H: Bibliography / Daftar Pustaka..............................................................

• Appendix I: List of Figures / Daftar Gambar.............................................................

• Appendix J: List of Tables / Daftar Tabel................................................................

• Appendix K: Bank 6.0 Visual Pack...........................................................................

Figure 3. The five-part journey. Origins, Going Digital, Open Banking, Intelligence, Autonomy — corresponding to the  
six bank generations covered in this book.

7

142

145

242

244

246

250

256

259

262

271

275

279

280



The Evolution of Digital Banking

PART I

Foundations of the Banking Industry

8



P A R T I · F O U N D A T I O N S

C H A P T E R O N E

01
Global Evolution of
the Banking Industry

From Mesopotamian tablets to the data economy

MESOPOTAMIA

c. 2000 BCE

ANCIENT GREECE

c. 500 BCE

RENAISSANCE

c. 1400 CE

INDUSTRIAL AGE

c. 1800 CE

DIGITAL ERA

c. 2000 CE+

THE E VO LU T I ON OF D I G I T A L B ANK I NG B ANK I NG 6 . 0



The Evolution of Digital Banking

Chapter 1 — Global Evolution of the Banking Industry

1.1 Introduction

To understand where banking is  going,  one must  first  understand where it  has been.  The 

institution we today call a bank did not arrive fully formed. It was assembled over the course of  

more than two thousand years, in the marketplaces of Mesopotamia, the temples of Greece, the 

merchant fairs of medieval Europe, the trading houses of the Italian Renaissance, and the imperial 

capitals of the modern industrial age. Each era contributed a layer of function, a refinement of 

trust, and a deepening of the relationship between credit and economic activity.

This opening chapter establishes the historical and conceptual foundation upon which the rest of 

the book will build. By tracing the evolution of money, credit, intermediation, and central banking, 

we equip ourselves with a longer perspective from which to interpret the digital revolutions of the 

twenty-first century. The forces driving Bank 5.0 and Bank 6.0 are, in many respects, the same 

forces that drove the great Italian banking houses of the fifteenth century to invent double-entry 

bookkeeping. The substrate has changed; the underlying logic of trust, credit, and risk has not.

1.2 The Origins of Banking and Money

The earliest banking activity predates the invention of coinage. In Mesopotamia, around the third 

millennium before the common era, temples and palaces accepted deposits of grain, livestock, 

and precious metals. Clay tablets recorded credits, debts, and the rates of interest charged. The 

Code of Hammurabi, dating from approximately 1750 BCE, already contained explicit provisions 

governing loans, collateral, and debt repayment. Banking, in other words, is older than money in 

its modern coinage form.

Coinage emerged in Lydia, in what is today western Turkey, around the seventh century BCE. The 

standardization of metal weights and purities reduced the cost of transactions and enabled the 

rapid expansion of long-distance trade. Greek temples extended the deposit-taking function and 

began  to  lend  at  interest,  sometimes  to  states  financing  wars.  Roman bankers,  known as 

argentarii,  accepted  deposits,  transferred  funds  across  the  empire,  and  provided  credit  to 

merchants.  The institutional  patterns we recognize today were already in  place:  a fiduciary 

relationship, the maintenance of accurate records, and the use of credit to mobilize capital toward 

productive ends.

1.3 Medieval Banking and the Italian Renaissance

The collapse of the Western Roman Empire interrupted the continuity of formal banking in Europe, 

but the institution survived in the Byzantine East and in the Islamic world, where instruments such 

as the suftaja, an early form of bill of exchange, allowed merchants to transfer value across vast 
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distances  without  physically  moving  coins.  This  Islamic  financial  innovation  spread  along 

Mediterranean trade routes and eventually fertilized the medieval Italian banking system.

The decisive innovation of the Italian Renaissance was double-entry bookkeeping, codified by the 

Franciscan friar Luca Pacioli in 1494, although the method had been in practice in Florence and 

Venice for at least a century before. Double-entry made it possible to detect errors, to measure 

profitability, and to separate the personal accounts of the merchant from the operating accounts of 

the firm. Without it, the modern joint-stock company and the regulated bank would have been 

impossible. The Medici Bank, founded in Florence in 1397, operated branches across Europe and 

pioneered  techniques  of  foreign  exchange,  syndicated  lending,  and  what  we  would  today 

recognize as correspondent banking.

1.4 The Birth of Central Banking

The seventeenth century gave rise to the institution that  would come to define the modern 

monetary system: the central  bank. The Bank of  Sweden, established in 1668, is generally 

regarded as the oldest. The Bank of England followed in 1694, founded to lend to the Crown but 

quickly evolving into the manager of the national debt and the issuer of paper notes that circulated 

as currency. By the nineteenth century, the central bank had absorbed three further functions that 

remain central to the discipline today: the bankers' bank, the lender of last resort, and the regulator 

of the money supply.

Walter Bagehot, in his 1873 work Lombard Street, articulated the principle that during a financial 

panic the central bank should lend freely, at a high rate of interest,  against good collateral. 

Bagehot's rule is invoked to this day, most recently during the global financial crisis of 2008 and 

the  pandemic-era  emergency  liquidity  programs  of  2020.  The  institutional  architecture  of 

contemporary  banking,  in  which  commercial  banks  operate  within  a  regulatory  perimeter 

overseen by a central monetary authority, was largely complete by the end of the nineteenth 

century.

1.5 The Industrial Revolution and the Joint-Stock Bank

The Industrial Revolution transformed the demand for capital. Railways, factories, and mines 

required investment at a scale far beyond the resources of any individual merchant or family. The 

joint-stock bank, with its ability to pool capital from many shareholders, emerged as the preferred 

vehicle. Branch banking spread across the United Kingdom, continental Europe, and the United 

States, and the local bank manager became a recognizable figure in every market town.

This was also the era in which banking became geographically and economically segmented. 

Investment banks underwrote securities and advised on mergers; commercial banks accepted 

deposits and made loans to businesses and households; savings banks and building societies 
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served  retail  customers;  and  merchant  banks  specialized  in  trade  finance.  The  functional 

separation, formalized in some countries through legislation such as the Glass-Steagall Act of 

1933  in  the  United  States,  would  persist  for  most  of  the  twentieth  century  before  being 

substantially reversed in the deregulatory wave of the 1990s.

1.6 Globalization and Financial Liberalization

The latter half of the twentieth century witnessed the progressive liberalization of capital flows and 

the globalization of financial markets. The Bretton Woods system, agreed in 1944, fixed exchange 

rates against the United States dollar, which was in turn convertible to gold. When that system 

collapsed in 1971, the world entered the era of floating exchange rates, the Eurodollar market 

expanded explosively, and a new generation of global banks emerged: institutions whose balance 

sheets crossed dozens of jurisdictions and whose risk exposures were measured in trillions.

Three forces drove this transformation. The first was technology: the introduction of mainframe 

computers,  electronic  settlement  systems,  and global  telecommunications networks made it 

possible to conduct cross-border banking at a speed and scale previously unimaginable. The 

second was regulation: the Basel Accords, beginning in 1988, established international standards 

for  bank  capital  adequacy  and  supervision.  The  third  was  customer  demand:  multinational 

corporations  required  banks  that  could  match  their  global  footprint,  and  emerging-market 

governments needed access to international capital markets to finance development.

1.7 The Changing Behavior of the Economic Agent

Underneath every technological and regulatory change in banking lies a deeper change in human 

behavior. The nineteenth-century customer expected to walk into a branch, present a passbook, 

and  engage  personally  with  a  clerk.  The  mid-twentieth-century  customer  accepted  the 

introduction of checks, then credit cards, then automated teller machines, gradually becoming 

comfortable with self-service. The early twenty-first-century customer expects to interact with the 

bank exclusively  through a  smartphone application,  to  receive  instant  notifications  of  every 

transaction, and to perform sophisticated financial operations without ever speaking to a human.

The next behavioral shift, already well underway, is the willingness to delegate financial decisions 

to  software.  Robo-advisors  invest  retirement  savings  according  to  algorithmic  strategies. 

Subscription  services  automatically  renew  payments  without  human  review.  Open  banking 

interfaces allow third-party applications to initiate transfers on behalf of customers who have 

granted appropriate consent. The customer of Bank 5.0 and Bank 6.0 will increasingly act not as 

the executor of financial transactions but as the principal who authorizes intelligent agents to 

execute on their behalf.

1.8 Chapter Summary
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Banking is among the oldest of human institutions, and its evolution mirrors the evolution of trade, 

technology,  and  governance.  The  functions  of  deposit-taking,  credit  provision,  payment 

facilitation, and risk intermediation have remained remarkably stable over millennia, even as the 

substrate has shifted from clay tablet to mainframe to cloud platform. The chapters that follow 

examine in detail how the digital revolution is transforming each of these functions and how the 

bank itself is being reinvented for an age of artificial intelligence and autonomous economic 

activity.
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Chapter 2 — The Modern Banking System

2.1 Introduction

Before we can describe the future of banking, we must understand the present. This chapter 

provides a structured overview of the modern banking system: its core functions, its principal 

product lines, its operational architecture, and the regulatory framework within which it operates. 

Readers familiar with banking may treat this chapter as a refresher; readers from technology, 

regulatory, or academic backgrounds will find here a compact reference that grounds the more 

speculative material in later chapters.

2.2 The Core Functions of a Bank

Every commercial bank, regardless of geography or business model, performs four interrelated 

functions. The first is intermediation: the transformation of short-term, small-denomination, low-

risk deposits into long-term, large-denomination, higher-risk loans. The second is the operation of 

the payment system: the movement of funds between accounts, both within the bank and across 

the wider financial system. The third is liquidity provision: the maintenance of sufficient cash and 

liquid assets to meet depositor withdrawals and other obligations on demand. The fourth is risk 

management: the identification, measurement, pricing, and hedging of credit, market, operational, 

and strategic risks across the balance sheet.

These four functions are not independent. A loan is not merely a credit decision; it is also a 

payment from the bank to the borrower, a liquidity drain on the balance sheet, and a source of risk. 

An effective bank manages all  four dimensions simultaneously, supported by an information 

architecture capable of presenting consistent views of the same underlying transactions across 

multiple analytical lenses.

2.3 The Bank Balance Sheet

The bank balance sheet is unusual among corporate balance sheets in that its principal liability, 

customer deposits, is also its principal raw material. Deposits fund loans; loans generate interest 

income; interest income, less the interest paid on deposits and the costs of operations and credit 

losses, produces the net interest margin that is the foundation of commercial banking profitability. 

A modern bank's balance sheet is typically structured around four categories: cash and reserves 

held at the central  bank, securities held for liquidity or investment,  loans to customers, and 

physical and intangible assets. On the liability side: customer deposits, wholesale funding from 

money markets, debt securities issued, and shareholders' equity.

The stability of this structure depends on the willingness of depositors to leave their funds with the 

bank under normal conditions. In a panic, this willingness can evaporate within hours, producing 
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the phenomenon of a bank run. The 2023 collapse of Silicon Valley Bank in the United States 

demonstrated that, in the age of mobile banking and social media, runs can occur in minutes 

rather than days. This observation has profound implications for the design of liquidity buffers and 

the management of communication during periods of stress.

2.4 Treasury and Liquidity Management

The treasury function manages the bank's own balance sheet positions, ensuring that funding is 

available when needed, that interest rate and foreign exchange exposures are hedged, and that 

capital  is  allocated  efficiently  across  business  lines.  Modern  treasury  operations  are  highly 

quantitative, drawing on real-time data feeds from across the bank to maintain a continuously 

updated view of cash positions, funding gaps, and risk exposures.

Liquidity management has been transformed by post-crisis regulation. The Liquidity Coverage 

Ratio (LCR) requires banks to hold sufficient high-quality liquid assets to survive a 30-day stress 

scenario. The Net Stable Funding Ratio (NSFR) requires the matching of long-term assets with 

long-term  funding  sources.  These  metrics  have  shifted  the  economics  of  certain  business 

activities  and  have  created  sustained  demand  for  government  securities  and  central  bank 

reserves as forms of high-quality liquid assets.

Risk Category Description Primary Mitigation

Credit Risk Borrower default on loans or 
counterparty failure

Underwriting, collateral, 
provisioning

Market Risk Adverse movements in rates, FX, 
equities, commodities

VaR limits, hedging, stress 
testing

Liquidity Risk Inability to meet obligations as they 
fall due

LCR, NSFR, liquidity 
buffers

Operational Risk Process failures, system outages, 
fraud, legal events

Controls, monitoring, 
insurance

Conduct Risk Misselling, market abuse, customer 
harm

Training, surveillance, 
governance

Cyber Risk Attacks on systems, data, or 
infrastructure

Zero trust, SOC, incident 
response

Climate Risk Physical and transition risks from 
climate change

Scenario analysis, 
exposure limits

Strategic Risk Misjudgment of market direction or 
competitive position

Scenario planning, portfolio 
review

2.5 Risk Management as a Discipline
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Risk  management  in  banking  has  matured  from  a  back-office  compliance  function  into  a 

quantitative, technology-intensive discipline that sits at the heart of strategic decision-making. The 

three lines of defense model, in which business units own risk, an independent risk function 

challenges and oversees, and internal audit provides assurance, has become the global standard. 

Quantitative tools such as Value-at-Risk, expected shortfall, credit migration matrices, and Monte 

Carlo  simulation  are  deployed  daily  to  translate  uncertainty  into  actionable  management 

information.

The next frontier in risk management is the integration of artificial intelligence into both first-line 

decisioning,  such  as  automated  credit  underwriting,  and  second-line  surveillance,  such  as 

anomaly detection in transaction streams. AI offers the potential to detect patterns invisible to 

human analysts but introduces new forms of model risk that themselves must be governed. 

Chapter 11 examines these developments in detail.

2.6 Governance and Regulatory Architecture

The governance of a modern bank is shaped by a dense network of regulatory requirements. The 

Basel Committee on Banking Supervision sets international standards for capital adequacy and 

liquidity. National regulators, such as the Federal Reserve in the United States, the European 

Central Bank in the Eurozone, the Financial Conduct Authority in the United Kingdom, and the 

Otoritas Jasa Keuangan in Indonesia, translate these standards into binding rules and conduct 

supervision. Anti-money laundering and know-your-customer regulations require banks to verify 

customer identities and monitor transactions for suspicious activity. Data protection regulations, 

most prominently the General Data Protection Regulation in Europe, govern the handling of 

customer information.

This regulatory perimeter has implications for the pace and shape of digital transformation. Banks 

cannot adopt new technologies as freely as unregulated technology firms. Every change to a 

customer-facing process, every deployment of a machine learning model, every migration of data 

to a cloud environment must be assessed for regulatory and operational risk. The organizations 

that succeed in digital banking are those that develop the institutional capability to innovate within 

the regulatory perimeter rather than around it.

2.7 Payment Systems

The movement of funds between accounts is the most visible function of banking to the everyday 

customer.  Payment  systems  can  be  classified  by  clearing  speed,  settlement  model,  and 

ownership.  Real-time gross settlement  systems,  such as Fedwire  in  the United States and 

Target2  in  Europe,  settle  high-value  transactions  individually  and  immediately.  Automated 

clearing house systems batch low-value transactions for periodic settlement. Card networks, such 

15



The Evolution of Digital Banking

as Visa, Mastercard, and the regional networks, route consumer transactions through a four-party 

model involving issuer, acquirer, network, and merchant.

The past decade has seen the emergence of instant retail payment systems in many jurisdictions: 

PIX in Brazil, UPI in India, FedNow in the United States, Faster Payments in the United Kingdom, 

and BI-FAST in Indonesia. These systems settle within seconds, operate around the clock, and 

have triggered a wave of innovation in payment-adjacent services. They also have important 

implications for the float economics on which much of consumer banking historically depended.

2.8 Retail Banking versus Wholesale Banking

Banks typically organize themselves around two principal customer segments. Retail banking 

serves individual  consumers  and small  businesses through branches,  digital  channels,  and 

contact centers. Its products include current and savings accounts, mortgages, consumer credit, 

debit and credit cards, and basic investment products. Its profitability is driven by net interest 

margin on deposits and loans, fee income from cards and transactions, and the cost-to-income 

ratio achieved through operational efficiency.

Wholesale banking serves corporate, institutional, and public-sector clients with substantially 

more complex requirements.  Its  products include corporate lending and syndicated finance, 

treasury and cash management services, trade finance, foreign exchange, derivatives, custody, 

and capital markets advisory. The customer relationship is typically managed by a dedicated 

relationship banker supported by product specialists, and revenue is concentrated in a smaller 

number of high-value engagements.

The boundary between these two segments has become increasingly porous. Small business 

banking,  technology  platforms  serving  merchants,  and  embedded  finance  offerings  within 

enterprise software all blur the distinction. The most successful banks of the next decade will be 

those  that  operate  with  retail-style  efficiency  at  wholesale-style  scale,  combining  the  unit 

economics of consumer banking with the depth of corporate relationships.

2.9 The Operational Architecture of a Modern Bank

From an engineering perspective, a modern bank is best understood as a layered information 

architecture. At the foundation lies the core banking platform, which records the canonical state of 

accounts, balances, and transactions. Above this sits the channel layer, which exposes banking 

services through branches, ATMs, internet banking, mobile applications, contact centers, and 

increasingly through APIs to third-party platforms. Between the core and the channels lies the 

integration layer, traditionally implemented as an enterprise service bus and increasingly as an 

event-driven, API-mediated middleware. Around all of this sits the analytical and risk layer, which 
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consumes data from the operational systems to produce risk metrics, regulatory reports, customer 

insights, and management information.

This architecture has accumulated decades of technical debt in most established banks. Core 

systems written in COBOL during the 1980s coexist with cloud-native microservices deployed last 

quarter. Modernization is rarely a matter of replacing the old with the new; it  is a matter of 

progressively decoupling, encapsulating, and migrating capabilities while keeping the lights on. 

Chapter  10  addresses  the  architectural  patterns  that  make  this  incremental  modernization 

tractable.

2.10 Chapter Summary

The modern bank is a complex institution that has evolved over centuries into its present form. It 

performs four core functions, operates within a dense regulatory framework, and is structured 

around two principal customer segments and a layered information architecture. Each of these 

elements  is  now  under  pressure  from technological,  demographic,  and  competitive  forces. 

Understanding  the  existing  architecture  is  the  prerequisite  for  designing  a  thoughtful 

transformation toward the bank of the future.

17



P A R T I · F O U N D A T I O N S

C H A P T E R T H R E E

03
Technological Disruption
in Financial Services

Each wave absorbs the previous and extends its reach

INTERNET

1990s

MOBILE

2000s

CLOUD & API

2010s

AI

2020s

AUTONOMOUS

2030s →

amplitude
of disruption

THE E VO LU T I ON OF D I G I T A L B ANK I NG B ANK I NG 6 . 0



The Evolution of Digital Banking

Chapter 3 — Technological Disruption in Financial Services

3.1 Introduction

The technological disruption of banking did not begin yesterday, nor will it end with the current 

wave of artificial intelligence. It is a continuous process that has unfolded over decades, with each 

successive wave of technology absorbing the previous and extending its reach into new domains 

of financial activity. This chapter examines the principal technological forces that have reshaped 

banking since the late twentieth century and that continue to define the strategic agenda of every 

banking executive today.

3.2 The Internet and the First Wave of Disintermediation

The commercial internet of the 1990s was the first technology that allowed customers to interact 

with banking services without intermediation by a human or a physical channel. Online banking 

websites,  initially  limited to balance inquiries and statement  viewing,  gradually  expanded to 

include funds transfers, bill payments, and account opening. The reduction in transaction cost was 

substantial: a transaction that cost several dollars when conducted through a branch teller could 

be performed for a fraction of a cent through a web interface.

This first wave of disintermediation also produced the first generation of pure-play digital banks, 

including ING Direct in the late 1990s and a number of European challengers. Most of these early 

digital banks struggled to achieve profitable scale, but they established a customer expectation 

that banking should be available online, at any hour, from any location with internet access. By the 

late 2000s, internet banking had become a hygiene factor for established banks rather than a 

differentiator.

3.3 The Mobile Economy

The launch of the iPhone in 2007 and the subsequent smartphone revolution created a new 

substrate for banking that was qualitatively different from the desktop internet. The smartphone 

was always with the customer, was equipped with sensors and cameras, and was capable of 

authenticating  the  user  through  biometrics.  Mobile  banking  applications  quickly  surpassed 

internet banking websites as the primary digital channel, and in many emerging markets they 

leapfrogged the internet entirely, becoming the first form of digital banking ever experienced by 

hundreds of millions of customers.

In Indonesia, the Philippines, Kenya, and across much of Latin America, the smartphone is now 

the dominant banking channel, with branch and ATM usage in secular decline. This shift has 

profound implications for cost structure, product design, and customer engagement. A bank that 
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designed its operating model around branch-based service in the 1990s must now operate at the 

unit economics of a mobile-first business.

3.4 Cloud Computing

The emergence of public cloud computing, beginning with Amazon Web Services in 2006 and 

quickly followed by Microsoft Azure and Google Cloud Platform, transformed the economics of 

information technology. Capacity that once required eighteen-month procurement cycles and 

seven-figure capital outlays could be provisioned in minutes and paid for by the hour. Banks were 

initially slow to adopt the cloud, citing regulatory, security, and data sovereignty concerns. Most of 

these concerns have now been addressed through dedicated banking-grade cloud offerings, 

regional data residency commitments, and supervisory guidance from major regulators.

The cloud is not merely a cheaper data center. It enables architectural patterns, such as elastic 

scaling,  serverless  compute,  and  managed  machine  learning  services,  that  are  difficult  or 

impossible to replicate in a traditional on-premises environment. Cloud-native banks, including 

Nubank in Brazil and Starling in the United Kingdom, have demonstrated that an entire bank can 

be operated on cloud infrastructure with cost ratios that are a fraction of those of traditional 

incumbents.

3.5 Artificial Intelligence and Machine Learning

Artificial intelligence has moved through several distinct waves in financial services. The first 

wave, in the 1990s and early 2000s, used rule-based expert systems for tasks such as fraud 

detection and credit scoring. The second wave, beginning around 2012, applied deep learning to 

perception tasks such as document recognition and to predictive tasks such as customer churn 

modeling. The third and current wave, beginning with the public release of large language models 

in 2022 and 2023,  applies generative artificial  intelligence to language understanding,  code 

generation, customer interaction, and increasingly to autonomous reasoning.

The implications for  banking are profound and pervasive.  Every  function of  the bank,  from 

customer onboarding to regulatory reporting to portfolio management, is being reconsidered in 

light of what AI can now do. The competitive question for banking executives is no longer whether 

to deploy artificial intelligence but how to govern it, how to embed it into the operating model, and 

how to develop the organizational capability to deploy it safely at scale. Chapter 11 is devoted 

entirely to this topic.

3.6 Blockchain and Distributed Ledger Technology

The publication of the Bitcoin whitepaper in 2008 introduced the world to a new computational 

primitive: a distributed ledger maintained by a decentralized network of validators, secured by 
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cryptography and economic incentives. The initial banking response was dismissive, but the 

technology proved more durable than skeptics expected. By the mid-2010s, every major bank had 

a blockchain working group, and consortia such as R3 and the Hyperledger Foundation were 

exploring permissioned distributed ledgers for trade finance, securities settlement, and identity 

management.

The promise of blockchain in banking has not yet been fully realized, and many of the early 

initiatives  produced  lessons  rather  than  products.  However,  the  underlying  technology  has 

continued to evolve. The emergence of central bank digital currencies, the tokenization of real-

world assets, and the integration of programmable money into payment systems all draw on the 

conceptual lineage of distributed ledgers. Chapter 14 examines this landscape in detail.

3.7 Fintech and the Unbundling of the Bank

The 2010s witnessed the rise of a new class of financial technology firms that did not aspire to 

become banks but rather to deconstruct individual banking products and offer them as superior, 

focused  alternatives.  Robinhood  unbundled  equity  trading.  Wise  unbundled  cross-border 

payments. Klarna unbundled point-of-sale credit. Stripe unbundled merchant acquiring. Each of 

these  firms  exposed the  fact  that  incumbents  had  been earning  above-market  margins  on 

individual products by virtue of bundling them with current accounts and balance sheet capacity.

The fintech wave forced incumbents to compete on product quality at the level of individual 

capabilities, not just at the level of overall relationship. Some incumbents responded by acquiring 

fintechs, others by partnering, others by building competing offerings, and a few by remaining 

defiantly traditional. The most strategically interesting response has been the development of 

platform  models  in  which  the  incumbent  bank  operates  the  underlying  balance  sheet  and 

compliance  infrastructure  while  fintechs  and  other  partners  operate  the  customer-facing 

experience. This is the foundation of the embedded finance economy explored in Chapter 7.

3.8 Digital Identity

Identity is the foundation of every banking relationship. The traditional method of establishing 

identity, requiring the physical presentation of government-issued documents at a branch, has 

been progressively replaced by digital alternatives. Video know-your-customer processes use 

document  scanning  and  liveness  detection  to  onboard  customers  remotely.  Biometric 

authentication,  including  fingerprint,  facial  recognition,  and  behavioral  biometrics,  replaces 

password-based authentication for ongoing access.

National digital identity schemes, such as Aadhaar in India, e-KTP in Indonesia, and the European 

Digital Identity Wallet, are creating new infrastructure on which banking services can be built.  

Decentralized  identity  standards,  based  on  verifiable  credentials  and  self-sovereign  identity 
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principles, offer a long-term vision in which customers carry their own identity and selectively 

disclose attributes to  financial  service providers.  The convergence of  strong digital  identity, 

ubiquitous mobile devices, and instant payment systems is enabling forms of financial inclusion 

that were impossible a decade ago.

3.9 The API Economy

The  application  programming  interface,  or  API,  has  evolved  from  a  technical  integration 

mechanism into a strategic and commercial primitive. An API is a contract that allows one system 

to invoke functionality in another, and the modern bank exposes hundreds or thousands of APIs 

both internally and to external partners. Open banking regulations in Europe, the United Kingdom, 

and a growing number of other jurisdictions require banks to expose certain APIs to authorized 

third parties, accelerating the development of an ecosystem of fintech applications that build on 

bank infrastructure.

The strategic implication is that a bank's competitive position is increasingly determined not only 

by the quality of its own products but also by the ecosystem of partners and developers that build 

on its platform. A bank with well-designed, well-documented, well-monetized APIs becomes the 

substrate of a much larger economic activity than its own balance sheet could support. Chapter 12 

and Chapter 17 examine the architectural and strategic dimensions of this transformation.

3.10 A Timeline of Financial Technology
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Figure 4. Three lanes — core, channel, and money rails — laid against the six-stage backdrop. The visible substrate  
of banking has changed roughly every two decades.

Era Defining Technology Banking Impact

1950s–1960s Mainframe computers Centralized accounting, batch processing

1970s ATMs, SWIFT Self-service cash, global messaging

1980s Personal computers Branch automation, electronic trading

1990s Internet, web Online banking, first digital banks

2000s Mobile, broadband Mobile banking, fintech emergence

2010s Cloud, smartphones, 
blockchain

API banking, neobanks, crypto

2020s Generative AI, instant 
payments

Conversational banking, embedded 
finance

2030s+ AGI, autonomous agents Machine economy, invisible banking

3.11 Convergence and the Compounding of Change

It is tempting to examine each of these technologies in isolation, but the strategic reality is that 

they  compound.  Cloud computing  makes large-scale  machine learning economically  viable. 

Smartphones  provide  the  customer  interface  for  embedded  finance.  APIs  allow  artificial 

intelligence services to be composed across organizational boundaries. Digital identity makes 

instant payment safe. Blockchain provides the substrate for tokenized assets. The bank that 

masters one of these technologies but fails the others will not survive the next decade. The bank 

that masters their composition will define the next era of financial services.

3.12 Chapter Summary

The technological disruption of banking is multidimensional, accelerating, and compounding. The 

internet  enabled  disintermediation;  mobile  made  banking  ubiquitous;  cloud  transformed 

economics;  AI  is  transforming  intelligence;  blockchain  rethinks  settlement;  APIs  externalize 

capability; digital identity rebuilds trust. The chapters that follow examine how these technologies 

have driven banking through six recognizable generations and what the next generations are 

likely to bring.
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PART II

The Evolution from Bank 1.0 to Bank 6.0
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Chapter 4 — Bank 1.0: Traditional Branch Banking

4.1 Introduction

Bank 1.0 refers to the traditional, branch-centric banking model that defined the industry from the 

late nineteenth century through approximately the 1960s. In this model, the branch was both the 

physical  embodiment  of  the  bank and the  primary  interface between the institution  and its 

customers. To open an account, deposit a check, withdraw cash, or apply for a loan, the customer 

presented themselves in person at a branch during posted business hours. The architecture of the 

branch,  with  its  imposing  marble  counters,  stamped  passbooks,  and  uniformed  staff, 

communicated security, permanence, and the quiet authority of an institution that had outlived 

generations.

Although the Bank 1.0 model is sometimes dismissed as an obsolete artifact, it deserves careful 

study. Many of the operational disciplines, customer relationships, and trust mechanisms that we 

now seek to recreate in digital  form were perfected over decades within the branch model. 

Understanding what was lost in the transition to digital banking is as important as celebrating what 

was gained, particularly for institutions that aspire to combine the efficiency of digital with the 

human warmth of relationship banking.

4.2 The Branch as the Center of the Universe

Figure 5. The Bank 1.0 ecosystem in macro view. The branch sits at the hub; every relationship — customer, central  
bank, correspondent banks, merchants, auditor — orbits a physical building and a paper trail.
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In the Bank 1.0 era, the branch was the unit of operations, the unit of measurement, and the unit of 

competition. A bank's market position was assessed by the number, location, and grandeur of its 

branches.  Geographic  expansion  meant  building  or  acquiring  branches.  Profitability  was 

calculated branch by branch, with the branch manager held accountable for deposit growth, loan 

quality, and operating costs. Customer relationships were managed at the branch level, often by 

tellers and officers who had served the same neighborhood for decades and who knew their 

customers by name.

The branch network produced economic moats that proved remarkably durable. Building a branch 

required real estate, capital expenditure, regulatory approval, and the time to establish local 

relationships. A new entrant who attempted to compete with an established bank had to replicate 

this infrastructure at enormous expense, with no certainty that customers would switch. The 

branch network was a barrier to entry of the highest order, and it  preserved the position of 

incumbent banks against decades of attempted disruption.

Figure 6. The Bank 1.0 branch interior, circa 1965. Teller line, customer queue, manager's office, and the vault — 
the branch was the bank.

4.3 The Operating Model of the Traditional Branch

A typical Bank 1.0 branch operated under a hierarchical structure with the branch manager at the 

top, supported by a chief teller, a loan officer, a small back-office team, and a number of customer-

facing tellers. Operations were heavily paper-based. A deposit would be recorded on a deposit 

slip, entered into the customer's passbook, posted to a daily journal, and forwarded to the central 
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accounting department for reconciliation. A loan application would be reviewed in person, with 

collateral inspected physically and references checked through telephone calls. The closing of a 

typical  business  day involved balancing every  till,  reconciling  every  register,  and physically 

transporting cash and instruments to a vault or to a regional clearing center.

The error rate in such a paper-based environment was non-trivial, and the role of the back office 

was substantially devoted to detecting and correcting errors. Customer complaints often centered 

on misposted transactions, lost items, and the time required to resolve disputes. Yet customers 

tolerated these frictions because the alternative was no banking at all. The operating cost per 

transaction was high, but the customer base was captive.

Figure 7. The hierarchical Bank 1.0 organisation. Four levels, one channel, a single ledger of truth — every decision  
climbs the ladder.

4.4 The Teller Operation

The teller was the public face of the bank and the human interface for the vast majority of customer 

transactions. A skilled teller could process dozens of transactions per hour: deposits, withdrawals, 

check cashing, foreign currency exchange, traveler's check sales, and account inquiries. Tellers 

were trained in cash handling, fraud detection, and customer service, and they often served as the 

first point of escalation for any issue too complex for self-service to handle. The teller line, with its 

velvet ropes and wait-by-number system, was the throughput bottleneck of the branch and the 

focus of countless studies on operational efficiency.
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The  decline  of  the  teller  has  been  one  of  the  most  visible  markers  of  banking's  digital  

transformation. In Indonesia, for example, the average number of teller transactions per branch 

has declined by more than seventy percent over the past fifteen years, even as the total volume of 

customer transactions has grown by an order of magnitude. The transactions did not disappear; 

they  migrated to  ATMs,  mobile  applications,  and electronic  transfer  systems.  Yet  the  teller 

persists, transformed, in many banks: no longer a cash-handler but a relationship advisor for the 

increasingly small minority of customers who still visit branches.

Figure 8. The classical branch transaction loop: customer to teller to ledger to manager to vault — paper-mediated  
and gated by a human at every step. Average cycle: thirty minutes to four hours.

4.5 Legacy Process and Paper-Based Banking

The Bank 1.0 process was a tightly choreographed sequence of paper documents, physical 

signatures, and manual postings. A loan file might contain fifty or more documents, each cross-

referenced to the others, each signed and stamped at multiple points in the workflow. The audit 

trail was the paper itself: ink on paper, in chronological sequence, stored in fireproof cabinets. This 

system produced legal certainty and regulatory comfort, and many of its conventions, such as the 

requirement for a wet signature, persist as cultural and regulatory expectations long after the 

technological need has disappeared.

The challenge of digital transformation in established banks is not only to deploy new technology 

but to reinterpret these legacy expectations in a digital context. Replacing a wet signature with an 

electronic  signature  requires  not  only  software  but  legal  validation,  regulatory  acceptance, 
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customer education, and internal process redesign. The lingering influence of Bank 1.0 paper-

based processes can be observed today in  the document-heavy nature of  many corporate 

banking workflows, even when the underlying technology is fully digital.

Figure 9. Paper-based banking decomposed by role. A single transaction touches paper at least eight times across  
customer, teller, ledger, manager, and audit lanes. Every fold is a control point.

4.6 Customer Relationships in Bank 1.0

The  greatest  strength  of  the  Bank  1.0  model  was  the  depth  and  durability  of  customer 

relationships. A small business owner who walked into the branch knew the manager personally; 

the manager  knew the business,  the family,  and the local  market.  Lending decisions were 

informed by character as much as by financial statements. The bank was embedded in the 

community,  often  visibly  through  sponsorship  of  local  events,  board  membership  in  civic 

organizations, and long tenure of staff. This embedding produced loyalty that survived multiple 

generations and that priced services well above what a pure-product competitor could offer.

Recreating this depth of relationship in a digital channel is one of the central design challenges of 

contemporary banking. Personalization, conversational AI, relationship managers equipped with 

rich customer dashboards, and the careful curation of the digital experience are all attempts to 

reach the level of customer intimacy that Bank 1.0 achieved through human presence. The 

institutions  that  succeed  in  this  recreation  will  be  those  that  treat  the  relationship,  not  the 

transaction, as the unit of value.
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4.7 Case Reflection: The Indonesian Branch Heritage

Bank Rakyat Indonesia, founded in 1895 in Purwokerto, Central Java, exemplifies the Bank 1.0 

heritage and its evolution. For most of its history, BRI operated as a relationship bank for rural  

Indonesia, with branches and unit offices in every regency and many sub-districts. Its customer 

relationships, particularly in the micro and small business segment, were built over decades of in-

person engagement, and they produced credit performance that consistently outperformed urban 

portfolios despite the apparent informality of the underlying borrowers.

BRI's contemporary digital transformation, including its BRImo mobile platform and its satellite-

based connectivity for remote unit offices, is best understood not as a rejection of the Bank 1.0 

heritage but as an extension of it  into new channels. The fundamental insight, that banking 

succeeds when it is embedded in the customer's daily life, has remained constant. The substrate 

has shifted from the village mantri to the smartphone, but the relationship logic endures.

4.8 Strengths and Limitations of Bank 1.0

It is worth summarizing what Bank 1.0 did well and where it failed. Its strengths included deep 

customer relationships, robust risk assessment grounded in personal knowledge, durable trust, 

and resilience against many forms of fraud. Its limitations included high operating costs, limited 

scalability, geographic constraints on customer service, slow response to changing customer 

behavior, and limited inclusion of customers in remote or underserved areas. The transformation 

from Bank 1.0 to subsequent generations was driven by the desire to retain the strengths while 

overcoming the limitations, an aspiration that remains incomplete to this day.

4.9 Chapter Summary

Bank 1.0 was the era of the branch, the teller, the passbook, and the paper file. It was a labor-

intensive, geographically constrained, relationship-driven model that built  durable competitive 

moats and deep customer trust. Its strengths inform the design of every digital banking experience 

that aspires to do more than process transactions, and its limitations motivated every subsequent 

wave of innovation. The chapters that follow trace how each successive generation of banking 

responded to those limitations while inheriting, adapting, or sometimes losing the strengths.
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Chapter 5 — Bank 2.0: The Electronic Banking Era

5.1 Introduction

Bank 2.0 refers to the electronic banking era that began in the late 1960s with the introduction of 

the automated teller machine and unfolded over the next three decades through the deployment 

of  core banking systems, electronic funds transfer networks,  magnetic-stripe cards, and the 

SWIFT messaging system for international banking. This was the era in which banking became 

electronic without yet becoming digital in the modern sense. The customer experience was still  

fundamentally mediated by hardware, paper, and physical channels, but the back office was 

progressively  transformed  into  a  centralized,  computerized,  and  increasingly  automated 

operation.

The Bank 2.0 era is often underestimated because its innovations now seem mundane. The ATM 

is a familiar fixture of any urban landscape. The credit card is in every wallet. SWIFT messages 

flow through global financial markets at a rate of millions per day. Yet each of these technologies, 

when introduced, fundamentally restructured the banking business and laid the foundation upon 

which all subsequent digital innovation would rest.

5.2 The Automated Teller Machine

The first widely deployed automated teller machine was installed by Barclays Bank in Enfield, 

north London, in 1967. The early machines were primitive by contemporary standards, dispensing 

fixed denominations of cash against pre-printed paper vouchers. By the 1980s, ATMs had been 

integrated  with  online  networks,  allowing  real-time  balance  verification  and  transactions  on 

accounts held at any branch of the bank. By the 1990s, interbank ATM networks such as Cirrus 

and Plus made it possible for a customer to withdraw cash from any participating ATM in the world.

The ATM transformed the economics of cash distribution. A transaction that cost the bank several 

dollars when handled by a teller could be processed for under a dollar through an ATM, and the 

transaction could be performed at any hour rather than only during business hours. The ATM also 

represented the first widely deployed self-service digital channel in banking, establishing the 

cultural  acceptance  that  customers  could  and  would  interact  with  machines  for  financial 

transactions. Every subsequent self-service channel, from internet banking to mobile applications, 

builds on the foundation that the ATM established.
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Figure 10. The Bank 2.0 ATM architecture. Magstripe to switch to core — the first time a customer transacted  
without a human, mediated by ISO 8583 messages over dial-up and leased lines.

5.3 Core Banking Systems

The core banking system is the canonical record of customer accounts, balances, transactions, 

and product holdings. The first core banking systems emerged in the 1960s and 1970s, often built 

on mainframe computers in the COBOL programming language. They replaced the paper ledgers 

and branch-level  passbook records of  the Bank 1.0 era with centralized electronic  records, 

enabling for the first time a real-time view of the bank's total position across all customers and 

branches.

The early core banking systems were monolithic. A single program handled deposits, loans, 

payments, and accounting in a tightly integrated bundle. This integration produced reliability and 

consistency but made the systems difficult to modify. By the 1990s, every major bank had a core 

banking  system,  and  many  of  those  same  systems  are  still  in  production  today,  having 

accumulated decades of customizations, patches, and integrations. The modernization of core 

banking, examined in detail in Chapter 10, is among the most significant technical undertakings 

facing any established bank in the 2020s.

Generation Architecture Era Examples

1st Gen Mainframe monolith, 
batch

1960s–1970s IBM-based in-
house systems

2nd Gen Mainframe with online 1980s–1990s Hogan, 
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Generation Architecture Era Examples

modules Systematics, IFlex

3rd Gen Client-server, packaged 1990s–2000s Finacle, T24, 
FLEXCUBE

4th Gen Componentized, real-time 2000s–2010s Temenos T24, 
FIS Profile

5th Gen Cloud-native, 
microservices

2010s–present Mambu, Thought 
Machine, 10x

6th Gen 
(emerging)

AI-enabled, agent-
orchestrated

2020s+ Forthcoming 
platforms

5.4 Electronic Funds Transfer

Electronic funds transfer, or EFT, refers to the electronic movement of money between accounts 

without the use of paper instruments. The first EFT systems automated the clearing of checks 

between banks, replacing physical truck routes with electronic image transmission. Subsequent 

generations expanded the scope to include direct debits, salary credits, recurring bill payments, 

and ad-hoc consumer-initiated transfers. EFT volumes grew from negligible levels in the 1970s to 

dominant  levels  by the early  2000s,  by which time most  consumer payments in  developed 

markets had migrated from paper to electronic form.

The architectural pattern of EFT has remained remarkably stable. A sending bank initiates a 

payment  instruction;  a  clearing  system  batches  and  settles  instructions  between  banks;  a 

receiving bank credits the beneficiary account. The newer instant payment systems, such as PIX 

in Brazil and BI-FAST in Indonesia, retain this fundamental pattern but compress the cycle from 

days to seconds. The core insight, that money is information about account balances and that 

transfers can be reduced to messages between systems, was established in the Bank 2.0 era and 

has scaled to support every subsequent generation of payment innovation.
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Figure 11. The four-party EFT model — sender, clearing, settlement, receiver — that quietly powered every payroll  
for forty years. Real-time payment systems compress this same pattern from days to seconds.

5.5 SWIFT and the Global Banking Network

The Society for Worldwide Interbank Financial Telecommunication, or SWIFT, was founded in 

1973 to standardize the messaging protocols used between banks for international payments and 

securities  transactions.  Before  SWIFT,  cross-border  banking  instructions  were  exchanged 

through telex, with each bank using its own format and codes. The error rates and reconciliation 

costs  were  enormous.  SWIFT  introduced  a  structured  message  format,  a  private 

telecommunications network, and a community of standards through which banks could speak to 

one another in a common language.

Today,  SWIFT carries more than forty  million messages per  day among more than eleven 

thousand member institutions in over two hundred countries. It has become so deeply embedded 

in the international financial system that exclusion from SWIFT is now used as a tool of economic 

sanctions. The emergence of alternative messaging systems, the integration of distributed ledger 

technologies, and the development of central bank digital currencies all challenge the SWIFT 

model  in  different  ways,  and the future  shape of  cross-border  banking will  be substantially 

determined by how these alternatives evolve over the next decade.
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Figure 12. An MT103 hopping across correspondent banks — originator, nostro correspondent, vostro  
correspondent, beneficiary. Days, not seconds — but for forty years it crossed every border.

5.6 Centralized Banking and the Industrialization of Operations

The introduction of core banking systems, ATMs, and electronic payments enabled a fundamental 

restructuring of banking operations. Activities that had been performed at every branch could now 

be centralized in operations centers serving entire countries or regions. Cheque processing, 

statement printing, card embossing, fraud monitoring, and regulatory reporting were progressively 

concentrated in dedicated facilities. The branch was reduced from a fully autonomous operating 

unit to a customer-facing front-end of a centralized factory.

This industrialization of banking operations produced enormous cost reductions. A transaction 

that cost dollars in the Bank 1.0 era could be processed for cents in the Bank 2.0 era, and the trend 

has continued through every subsequent generation. Yet the centralization also created new 

risks. Operational concentration in a single processing center created a single point of failure, and 

the industrialization of work made it harder to retain the human relationship with customers that 

had been a strength of the Bank 1.0 model. Resolving this tension, between efficiency and 

intimacy, would become a central theme of Bank 3.0 and beyond.
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Figure 13. N branches, one centre. Nightly batch posting and centralised reconciliation against a single ledger of  
record. Economies of scale begin — and so does concentration risk.

5.7 Debit and Credit Cards

The credit card emerged in the United States in the 1950s through the launch of Diners Club in  

1950 and the Bank Americard, which would become Visa, in 1958. The card was initially a charge 

instrument, requiring full payment of the balance each month, and was accepted by a limited 

network of merchants. The introduction of revolving credit in the 1960s transformed the card into a 

consumer lending product, and the expansion of merchant acceptance through the 1970s and 

1980s made the card a ubiquitous form of payment in developed markets.

The debit card, which deducted funds directly from a checking account at the point of sale, 

emerged later but became dominant in many markets by the 2000s. The card networks, with their 

elaborate four-party economics and their dispute and chargeback mechanisms, became one of 

the most lucrative segments of banking. The combination of card payments, ATMs, and core 

banking systems produced an end-to-end electronic banking experience for the consumer of the 

1990s, although by then the next generation, Bank 3.0, was already arriving.
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Figure 14. Five parties, two messages. Authorisation in milliseconds, clearing and settlement in days — a  
choreography that has not fundamentally changed in fifty years.

5.8 The Limitations of Bank 2.0

Despite its profound transformation of banking economics, the Bank 2.0 era retained important 

limitations. The customer experience was still fundamentally mediated by physical channels: the 

ATM, the branch, the merchant point-of-sale terminal. Banking remained constrained by business 

hours and by the geographic distribution of these physical channels. The information available to 

customers was limited to printed statements and basic balance inquiries, with no equivalent of the 

rich, real-time, contextual experience that smartphone applications would later provide.

The back-office systems of the Bank 2.0 era, while a vast improvement over paper, were also 

showing strain by the late 1990s. Decades of customization, the need to integrate with new 

channels, the demands of regulatory reporting, and the imperative of supporting new product 

innovations had produced a level of complexity that made change increasingly difficult.  The 

technical debt accumulated in this era is the principal modernization challenge facing established 

banks today.

5.9 Chapter Summary

Bank 2.0 was the era of the ATM, the core banking system, the EFT, the SWIFT message, and the 

payment  card.  It  transformed  banking  from  a  labor-intensive,  paper-based,  branch-centric 

operation into an electronic, centralized, high-throughput business. It established the architectural 

patterns and the customer expectations that would be inherited by every subsequent generation 
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of banking. Its limitations, in customer experience, channel reach, and back-office flexibility, 

motivated the digital revolution of Bank 3.0.
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Chapter 6 — Bank 3.0: The Digital Banking Revolution

6.1 Introduction

Bank 3.0, a term popularized by Brett  King in his influential  2012 book of the same name, 

describes the migration of banking from physical and electronic channels onto the internet and the 

smartphone. This was the era in which banking became, for an increasing share of customers, an 

experience entirely mediated by software. The branch did not disappear, but for many customers 

it became an exceptional rather than a habitual point of contact. Banking, in King's memorable 

phrase, became something you do rather than somewhere you go.

The decade from approximately 2007 to 2017 was a period of intense disruption in retail banking. 

The smartphone created a new substrate. Application stores enabled a new distribution model. 

Cloud computing rewrote the economics of technology infrastructure. A new generation of digital-

only banks, the so-called neobanks, emerged in Europe, Latin America, the United Kingdom, and 

Asia. Established banks responded with mobile-first investments, often retroactively layered on 

top of  legacy core systems.  The customer  experience of  banking was transformed beyond 

recognition.

6.2 The Internet Banking Foundation

Internet banking emerged in the mid-1990s as banks first established websites that allowed 

customers to view balances, transfer funds between their own accounts, and pay bills. The early 

internet banking experience was clunky by contemporary standards, with hostile user interfaces, 

limited functionality, and brittle session management. Yet it established the fundamental insight 

that customers would, given sufficient incentive, conduct banking through a self-service digital 

channel.

By the early 2000s, internet banking adoption had reached majority levels in most developed 

markets. The economic case was overwhelming: a customer who used internet banking for 

routine transactions cost the bank a fraction of what a teller-served customer cost,  and the 

customer was often more satisfied because the service was available outside business hours. 

Banks invested heavily  in feature parity  with the branch,  and by the late 2000s nearly  any 

transaction that could be performed in a branch could also be performed online.
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Figure 15. The classical internet-banking stack: browser, web tier, middleware, core. The browser becomes the new 
branch teller; middleware translates between the modern web and the mainframe.

6.3 The Smartphone Revolution

The introduction of the iPhone in 2007 and the subsequent emergence of Android as the dominant 

mobile operating system created a new substrate for banking. The smartphone was always with 

the customer; it had a touch interface, a camera, and biometric sensors; and it provided a new 

distribution mechanism through the application store. Banks moved relatively slowly at first, often 

launching mobile applications that were little more than mobile-formatted versions of their internet 

banking sites. The fintech challengers moved faster, designing experiences from the ground up 

for the new substrate.

By the mid-2010s, mobile had overtaken internet banking as the dominant digital channel in most 

markets, and by the early 2020s, mobile had overtaken every channel including branches and 

ATMs in terms of customer engagement frequency. In emerging markets, the dominance of 

mobile  was even more pronounced,  with  many customers experiencing banking exclusively 

through their phones, having never used a desktop banking website at all.
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Figure 16. Ten functions, one device. P2P transfer, QR pay, biometric auth, card controls, investments, loans,  
insurance, bills, push notifications, chatbot — the branch is now in the customer's pocket.

6.4 Omnichannel and the Integration Imperative

As channels proliferated, the challenge of integration became acute. A customer might begin a 

loan application on the bank's website, continue it on a mobile application, complete it through a 

video call, and sign documents at a branch. Each transition between channels was a moment at 

which the customer experience could break down, with information failing to flow, identity needing 

to be re-established, and progress potentially being lost. The discipline of omnichannel banking, 

which emerged in the early 2010s, sought to ensure that every customer interaction, regardless of 

channel, was part of a single coherent journey.

Omnichannel is harder than it sounds. It requires customer data to be unified across systems that 

were often built for individual channels in isolation. It requires identity and authentication to be 

portable across channels. It requires marketing, product, and operations to coordinate around the 

customer rather than around the channel. The banks that have achieved genuine omnichannel 

integration are those that have invested in customer data platforms, unified identity systems, and 

channel-agnostic  process orchestration.  These investments  are technical,  but  they are also 

organizational, requiring the dissolution of channel-based organizational silos that often pre-date 

the digital era.
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Figure 17. The customer ricochets across channels — search on web, apply on mobile, verify by call centre, sign at  
branch, use card or app, return to chat for service. The bank must remember them everywhere.

6.5 Digital Onboarding

The traditional process of opening a bank account required the customer to visit a branch in 

person,  present  identification  documents,  sign  forms,  and  wait  for  processing.  In  some 

jurisdictions this  process took days.  Digital  onboarding compresses the same workflow into 

minutes, conducted entirely through a smartphone application. The customer captures images of 

their identification document, performs a liveness check using the front camera, enters basic 

information, and emerges with a fully functional account.

The technical components of digital onboarding include optical character recognition for document 

data extraction,  deep learning models for  document authenticity  verification,  facial  matching 

algorithms to compare the live capture against the document photograph, and integration with 

national  identity  databases where these are accessible.  The regulatory components include 

know-your-customer  compliance,  anti-money-laundering  screening,  and  politically-exposed-

person  checks.  The  successful  execution  of  digital  onboarding  requires  that  all  of  these 

components operate in concert with high reliability, low latency, and a user experience that does 

not abandon customers in the middle of the process.

41



The Evolution of Digital Banking

Figure 18. Five steps, two minutes, zero branch visits — the threshold of Bank 4.0. Document scan, OCR field  
extraction, liveness biometric, AML screening, and account creation in a single mobile session.

6.6 Fintech Disruption and the Neobank

The Bank 3.0 era saw the emergence of a new class of competitor: the digital-only or digital-first 

bank, often referred to as a neobank. These institutions were built from the ground up on cloud 

infrastructure,  with no branch network,  no legacy core banking system, and no decades of 

accumulated technical debt. They could iterate at speeds that were impossible for incumbents and 

could offer pricing that reflected their lower cost structure. By the late 2010s, neobanks had 

attracted tens of millions of customers in markets such as the United Kingdom, Brazil, Germany, 

and South Korea.

The strategic response of incumbents has varied. Some have built their own digital-only sub-

brands, often operated as separate businesses with separate technology stacks. Others have 

migrated their existing customer base onto modernized digital platforms while maintaining the 

parent brand. A few have acquired neobanks outright. The most strategically interesting response 

has been the partnership model in which the incumbent provides the regulated balance sheet 

while the neobank-style brand provides the customer experience. Chapter 17 examines these 

partnership and platform models in greater detail.
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Figure 19. Same regulatory sandbox, very different operating model. Branches, account-opening time, cost-to-serve,  
technology stack, release cadence, product range, and the path to profitability all diverge by an order of magnitude.

6.7 User Experience as Strategic Discipline

Bank 3.0 elevated user experience design from a tactical concern to a strategic discipline. In the 

branch era, customer experience was largely a function of staff training and physical environment. 

In the internet banking era, it was a function of website usability and feature completeness. In the 

mobile era, it became a function of design quality, performance, and the integration of banking into 

the broader fabric of digital life. Customers came to expect that banking applications would meet 

the quality standards set by consumer technology firms such as Apple, Google, and Spotify, not 

the standards historically achieved by banking software.

The investment required to meet these standards is substantial. Leading banks now employ 

hundreds  of  designers,  user  researchers,  and  product  managers,  often  organized  into 

multidisciplinary teams alongside engineers and data scientists. The discipline of design has 

become embedded in product development, with prototypes tested with real customers before 

any code is  written.  The most  successful  banks have made design a  board-level  concern, 

recognizing  that  the  quality  of  the  customer  experience  is  now  a  primary  determinant  of 

competitive position.
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Figure 20. Five screens, six taps. The reference flow against which every mobile-banking channel is now measured  
— login, home, send, confirm, done — each with sub-second latency and zero ambiguity.

6.8 Case Reflection: DBS Bank in Singapore

DBS Bank in Singapore offers one of the most studied transformations of the Bank 3.0 era. 

Beginning  in  2014,  under  the  leadership  of  CEO  Piyush  Gupta,  DBS  embarked  on  a 

comprehensive  digital  transformation  that  touched every  aspect  of  the  business.  The  bank 

invested  heavily  in  cloud  infrastructure,  dismantled  legacy  systems,  adopted  agile  delivery 

methods, and reimagined customer experiences from the ground up. The cultural transformation 

was as significant as the technological one, with the bank rebranding internally as the world's 

largest startup.

The results have been widely cited. DBS has been recognized multiple times as the best digital 

bank in the world, has achieved cost-to-income ratios that rival those of the leading neobanks, and 

has expanded its digital banking franchise into India and Indonesia. The lesson of DBS is that an 

established bank can become a digital leader, but only with sustained investment, executive 

commitment, and a willingness to challenge institutional orthodoxies. The chapters in Part IV of 

this book examine the strategic and organizational dimensions of such transformations in detail.

6.9 The Limitations of Bank 3.0

Despite its profound impact, Bank 3.0 retained important limitations. The customer relationship 

was still bounded by the bank's own application; the bank was a destination that the customer had 

to visit, even if that destination was digital rather than physical. Personalization was still rule-based 
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for the most part, with limited application of true machine learning to the customer experience. 

Integration with the broader digital lives of customers, who increasingly conducted commerce, 

transportation, communication, and entertainment through other applications, remained shallow.

These limitations motivated the next phase of evolution. If banking is something you do rather than 

somewhere you go, the next question is whether banking should be something you do at all, or 

whether  it  should  be  invisibly  embedded in  the  activities  of  daily  life.  That  question  is  the 

foundation of Bank 4.0, which is the subject of the following chapter.

6.10 Chapter Summary

Bank 3.0 transformed banking into a digital,  software-mediated experience. Internet banking 

established the foundation; the smartphone made banking ubiquitous; omnichannel integration 

unified the customer journey; digital onboarding removed the friction of customer acquisition; 

fintech disruption raised the bar for user experience; and design emerged as a strategic discipline. 

The era ended not because its work was complete but because its core premise, that customers 

come to a banking application, was already being superseded by a vision in which banking comes 

to the customer wherever they are.
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Chapter 7 — Bank 4.0: Embedded and Platform Banking

7.1 Introduction

Bank 4.0 represents the dissolution of the bank as a destination. In the Bank 3.0 era, the customer 

opened a banking application to perform a banking task. In Bank 4.0, the customer opens a ride-

hailing application, an e-commerce marketplace, or an enterprise resource planning system, and 

banking happens in the background as part of a broader workflow. The bank, in this model, is less 

a brand that the customer engages with directly and more an infrastructure provider that powers 

the financial dimensions of the customer's primary activities.

The architectural foundation of Bank 4.0 is the application programming interface, or API. By 

exposing banking capabilities through well-designed APIs, a bank can make its services available 

to thousands of partner applications, each of which integrates banking into its own customer 

experience. The strategic foundation is the recognition that the relationship with the customer is 

increasingly owned by whichever application captures the customer's daily attention, and that 

banking can succeed by becoming embedded in those applications rather than competing with 

them for engagement.

7.2 Open Banking and the API Economy

Open banking refers to a regulatory framework that requires banks to expose certain customer-

permissioned APIs to authorized third parties. The European Union's revised Payment Services 

Directive, known as PSD2, came into effect in 2018 and required banks across the European 

Economic Area to  provide APIs  for  account  information and payment  initiation.  The United 

Kingdom's  Open  Banking  Implementation  Entity  went  further,  mandating  standardized  API 

specifications. Australia, Brazil, India, Indonesia, and many other jurisdictions have followed with 

their own variants of open banking regulation.

The API economy goes beyond regulatory open banking to encompass a much broader range of 

voluntary and commercial API exposures. Banks now offer APIs for foreign exchange, lending, 

treasury management, card issuance, and dozens of other capabilities. Some of these APIs are 

offered free as a means of customer retention; others are monetized directly through per-call 

pricing or revenue sharing. The most strategically significant APIs are those that enable an 

entirely new class of partner to embed banking into their offering.
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Figure 21. Banks expose; partners consume. Fintech apps, aggregators, PFM tools, merchants, and AISP/PISP  
providers reach a versioned API surface — accounts, payments, identity, cards, loans, data — through a single  

gateway with auth, throttling, routing, and logging.

7.3 Banking-as-a-Service

Banking-as-a-Service, or BaaS, refers to a business model in which a regulated bank provides its 

license, balance sheet, and core banking infrastructure to non-bank partners that operate the 

customer-facing  experience.  The  non-bank  partner,  which  may  be  a  fintech,  a  retailer,  a 

telecommunications operator, or a software platform, designs and markets a financial product to 

its own customers, while the regulated bank handles compliance, settlement, and balance sheet 

activities. The economics are typically split, with the bank receiving a portion of the interchange, 

interest margin, or service fees in exchange for providing the regulated infrastructure.

Banking-as-a-Service has enabled a wave of innovation that would have been impossible under a 

traditional licensing model. A retail brand can launch a co-branded credit card without becoming a 

bank. A software platform serving small businesses can offer integrated payments and lending 

without  building  a  treasury  function.  An  automotive  manufacturer  can  offer  financing  as  a 

seamless part of the vehicle purchase experience. The bank, in turn, gains access to customer 

segments and use cases that it could not efficiently reach on its own.
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Figure 22. The BaaS layer cake. A non-bank issues banking products by stacking on a licensed sponsor: regulated  
core and licence at the base, BaaS orchestration above it, embedded products in the middle, and the partner's brand  

experience at the top.

Layer Function Operator

Brand Layer Customer experience, marketing Fintech, retailer, 
platform

Distribution Layer Customer acquisition, engagement Partner application

Orchestration Layer Workflow, decisioning, identity BaaS provider or partner

Banking-as-a-Service 
API Layer

Account, payment, card, lending APIs BaaS provider

Core Banking Layer Ledger, settlement, regulatory 
reporting

Regulated bank

Regulatory & Capital 
Layer

License, capital, AML/KYC obligations Regulated bank

7.4 Embedded Finance

Embedded finance is the customer-facing manifestation of Banking-as-a-Service. The customer 

experiences financial services not as a separate offering from a bank but as a feature of the 

application or service they are already using. The Uber driver receives instant payouts after each 

trip.  The Shopify  merchant  accepts card payments and receives a working capital  advance 

against future sales. The payroll software user receives an early access advance against earned 
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wages. The accounting software user issues invoices, accepts payments, and reconciles bank 

feeds without ever leaving the application.

The penetration of embedded finance has been remarkable. By 2025, the value of payments 

transacted through embedded finance channels in the United States alone was estimated at 

trillions of  dollars annually,  and the share of  consumer credit  originated through embedded 

channels was rising rapidly. The implications for incumbent banks are profound. A bank that does 

not have a clear strategy for embedded finance, whether as a platform provider, an API distributor, 

or  a partner of  platforms, risks being progressively excluded from the most rapidly growing 

channels of financial service distribution.

Figure 23. Six contexts, dozens of products. The customer never visits the bank's app — financial primitives surface  
inside e-commerce, mobility, B2B SaaS, gig platforms, healthcare, and travel.

7.5 Super Apps

The super app is a particular manifestation of the embedded finance model that has been most 

fully developed in Asia. WeChat in China, Grab in Southeast Asia, Gojek in Indonesia, KakaoTalk 

in South Korea, and Paytm in India all integrate messaging or transportation as their primary use 

case with payments, savings, lending, insurance, and investment as adjacent services. The super 

app aspires to be the operating system of daily life, with banking as one of the many functions 

performed within its boundaries.

The competitive dynamics of super apps are very different from those of traditional banking. 

Customer acquisition is driven by the primary use case, not by financial  product marketing. 
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Customer retention is driven by the network effects of the broader application ecosystem. Cross-

selling between financial  products  is  enabled by the rich  behavioral  data  generated by the 

customer's broader app usage. Banks that compete with super apps must either build their own 

super app, partner with one, or accept a subordinate position in the value chain. None of these 

options is comfortable for an incumbent.

Figure 24. Lifestyle services and finance share one wallet, one identity, one feed. Identity (KYC done once), wallet  
(single balance across services), data graph (behavioural signals power offers), distribution (lifestyle drives finance,  

not the reverse).

7.6 Ecosystem Banking and the Platform Strategy

Ecosystem banking is the strategic response of progressive incumbents to the rise of embedded 

finance and super apps. The bank deliberately positions itself at the center of an ecosystem of 

partners, customers, and complementary service providers, with banking infrastructure as the 

connective tissue. DBS Bank's Marketplace, which connects customers to property listings, car 

dealerships,  and  travel  providers,  is  one  example.  Bank  Mandiri's  livin'  application,  which 

combines banking with  lifestyle  services,  is  another.  JPMorgan's  expansion into  payments-

adjacent corporate services illustrates the same pattern at the wholesale end of the market.

Operating  an  ecosystem  requires  capabilities  that  traditional  banks  have  not  historically 

possessed.  It  requires  platform architecture,  partner  management,  developer  relations,  and 

product orchestration across multiple business lines. It requires a willingness to compete with 

one's own balance sheet products by featuring third-party alternatives where these are better for 

the customer. And it requires governance structures that balance the bank's regulatory obligations 
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with the openness needed to attract partners. The banks that have built genuine ecosystems are 

still  relatively  few,  and  those  that  have  done  so  have  generally  built  durable  competitive 

advantages.

Figure 25. Four constellations bound by shared APIs and a common identity layer: Fintech, Merchant, Bank, and  
Customer — each a column of API surfaces that interconnect to form the platform.

7.7 Architectural Patterns for Bank 4.0

From an  architectural  perspective,  Bank  4.0  demands  an  inversion  of  the  traditional  bank 

technology stack. The customer experience layer, once owned and tightly controlled by the bank, 

is now distributed across hundreds of partner applications. The bank must therefore expose its 

capabilities through APIs that  are well-documented, well-monetized, and well-governed. The 

internal architecture must be event-driven and modular so that new capabilities can be exposed 

without requiring deep integration with monolithic systems. Identity, consent, and entitlement 

management must be designed for federated access rather than for direct customer access only.

The reference architecture for an embedded finance bank typically includes a developer portal for 

API discovery and self-service onboarding, an API gateway for traffic management and policy 

enforcement,  a  microservices  layer  that  exposes  banking  capabilities  through  well-defined 

interfaces, an event streaming platform such as Apache Kafka for real-time data distribution, and 

an integration layer that connects the modern API surface to the underlying core banking system. 

Many institutions are deploying these architectures in parallel with their existing systems through 

a strangler pattern that progressively migrates capabilities to the new surface.
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Figure 26. A single ingress for every external call. Edge security (TLS / mTLS), AuthN/AuthZ (OAuth 2.1, OIDC), per-
app rate limits, versioned routing with canaries, REST↔gRPC↔events transformation, and full observability — this is  

where policy lives.

Figure 27. The asynchronous twin of the API gateway. Every change is an event published to a Kafka mesh — 
customer.created, payment.posted, card.txn, loan.disbursed — consumed by risk, fraud, CRM, analytics,  

notifications. Decoupled producers and consumers replace point-to-point integrations.

7.8 The Risks of Embedded Finance
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The embedded finance model carries risks that are not present in the traditional model. The bank 

that operates through a partner does not have direct visibility into the customer experience and 

may be implicated in regulatory or reputational issues created by the partner. The customer 

relationship, once central to the bank's franchise, may become attenuated to the point where the 

bank cannot influence customer behavior at all. The economic terms of partnership may shift over 

time as the partner accumulates scale and bargaining power.

Several high-profile incidents in 2022 and 2023, involving Banking-as-a-Service providers and 

their partners, illustrated these risks. Regulators in multiple jurisdictions have responded with 

enhanced  oversight  requirements,  demanding  that  banks  operating  BaaS  models  maintain 

stronger control over partner activities, more rigorous KYC and AML compliance, and clearer 

customer disclosures about which institution actually holds their funds. The future of embedded 

finance will  depend in part on the industry's ability to address these governance challenges 

credibly.

7.9 Case Reflection: Indonesian Embedded Finance

Indonesia is one of the world's most active embedded finance markets, driven by the dominance 

of super apps such as Gojek and Grab and by the rapid growth of e-commerce platforms such as 

Tokopedia and Shopee. Bank Jago, a relatively new digital bank, has built much of its strategy 

around partnership with Gojek's GoTo Group, embedding savings and credit products into the 

Gojek and Tokopedia ecosystems. Larger incumbents, including Bank Mandiri and BCA, have 

built  their  own  ecosystem  strategies,  balancing  direct-to-consumer  apps  with  partnership 

channels.

The Indonesian experience demonstrates that embedded finance and traditional banking can 

coexist, with different customer segments and use cases gravitating to different channels. The 

customer who needs a mortgage may still engage directly with a bank; the customer who needs a 

small loan against e-commerce sales receivables may be best served through the e-commerce 

platform. The strategic question for Indonesian banks is not whether to engage in embedded 

finance but how to allocate investment between direct and embedded channels in a way that 

maximizes long-term franchise value.
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Figure 28. The mechanic behind Bank Jago × Tokopedia and similar partnerships. Five steps end-to-end, in  
seconds, with zero branch visits — merchant signal, identity reuse, ML credit engine on alternative data, policy-

bound decisioning, real-time disbursement to the merchant wallet.

7.10 Chapter Summary

Bank 4.0 transformed banking from a destination into a service. APIs replaced applications as the 

primary  distribution  mechanism.  Banking-as-a-Service  enabled  non-banks  to  offer  financial 

services. Embedded finance integrated banking into the workflows of everyday life. Super apps 

and ecosystems redefined the competitive landscape. The bank that succeeds in Bank 4.0 is not 

necessarily the bank with the most customers or the largest balance sheet but the bank with the 

most usable APIs, the strongest partner relationships, and the most thoughtful integration of 

finance into the broader fabric of digital activity.
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Chapter 8 — Bank 5.0: Intelligent, Human-Centric Banking

8.1 Introduction

Bank 5.0 represents the integration of artificial intelligence into every dimension of the banking 

experience, with the explicit objective of making banking more human, more personalized, and 

more responsive to the individual customer's circumstances and aspirations. Where Bank 4.0 

dissolved the bank into the customer's broader workflows, Bank 5.0 returns the bank to a position 

of active engagement, but as an intelligent partner rather than a passive infrastructure provider.  

The technologies that enable Bank 5.0, including deep learning, natural language processing, 

generative AI, and increasingly autonomous agent systems, have advanced rapidly since the 

early 2020s and are now reshaping the operational and customer-facing dimensions of banking 

simultaneously.

8.2 The AI-Native Bank

An AI-native bank is one in which artificial intelligence is not an add-on feature but a foundational 

element of the operating model. Customer engagement is mediated by conversational AI that can 

understand intent, retrieve relevant information, and execute transactions. Credit decisions are 

produced by machine learning models that combine structured financial data with alternative data 

sources  to  assess  applicants  who  would  have  been  invisible  to  traditional  credit  scoring. 

Marketing offers are personalized in real time based on individual behavior patterns. Operations 

are continuously monitored by anomaly detection systems that surface emerging issues before 

they become incidents. Regulatory reporting is automated, with AI assisting in the preparation, 

review, and submission of regulatory disclosures.

The shift to an AI-native operating model is more than a technology project. It requires changes in 

data architecture, organizational structure, talent strategy, governance, and culture. The most 

successful  AI-native  banks  have  organized  themselves  around  data  and  AI  as  first-class 

disciplines, with dedicated teams responsible for data quality, model development, model risk 

management, and ethical use of AI. They have also invested heavily in upskilling existing staff so 

that the entire workforce, not only the technical specialists, understands how AI is being used in 

their domain.
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Figure 29. Five layers of an AI-native bank. Banking primitives at the base (accounts, payments, ledger, risk);  
knowledge and data above (vector store, lake, product graph, policy); the model layer (LLMs, embeddings, fine-
tunes, RL); AI orchestration (agents, tools, routing, guardrails); and conversational customer surfaces at the top.  

Intelligence is no longer bolted on; it sits in the middle of the stack.

8.3 Hyper-Personalization

Hyper-personalization refers to the ability of a bank to tailor its products, offers, communications, 

and experiences to the individual circumstances of each customer in real time. The traditional 

segmentation approach, in which customers were grouped into broad categories such as mass 

market, mass affluent, and high net worth, has been progressively replaced by individual-level 

personalization driven by machine learning models that operate on the full breadth of customer 

data. The customer is no longer a member of a segment; the customer is a segment of one.

The technical  implementation  of  hyper-personalization  requires  a  number  of  interconnected 

capabilities. A unified customer data platform consolidates information from across the bank's 

systems and from permissioned external sources. Feature engineering pipelines transform raw 

data into model-ready inputs. Machine learning models predict customer needs, propensities, and 

responses to potential interventions. Decision engines select the optimal action from a set of 

possibilities, balancing customer benefit against business objectives and regulatory constraints. 

Delivery mechanisms execute the chosen action through the appropriate channel, whether mobile 

notification, in-app message, email, branch interaction, or relationship manager prompt.
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Figure 30. Customer signals enter; one offer, tailored to this moment, leaves. Transactions, app behaviour, channel  
signals, life events, and macro data feed an ML model fleet — propensity, next-best-action, pricing, churn, sentiment  

— which feeds a policy-aware decision engine that picks channel, time, and tone.

8.4 Generative AI in Banking

The public release of large language models in 2022, beginning with the introduction of ChatGPT, 

marked a discontinuity in the application of artificial intelligence to banking. Generative AI offered 

capabilities that previous approaches could not match: the ability to understand and produce 

natural  language  with  near-human  fluency,  to  synthesize  information  from  heterogeneous 

sources, to generate code and analytical artifacts, and to engage in multi-turn dialogue that can 

sustain complex banking interactions. By 2024, every major bank had launched generative AI 

initiatives, and by 2025 many had moved beyond proof-of-concept into production deployment.

The applications of generative AI in banking can be grouped into four broad categories. The first is 

customer engagement, where conversational interfaces handle inquiries, walk customers through 

complex products, and assist with transactions. The second is operational productivity, where AI 

assists relationship managers, compliance officers, and back-office staff with research, drafting, 

and  summarization  tasks.  The  third  is  software  engineering,  where  AI  accelerates  the 

development, testing, and modernization of banking systems. The fourth is risk and compliance, 

where AI processes regulatory documents, identifies anomalies, and supports investigation and 

reporting workflows.
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Figure 31. LLM-powered tasks layered onto the bank's existing processes — front, middle, back. Drafting, co-pilot  
replies, knowledge in the front office; document review, risk synthesis, compliance Q&A in the middle; reconciliation,  

reports, code repair in the back. Every task follows the same prompt → review → apply contract.

8.5 Predictive and Prescriptive Finance

Beyond reactive personalization, Bank 5.0 banks are increasingly able to predict customer needs 

and proactively suggest financial actions before the customer has asked. A customer whose cash 

flow patterns suggest an upcoming shortfall might receive an offer of a short-term advance. A 

customer  whose savings rate  has slowed might  receive a  tailored prompt  about  retirement 

planning. A small business whose receivables have grown faster than payables might receive an 

offer of trade finance. The shift from reactive to predictive engagement transforms the bank from a 

service provider that responds to customer requests into a financial partner that anticipates and 

addresses customer needs.

Prescriptive finance goes a step further by recommending specific actions and, with customer 

permission, executing them automatically. A retirement account might automatically rebalance 

based on changes in market conditions and the customer's life stage. A savings account might 

automatically transfer funds to a higher-yielding instrument when balances exceed a threshold. A 

loan might automatically extend or adjust based on changes in cash flow patterns. The boundary 

between predictive recommendation and prescriptive action will become a central design and 

governance question of Bank 5.0.
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Figure 32. Behavioural sequences observed in the past power forecasts of the future. Spend rhythm, income 
volatility, channel usage, life events, and macro signals converge into predictions of cashflow gap, churn risk, and  

product need — loan, save, or invest.

8.6 Conversational and Agentic Banking

Conversational banking refers to the use of natural language interfaces, whether voice or text, as 

the primary mode of customer interaction with the bank. The vision of conversational banking has 

been pursued for decades through interactive voice response systems and rule-based chatbots, 

but these earlier implementations were generally frustrating for customers and limited in scope. 

The combination of large language models and retrieval-augmented generation has transformed 

the practical viability of conversational banking, enabling interfaces that can handle a wide range 

of inquiries with high accuracy and natural fluency.

Agentic banking goes beyond conversation to autonomous task execution. An AI agent can not 

only answer questions but can also perform multi-step tasks on the customer's behalf: scheduling 

a payment, comparing loan offers, opening a new account, or preparing a complex tax document. 

The technical foundation of agentic banking includes large language models for reasoning and 

planning, tool-use frameworks for invoking banking and external services, memory systems for 

maintaining context across interactions, and safety mechanisms for ensuring that autonomous 

actions remain within the customer's permission and the bank's policies.
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Figure 33. A new front door for the bank. Free-form natural language, in any language, with rich UI inline. Five  
capabilities define the surface — multimodal (voice, text, screenshots, documents); tool-using (calls APIs to act on  

the customer's behalf); memory (preferences across sessions); auditable (every action logged and reversible);  
vernacular (60+ languages and dialects).

Figure 34. The canonical agentic loop. Phase 1 predicts the outcome from features. Phase 2 ranks options and  
constrains them by policy. Phase 3 executes — books, notifies, monitors — and feeds learning back into the next  

prediction. Each phase is replaceable; the loop itself is the bank's new nervous system.
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8.7 AI Governance and Model Risk

The  deployment  of  artificial  intelligence  in  banking  is  subject  to  substantial  regulatory  and 

governance constraints. Model risk management, formalized in supervisory guidance such as the 

United States Federal Reserve's SR 11-7, requires that every model used for material decisioning 

be subject to documented development, independent validation, ongoing monitoring, and periodic 

re-validation. The deployment of generative AI introduces new model risk dimensions, including 

hallucination,  prompt  injection,  output  unpredictability,  and  the  difficulty  of  attributing  model 

behavior to specific training data.

Effective AI governance in banking is multidimensional. It requires a model inventory that captures 

every AI use case in the organization. It requires risk classification that distinguishes between low-

risk applications, such as internal productivity tools, and high-risk applications, such as credit 

decisioning. It requires controls and monitoring that are proportionate to the risk classification. It 

requires explainability  mechanisms that  allow human reviewers to understand why a model 

produced a particular output. And it requires the integration of AI governance with broader risk 

frameworks so that AI-related risks are aggregated, monitored, and reported alongside credit, 

market, and operational risks.

Figure 35. Five concentric layers. The outer layers set intent — principles (fairness, transparency, accountability)  
and policies (use cases, risk tiers, disclosure). The inner layers prove it — controls (bias tests, explainability, privacy),  

operations (lifecycle, monitoring, incident), and evidence (inventory, model cards, audit logs).
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Figure 36. A continuous loop, not a one-off review. Inventory, risk-tier, develop, validate, deploy, monitor, retire — 
repeat. Every model has a passport and a heartbeat.

8.8 ESG and Sustainable Finance

Environmental,  social,  and governance considerations have become integral  to  the banking 

strategy of the late Bank 4.0 and Bank 5.0 era. Climate-related financial risk disclosure is now 

mandatory in many jurisdictions, and banks are increasingly held accountable for the climate 

impact of their lending portfolios. The integration of ESG considerations into credit decisioning, 

investment  portfolio  construction,  and  product  design  has  become  a  major  operational 

undertaking, and one in which AI plays an important supporting role through the analysis of 

unstructured climate data and the modeling of transition risks.

Sustainable  finance  products,  including  green  bonds,  sustainability-linked  loans,  transition 

finance  instruments,  and  impact  investing  offerings,  have  grown  rapidly.  Banks  that  have 

positioned themselves as leaders in sustainable finance have built capabilities in climate scenario 

analysis,  sustainability  data  reporting,  and  product  structuring  that  combine  environmental 

science with financial engineering. The Bank 5.0 era will likely see further integration of ESG into 

the core operating model rather than its treatment as a separate specialty.

8.9 Case Reflection: AI Deployment at JPMorgan and DBS

JPMorgan Chase has been among the most aggressive deployers of artificial intelligence in 

banking, with reported investment of well over a billion dollars annually in AI-related capabilities. 

The bank's COiN platform automates the review of legal documents. Its IndexGPT product offers 
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AI-driven investment ideas. Its broader generative AI deployment, branded internally as LLM 

Suite, provides AI-assisted productivity tools to tens of thousands of employees across research, 

operations, and client-facing roles. The bank's strategy reflects a recognition that AI capability has 

become a primary determinant of long-term competitive position in wholesale banking.

DBS Bank, having completed its initial digital transformation in the Bank 3.0 era, has positioned 

itself as a leader in the application of AI to retail and SME banking in Asia. Its data and AI platform 

supports thousands of models across credit, marketing, fraud, and customer engagement. Its 

Generative AI Tooklit, launched in 2024, provides AI capabilities to relationship managers and 

contact centre agents. The DBS approach combines technological investment with a strong 

emphasis on responsible AI governance, including a published set of AI ethics principles and a 

dedicated AI ethics office.

Figure 37. What an in-production RM copilot looks like. The relationship manager keeps the customer relationship;  
the copilot keeps the context — synthesising recent activity, surfacing suggested moves, drafting outbound  

messages, and scheduling follow-ups before the call begins.
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Figure 38. A single live view of one customer — every system, summarised by AI. Profile, wealth, liquidity, cashflow,  
risk, sentiment, engagement, and life events on one canvas, with model-generated insights and the next-best contact  

channel and time.

8.10 Chapter Summary

Bank 5.0 is defined by the integration of artificial intelligence into the foundation of the banking 

operating model. Hyper-personalization, generative AI, predictive and prescriptive engagement, 

conversational and agentic interfaces, robust model governance, and the integration of ESG 

considerations characterize this  generation.  The bank that  succeeds in  Bank 5.0  combines 

technological capability with thoughtful governance, treating AI not as a feature to be added but as 

a discipline to be cultivated across the entire organization. Bank 5.0 lays the foundation for the 

more radical transformations of Bank 6.0, in which intelligence becomes not only a feature of 

banking but a participant in economic activity in its own right.
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Chapter 9 — Bank 6.0: The Autonomous Financial 
Civilization

9.1 Introduction

Bank 6.0 is a forward-looking conceptual framework for a financial system in which intelligent 

software agents are first-class economic participants alongside humans and institutions. In this 

future, banking is not only intelligent in the sense of Bank 5.0; it is autonomous, meaning that 

significant  portions  of  financial  decisioning  and  execution  occur  without  immediate  human 

involvement.  The  substrate  of  Bank  6.0  includes  artificial  general  intelligence  in  some 

interpretations, although the practical realization of Bank 6.0 may emerge well before any formal 

achievement  of  AGI  through  the  cumulative  deployment  of  progressively  more  capable 

specialized agents.

The framing of Bank 6.0 in this book is deliberately speculative. The technologies, business 

models, and regulatory frameworks that will define this era are still in formation, and the precise 

trajectory is uncertain. Yet the strategic imperative for banks today is to begin preparing for this 

future, because the architectural and organizational capabilities required for Bank 6.0 take years 

to develop. Banks that wait until the future has arrived will be unable to participate in it.

9.2 The Machine Economy

The machine economy is a term used to describe the growing share of economic activity that is 

initiated, executed, and consumed by autonomous machines rather than by humans. Connected 

vehicles purchase electricity from charging stations and report telemetry to insurance providers. 

Industrial equipment orders spare parts when sensor data indicates wear. Algorithmic trading 

systems execute billions of transactions per day with millisecond decision cycles. Autonomous AI 

agents, as they grow in capability, may negotiate contracts, manage portfolios, and execute 

payments on behalf of human principals or other agents.

The machine economy challenges several assumptions of traditional banking. The customer may 

not be a human; the transaction may not be initiated by a human; the volume and velocity of 

activity may exceed what traditional batch-oriented systems can handle; and the patterns of 

activity may not match historical precedent in ways that confuse fraud and risk models. Banks that 

aspire to serve the machine economy must build infrastructure that is real-time, programmable, 

and capable of processing transactions denominated in micro-amounts at high frequencies.
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Figure 39. The Bank 6.0 actor topology. Devices, algorithms, agents, vaults, and humans all transact in a single  
graph — and most negotiations happen without human involvement at all.

9.3 AI-to-AI Transactions

AI-to-AI transactions, sometimes called agent-to-agent commerce, refers to economic exchanges 

that  occur  between autonomous software agents  acting on behalf  of  human or  institutional 

principals. An agent representing a logistics company might negotiate freight terms with an agent 

representing a shipping provider. An agent managing a household budget might negotiate utility 

rates  with  agents  representing  energy  providers.  An  agent  operating  a  supply  chain  might 

continuously rebalance inventory across suppliers based on real-time pricing and availability.

Several technical building blocks are required for AI-to-AI commerce to function at scale. Agent 

identity and authentication mechanisms must establish which agent is acting on whose behalf and 

under what authority. Programmable money, whether through stablecoins, central bank digital 

currencies, or tokenized bank deposits, must allow agents to settle transactions atomically without 

traditional intermediation friction. Smart contracts must encode the terms of agent agreements in 

machine-executable form. And dispute resolution mechanisms must be designed for cases in 

which agent transactions produce unintended outcomes. Each of these building blocks is at an 

early stage of development as of the writing of this book.
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Figure 40. Three agents negotiate the deal you wanted to make. The customer agent carries goals, constraints, and  
approvals; the bank agent carries products, pricing, and risk; the merchant agent carries catalogue, inventory, and  

margin. They negotiate, the customer confirms, and they settle atomically on-chain in milliseconds.

9.4 Decentralized Finance

Decentralized finance, or DeFi, refers to a class of financial services provided through blockchain-

based protocols that operate without traditional intermediaries. Lending, borrowing, exchange, 

derivatives, and insurance services have all  been implemented in DeFi form, with billions of 

dollars of assets under management at peak. The DeFi movement of the late 2010s and early 

2020s was characterized by both genuine innovation and substantial speculative excess, and 

several high-profile failures, including the collapse of certain algorithmic stablecoins and several 

lending protocols, demonstrated that the technology was not immune to the kinds of failures 

familiar from traditional finance.

Despite these setbacks, the underlying capabilities of DeFi, including programmable settlement, 

composable financial primitives, and 24/7 global accessibility, are too significant to ignore. The 

most promising trajectory may be a convergence in which traditional banks adopt DeFi-derived 

technologies, regulators establish clearer frameworks for tokenized financial products, and DeFi 

protocols incorporate compliance features such as identity verification and transaction monitoring. 

The result,  sometimes called CeDeFi  for  centralized-decentralized finance,  may become an 

important infrastructure layer of Bank 6.0.
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Figure 41. Five forms of money and assets, all on programmable ledgers. Wholesale CBDC for interbank settlement;  
retail CBDC as programmable public digital cash; tokenised deposits as bank money on-chain; regulated stablecoins  

for cross-border flows; and tokenised real-world assets — bonds, funds, real estate. Settlement collapses to T+0  
atomic.

9.5 Invisible Banking

Invisible banking is the limit of the embedded finance trajectory that began in Bank 4.0. In an 

invisible banking future, the customer does not interact with a bank brand at all; banking happens 

automatically as a byproduct of the customer's broader activities. A vehicle owner does not pay for 

tolls; the vehicle pays. A homeowner does not manage utility bills; the home does. A business 

does not arrange working capital; the enterprise resource planning system does. The bank, in this 

future, is a regulated infrastructure provider whose customer interactions are mediated entirely 

through the systems and agents of its customers.

The invisible banking model has profound implications for the bank-customer relationship. The 

historical anchor of banking, in which the customer holds a primary account at a primary institution 

and conducts most financial activity through that institution, may erode as financial activity is 

distributed  across  many  specialized  providers  and  orchestrated  by  software  agents.  The 

customer's loyalty, once attached to a brand, may become attached to the agent that manages 

their financial life on their behalf. Banks that succeed in invisible banking will be those that earn the 

trust of these agents, not necessarily of the human customers directly.
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Figure 42. Personal scale. Six moments across an ordinary day — kettle restocks beans, car pays for charging,  
lunch settles via wearable, subscriptions auto-rebalance, health insurance adjusts premium, savings sweep into a  

yield bucket — with zero conscious banking actions. The bank fades into life.

Figure 43. Civic scale. Roads, grids, and buildings transact. Energy grids auto-pay generators, buildings trade  
carbon credits, toll roads settle per-vehicle, drones invoice on delivery — a cyan thread of money runs underneath  

the skyline.

9.6 The Autonomous Bank
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Beyond serving an autonomous economy, the bank itself will become progressively autonomous 

in its internal operations. Loan underwriting, fraud detection, treasury management, regulatory 

reporting, customer service, and software development are all functions in which AI is moving 

from assistive to autonomous roles. By the late 2020s, it is plausible that significant portions of 

routine banking operations will be conducted by AI agents under human supervision, with humans 

intervening only for exceptions, edge cases, and strategic decisions.

The autonomous bank is not necessarily a bank without humans. It is a bank in which humans are 

deployed where they add the most value, in judgment, relationship, and ethics, while routine and 

high-volume work is handled by software. The leverage that this produces is enormous: the cost-

to-income  ratios  that  have  historically  distinguished  the  most  efficient  banks  may  become 

attainable by a much wider range of institutions, and entirely new business models may emerge 

that were uneconomic under previous cost structures.

Figure 44. What an end-to-end machine transaction looks like. A sensor reads usage; a device wallet holds tokens  
and quota; a smart contract carries pricing conditions; an oracle provides truth and orchestrates settlement; bank  

rails finalise in fiat, CBDC, or FX. Devices act as merchants and customers — the bank rails handle the rest.

9.7 The AGI Question

The achievement  of  artificial  general  intelligence,  an  AI  system capable  of  performing  any 

intellectual task that a human can perform, is the subject of intense debate in the AI research 

community. Some researchers believe that AGI is imminent, possibly within the present decade. 

Others believe it is decades away or fundamentally infeasible with current architectures. The 
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strategic question for banks is not whether to bet on a particular timeline but how to construct an 

organization that benefits from AI capability improvements regardless of the precise trajectory.

If AGI is achieved, its implications for banking will be among the most profound of any industry.  

The cost  of  cognitive  labor,  currently  the  largest  expense category  for  many banks,  would 

collapse. The pace of innovation would accelerate beyond the capacity of traditional governance 

structures.  The  competitive  dynamics  among  financial  institutions  would  be  substantially 

determined by access to and effective deployment of AGI capabilities. Banks that have built strong 

AI foundations in the Bank 5.0 era will be best positioned to navigate this transition; those that 

have not will face an existential challenge.

Figure 45. A speculative concept. With AGI at the centre, every traditional actor — bank, market, state, energy,  
human — orbits as a node in a single connected fabric, joined by a new actor, the algorithmic society. When models  

think, money becomes their nervous system.

9.8 The Ethics and Governance of Bank 6.0

Bank 6.0 raises ethical and governance questions of a kind that the financial system has not 

previously confronted. Who is accountable when an autonomous agent causes financial harm? 

How is consent obtained when transactions are executed on the principal's behalf without explicit 

instruction? How are systemic risks managed when much of the financial system is operated by 

similar AI models that may exhibit  correlated failures? How are the benefits of autonomous 

finance distributed equitably across society?
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These questions cannot be answered by any single institution. They will  require coordinated 

efforts  among regulators,  industry,  civil  society,  and AI  developers.  The banks that  engage 

constructively in this governance work will have a voice in shaping the future framework. Those 

that retreat from the conversation will be governed by frameworks designed without their input. 

Chapter 19 examines the regulatory dimensions of these questions in detail.

9.9 A Conceptual Framework for Bank 6.0

To make the abstract notion of Bank 6.0 more concrete, we propose a five-layer conceptual 

framework. The substrate layer comprises the foundational infrastructure: cloud computing, AI 

compute,  blockchain settlement,  and digital  identity.  The intelligence layer comprises the AI 

capabilities,  including  reasoning,  planning,  perception,  and  generation.  The  agent  layer 

comprises the autonomous software entities that act on behalf of humans and institutions. The 

economic layer comprises the protocols, currencies, and contracts through which agents and 

humans transact. The governance layer comprises the human oversight, regulatory frameworks, 

and ethical principles that constrain the operation of the entire system.

A Bank 6.0 institution operates across all five layers. It contributes infrastructure to the substrate, 

deploys intelligence at the AI layer, deploys and supports agents at the agent layer, participates in 

the economic layer through the issuance and processing of programmable financial instruments, 

and contributes to the governance layer through its compliance, ethics, and policy engagement. 

The capabilities required to operate across all five layers are substantial, and few institutions are 

likely to develop them all in-house. The Bank 6.0 future will favor ecosystems and partnerships 

even more than the Bank 4.0 era did.
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Figure 46. A five-layer reference for the next economic substrate. Physical (energy, compute, networks, sensors) at  
the base; digital substrate (identity, ledgers, oracles, privacy); money and assets (CBDC, stable, tokenised RWA);  
markets and contracts (auctions, derivatives, DAOs); agents and humans (goals, constraints, oversight) at the top.

9.10 Chapter Summary

Bank 6.0 envisions a financial system in which autonomous intelligence is a first-class economic 

participant. The machine economy, AI-to-AI transactions, decentralized finance, invisible banking, 

and the autonomous bank itself are the principal manifestations of this future. The technical, 

ethical, and regulatory challenges are formidable, and the timeline is uncertain. Yet the strategic 

imperative  for  banks  today  is  to  begin  building  the  foundations,  in  technology,  talent,  and 

governance, that will allow them to participate in whatever shape this future ultimately takes.
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PART III

Core Technologies of Future Banking
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Chapter 10 — Core Banking Architecture Modernization

10.1 Introduction

The core banking system is the central nervous system of any financial institution. It maintains the 

canonical record of every account, every balance, and every transaction. Every other system in 

the bank, including the mobile application,  the internet banking site,  the contact centre,  the 

regulatory reporting platform, and the data warehouse, ultimately derives its data from the core. 

The performance, reliability, flexibility, and cost of the core banking system therefore set the upper 

bound on  what  the  bank  as  a  whole  can  achieve.  A  bank  cannot  offer  real-time payment 

innovations  on  top  of  an  end-of-day  batch  core.  A  bank  cannot  deploy  hyper-personalized 

customer experiences on top of a core that exposes only legacy fixed-format interfaces. A bank 

cannot  match  the  unit  economics  of  a  cloud-native  challenger  if  its  core  consumes  a 

disproportionate share of operating expenses.

Yet replacing the core is among the most difficult and risky undertakings any bank can attempt. 

The  core  has  accumulated  decades  of  customizations,  undocumented  business  rules,  and 

integration  touchpoints  with  hundreds  of  surrounding  systems.  Several  high-profile  core 

replacement  projects  have  failed  catastrophically,  producing  customer  disruption,  regulatory 

censure,  and in  some cases the  dismissal  of  executive  teams.  This  chapter  examines the 

architectural  patterns,  modernization  strategies,  and  risk  management  approaches  that 

distinguish successful core modernization from costly failure.

10.2 The Anatomy of a Legacy Core

A typical legacy core banking system, the kind installed in major banks during the 1980s or 1990s, 

exhibits a number of characteristic architectural properties. It is monolithic, meaning that the 

various functional modules, including deposits, loans, payments, and general ledger, are tightly 

coupled and share  data  structures  and processing logic.  It  is  batch-oriented,  meaning that 

significant portions of its work, particularly accounting postings and end-of-day reconciliations, are 

performed in scheduled batch jobs rather than in real time. It is built on procedural languages, 

most commonly COBOL, sometimes PL/I or assembler, with relatively limited use of modern 

object-oriented or functional programming paradigms. It  runs on mainframe hardware, which 

provides exceptional reliability and transaction throughput but at relatively high cost per unit of 

compute.

The strengths of legacy cores should not be overlooked. They have been hardened by decades of 

production  operation.  Their  performance  and  reliability  are  often  superior  to  that  of  newer 

systems, particularly under high load. Their accounting integrity is typically beyond reproach. The 

challenge is not that the legacy core is bad at what it was designed to do; the challenge is that what 

banks need from a core has expanded substantially beyond the original design. Real-time channel 
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integration, API exposure, event-driven downstream notification, flexible product configuration, 

and modern observability are all difficult to retrofit into a system designed for none of these.

10.3 Monolith versus Microservices

The contemporary architectural alternative to the monolithic core is the microservices core, in 

which banking capabilities are decomposed into small, independently deployable services that 

communicate through well-defined APIs and messages. Each microservice owns a bounded 

portion of  the domain,  manages its  own data,  and can be developed and deployed by an 

independent  team.  Microservices  architecture  has  been  adopted  by  leading  technology 

companies  and by  a  number  of  cloud-native  banking platforms,  including Mambu,  Thought 

Machine, 10x, and the in-house platforms of certain leading banks.

Microservices are not a panacea. They introduce complexity in service discovery, distributed 

transactions, observability, and operational tooling. A poorly governed microservices architecture 

can become a distributed monolith in which every change requires coordinated deployment 

across many services. The successful adoption of microservices in banking requires substantial 

investment in platform engineering, including service mesh, API gateway, observability stack, and 

continuous delivery pipelines, as well as cultural changes in how engineering teams collaborate. 

The right answer for a given bank depends on factors including the size of the engineering 

organization, the complexity of the existing system landscape, and the strategic ambition for the 

new core.
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Figure 47. What a contemporary microservices core actually looks like. Channels at the top (mobile, web, branch,  
API); a unified API gateway with observability and policy; eight bounded-context services — accounts, payments,  

cards, loans, customer, onboarding, risk, ledger — each independently deployable; an event mesh tying them 
together; polyglot data underneath (Postgres, Cassandra, vector DB, lake, cache). Cloud-native, API-first, event-

driven — the opposite of the monolith.

Dimension Monolithic Core Microservices Core

Deployment unit Single large application Many small services

Data ownership Shared central database Each service owns its data

Communication In-process function calls API and event messaging

Scalability Vertical, scale entire app Horizontal, scale per service

Change velocity Coupled, slow Decoupled, faster

Operational 
complexity

Lower (single artifact) Higher (distributed system)

Best fit Stable, well-understood domain Evolving, multi-team development

10.4 Modernization Patterns

Several archetypal patterns have emerged for modernizing legacy core banking systems. The big 

bang replacement, in which the entire core is replaced in a single cutover, is the most dramatic 

and the most risky. It can produce the cleanest target architecture but also concentrates execution 

risk in a single event. The strangler pattern, named after a metaphor introduced by Martin Fowler, 

progressively replaces capabilities of the legacy core with new microservices, redirecting traffic 

from the legacy to the new system over a period of years. The hollow core pattern leaves the 

legacy core in place as a system of record but routes most channel activity through a new modern 

services layer that abstracts the core behind APIs.

The choice of pattern depends on a number of factors. The risk tolerance of the institution, the 

regulatory environment, the condition of the legacy system, the availability of modernization talent, 

and the strategic urgency of the modernization all influence the decision. There is no universal 

best answer. What is consistent across successful modernization programs is the discipline of 

breaking the journey into small, valuable, reversible steps, each of which delivers customer or 

operational benefit even if the overall program does not complete on the original timeline.
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Figure 48. The new system grows around the old. A facade routes traffic between legacy and modern; capabilities  
migrate one branch at a time. Year 1 install the facade; Year 2 30% migrated; Year 3 70%; Year 4 legacy switched  
off. The pattern named by Martin Fowler — the only modernization approach that consistently survives contact with  

reality.

10.5 The Cloud-Native Banking Core
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Figure 49. Four generations of core banking: mainframe (batch, COBOL, monolith), client-server (distributed,  
RDBMS), cloud-native (microservices, APIs, 24/7), and the emerging AI-native core (composable, agentic, vector-

data). Each generation re-platforms latency, modularity, and where intelligence lives.

Cloud-native banking platforms are a new generation of core banking systems designed for 

deployment  on  public  cloud  infrastructure,  with  native  support  for  elastic  scaling,  real-time 

processing, and API-first integration. Examples include Thought Machine's Vault, Mambu, 10x, 

FinXact, and the in-house platforms of certain neobanks. These systems share a number of 

architectural  properties:  they  are  typically  built  on  containers  and  orchestrated  through 

Kubernetes, they expose their functionality entirely through APIs, they emit events for every state 

change, and they are configured rather than coded for new product development.

The adoption of cloud-native cores has accelerated rapidly in the 2020s, particularly among 

neobanks and challengers, but also increasingly among established banks for new business lines 

and digital sub-brands. The complete migration of a major bank's existing book of business to a 

cloud-native core remains rare, but several leading institutions have committed to such migrations 

and  are  in  the  early  stages  of  execution.  The  next  decade  will  be  a  period  of  intense 

experimentation with these new architectures, and the lessons learned will substantially shape the 

architectural orthodoxy of the 2030s.

10.6 Hybrid Core Banking

Most established banks will operate hybrid core banking environments for the foreseeable future. 

Legacy systems will continue to handle existing books of business while cloud-native systems 

handle new business and innovative products. The integration between the two environments 

must be carefully designed to ensure that the customer experience remains coherent across the 

boundary,  that  financial  data remains consistent,  and that  risk and regulatory reporting can 

aggregate across both environments.

Architectural  patterns  for  hybrid  core  operation  include the  use of  an  integration  layer  that 

abstracts  the  location  of  data,  event-based  replication  that  propagates  changes  between 

environments in near-real time, and unified customer master data that ensures a single view of the 

customer regardless of which core holds their products. The hybrid environment is operationally 

complex, but it allows the bank to capture the benefits of modern infrastructure without the risks of 

a complete legacy retirement.

10.7 Integration Architecture

The integration architecture of a modern bank is among the most important determinants of its 

agility. A bank with a clean, API-first integration architecture can compose new products, partner 

with new providers,  and respond to new opportunities far more quickly than a bank whose 

integration is a mess of point-to-point connections, legacy file transfers, and undocumented batch 
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interfaces. The principles of modern integration architecture include API-first design, in which 

every capability is exposed through a documented API before being consumed by any internal 

system; event-driven communication,  in  which systems publish significant  state changes as 

events that other systems can subscribe to; and a clear separation between the core systems of 

record, the integration layer, and the channels and applications that consume integrated data.

The technical components of a modern integration architecture include an API gateway for traffic 

management, security, and analytics; an event streaming platform such as Apache Kafka for the 

distribution of events; a service registry for discovery; and a developer portal for partner and 

internal  consumer  self-service.  Investment  in  these  components  is  rarely  glamorous,  but  it 

produces compounding returns over time as the cost of every subsequent integration declines.

Figure 50. Federated topics across regions. txn.posted, kyc.approved, card.txn, loan.event, auth.attempt — 
published in EU, SEA, and US, replicated across the mesh. The bank's central nervous system, with locality at the  

edge and consistency across the network.

10.8 Modernization Roadmap

A typical core modernization roadmap unfolds over five to seven years and is structured in 

phases. The foundation phase establishes the modernization platform: the cloud environment, the 

API gateway, the event streaming platform, the developer tools, and the engineering practices. 

The decoupling phase progressively introduces an abstraction layer between the legacy core and 

the channels, ensuring that channels speak to the abstraction rather than directly to the core. The 

migration phase progressively moves capabilities from the legacy core to new services running on 
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the modern platform. The retirement phase decommissions the legacy core after all material 

capabilities have been migrated.

Each phase delivers value independently. The foundation phase enables faster development of 

new digital experiences. The decoupling phase reduces the risk of changes to the legacy core. 

The migration phase delivers operational efficiency and product innovation. The retirement phase 

delivers cost savings and risk reduction. A bank that pursues this approach can capture benefits 

along the way even if the ultimate retirement of the legacy core is delayed or never completed.

10.9 Case Reflection: Commonwealth Bank of Australia

The core banking modernization undertaken by Commonwealth Bank of Australia between 2008 

and 2012 is among the most studied examples of successful big-bang replacement at scale. The 

bank replaced its decades-old core with a new SAP-based platform, completing the migration of 

millions of customer accounts in a single weekend. The program was reported to have cost 

approximately one billion Australian dollars and to have taken five years from initial planning to 

final cutover. The successful execution depended on extraordinary investment in testing, parallel 

running, and risk management, and on sustained executive commitment that survived multiple 

changes in business circumstances.

Not  every  bank  has  the  scale,  the  financial  capacity,  or  the  risk  tolerance  to  attempt  a 

Commonwealth-style transformation. The lesson is not that big-bang replacement is the right 

strategy for every institution but that a clear strategic vision, sustained investment, and disciplined 

execution are prerequisites for success regardless of the chosen pattern. Banks that approach 

modernization tactically,  project  by project,  without a coherent target architecture,  often find 

themselves with new technical debt layered on top of old.

10.10 Chapter Summary

Core banking modernization is among the most consequential and difficult undertakings facing 

established banks. The transition from monolithic, batch-oriented, mainframe-based systems to 

microservices-oriented,  real-time,  cloud-native  platforms  unfolds  over  years  and  demands 

sustained investment, disciplined architecture, and effective risk management. The choice of 

modernization pattern, whether big bang, strangler, or hollow core, depends on the institution's 

circumstances. What is universal is the imperative: the bank that does not modernize its core will 

not be able to compete with banks that have.
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Chapter 11 — Artificial Intelligence in Banking

11.1 Introduction

Artificial  intelligence  has  become  the  most  consequential  technology  in  banking  since  the 

introduction of the mainframe. Its applications span every function of the bank, from customer 

engagement to credit decisioning, from fraud detection to regulatory compliance, from software 

development to portfolio management. The competitive position of every banking institution over 

the next decade will be substantially shaped by the depth and quality of its AI capabilities and by 

the discipline with which it deploys those capabilities at scale.

This chapter examines the principal applications of artificial intelligence in banking, the technical 

architectures that support those applications, the governance frameworks that constrain them, 

and the strategic  implications for  banks at  different  stages of  AI  maturity.  The treatment  is 

necessarily selective; a comprehensive survey of AI in banking would fill a book on its own. The 

objective here is to give the reader an integrated understanding of how AI is reshaping the banking 

operating model and how banks should approach the development of their AI capabilities.

11.2 The AI Stack in Banking

The AI capabilities deployed in a modern bank can be understood as a layered stack. At the 

foundation lies the data layer, which provides the unified, governed, high-quality data feeds on 

which  AI  models  are  trained  and  operated.  Above  this  lies  the  model  development  layer, 

comprising the tools, environments, and processes through which data scientists and machine 

learning engineers build, evaluate, and deploy models. Above this lies the model serving layer, 

which provides the runtime infrastructure for executing models against live transactions and 

customer  interactions  at  production  scale.  Above  this  lies  the  application  layer,  where  AI 

capabilities are integrated into customer-facing experiences and operational workflows. Cross-

cutting all of these layers is the governance layer, which provides oversight of model risk, data 

ethics, and operational integrity.

The maturity of a bank's AI capability is largely determined by the strength of its foundation. A bank 

with poor data quality, fragmented data architecture, and weak data governance cannot achieve 

AI excellence regardless of how much it invests in models and applications. The investment 

priorities for most banks therefore begin with data and platform engineering, with model and 

application sophistication building upon that foundation.

11.3 Machine Learning Applications

Classical  machine  learning,  encompassing  techniques  such  as  logistic  regression,  gradient 

boosting, random forests, and neural networks for structured tabular data, has been deployed in 
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banking for decades and continues to underpin many of the most important AI applications. Credit 

scoring  models  predict  the  probability  of  default.  Fraud  detection  models  flag  suspicious 

transactions. Customer propensity models identify candidates for cross-sell campaigns. Churn 

models identify customers at risk of attrition. Pricing models optimize the rates and fees offered to 

individual customers.

The most sophisticated banks operate hundreds or thousands of such models in production 

simultaneously, with continuous monitoring for performance degradation, periodic retraining as 

data and conditions evolve, and rigorous documentation as required by regulatory model risk 

management standards. The operational discipline of running such a model fleet, sometimes 

called MLOps or ModelOps, is itself a substantial engineering capability that distinguishes leaders 

from laggards in AI deployment.

11.4 Fraud Detection and Financial Crime

Fraud detection is among the most mature and economically important applications of machine 

learning in banking. The traditional rule-based approach, in which transactions are flagged based 

on predefined patterns, produces high false-positive rates and is easily evaded by adaptive 

fraudsters. Machine learning approaches, including supervised learning on labeled fraud cases 

and  unsupervised  anomaly  detection  on  transaction  streams,  have  substantially  improved 

detection  accuracy  while  reducing  false  positives.  The  latest  generation  of  fraud  detection 

systems combines structured transaction features with graph-based analysis of relationships 

between customers and counterparties, with behavioral biometrics that profile how customers 

interact with their devices, and with deep learning on transaction sequences.

Financial crime applications, including anti-money-laundering monitoring, sanctions screening, 

and trade-based money laundering detection, increasingly rely on machine learning to manage 

the  volume  and  complexity  of  monitoring  required  by  regulation.  The  traditional  approach 

generates large numbers of low-quality alerts that consume substantial investigation resources 

without  correspondingly  large amounts of  actual  financial  crime detection.  Machine learning 

approaches,  particularly  when  deployed  alongside  graph  analytics  and  natural  language 

processing of free-text fields, can substantially improve the precision of alerts and the efficiency of 

investigations, although regulatory acceptance of these approaches has lagged the technology.

11.5 AI in Credit Underwriting

Credit underwriting was one of the earliest applications of statistical modeling in banking, going 

back to the development of credit scoring in the mid-twentieth century. Modern AI approaches to 

credit underwriting build on this foundation in several important ways. They incorporate alternative 

data sources, including transaction patterns, mobile phone usage, and online behavior, to assess 

applicants who lack traditional credit history. They use sophisticated machine learning techniques 
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to capture non-linear relationships between applicant characteristics and default risk. And they 

apply natural language processing to extract structured information from unstructured documents 

such as bank statements, payslips, and tax returns.

The deployment of AI in credit underwriting raises substantial fairness and regulatory questions. 

Models must be tested for disparate impact across protected demographic groups. Decisions 

must be explainable to applicants and to regulators. Adverse action notices, where required, must 

accurately  convey  the  reasons  for  denial.  The  most  sophisticated  banks  have  developed 

comprehensive frameworks for the responsible deployment of AI in credit, combining technical 

methods such as fairness-aware learning with organizational mechanisms such as model risk 

committees and bias auditing.

11.6 Conversational AI

Conversational AI in banking has progressed through three generations. The first generation, 

dating  from the  late  1990s,  comprised  interactive  voice  response  systems  and  rule-based 

chatbots that could handle a narrow set of inquiries through fixed dialogue trees. The second 

generation, dating from the mid-2010s, used natural language understanding to map customer 

utterances to predefined intents and slots, with responses driven by structured knowledge bases. 

The third generation, dating from approximately 2023 onward, uses large language models to 

support open-ended dialogue with high fluency and broad knowledge.

The third generation has substantially raised the practical viability of conversational banking. A 

well-designed conversational interface can now handle a wide range of inquiries with natural 

language flow, can incorporate context from across the customer's relationship with the bank, and 

can hand off seamlessly to human agents for cases that exceed its capabilities. The challenges, 

including hallucination,  prompt injection,  and the difficulty of  guaranteeing accurate financial 

information,  are  real  but  increasingly  addressable  through  retrieval-augmented  generation, 

careful prompt engineering, and rigorous testing protocols.

11.7 The AI Financial Advisor

The aspiration to provide every customer with personalized financial advice has been a holy grail 

of consumer banking for decades. Traditional financial advice, requiring extensive human time per 

customer, is economical only for high-net-worth individuals. Robo-advisors, introduced in the mid-

2010s, made algorithmic investment management available at modest minimums. The latest 

generation  of  AI  financial  advisors  goes  further,  combining  generative  AI's  conversational 

capabilities with sophisticated financial planning models to offer holistic advice across savings, 

investment, debt management, retirement planning, and tax optimization.
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The deployment  of  AI  financial  advisors raises important  fiduciary and consumer protection 

questions. Advisor regulations in many jurisdictions impose specific obligations on those who 

provide investment advice, and the application of these obligations to AI systems is still being 

clarified. Banks that wish to deploy AI advisor capabilities at scale must navigate this regulatory 

landscape carefully, often by limiting the scope of AI-generated advice to areas where regulatory 

clarity is sufficient and by maintaining human oversight for higher-risk recommendations.

11.8 Agentic AI

Agentic AI represents the frontier of AI deployment in banking. An AI agent is an autonomous 

software entity that can plan, act, and iterate toward a goal, using tools and external services as 

required. In a banking context, an agent might handle a complete loan application from initial 

inquiry through documentation collection, underwriting, and decisioning, with human involvement 

only at specific control points. Or an agent might manage a customer's bill payments, savings 

transfers, and investment rebalancing on an ongoing basis according to standing instructions and 

learned preferences.

The technical components of agentic banking include large language models for reasoning and 

planning, tool-use frameworks that allow the model to invoke banking and external APIs, memory 

systems that maintain context across interactions, and safety and oversight mechanisms that 

ensure agent actions remain within authorized boundaries. The deployment of agentic AI is still in 

early stages, with most institutions running pilots rather than full production. The next several 

years will be a period of rapid learning about what works, what does not, and how to govern 

autonomous agent systems responsibly.

11.9 AI Governance and Model Risk

AI governance in banking must satisfy multiple objectives simultaneously. It must ensure that 

models are accurate and reliable across the populations they serve. It must ensure that models 

are fair and do not produce discriminatory outcomes. It must ensure that models are explainable to 

the degree required by regulation and by the legitimate expectations of customers. It must ensure 

that models are robust to adversarial manipulation and to changes in operating conditions. It must 

ensure that models are properly inventoried, monitored, and re-validated. And it must do all of this 

efficiently enough that governance does not become an obstacle to value-creating AI deployment.

Effective AI governance frameworks in banking are typically built on three pillars. The first is a 

comprehensive model inventory that captures every AI use case in the organization, classified by 

risk tier. The second is a set of controls and processes proportionate to the risk classification,  

including independent validation for higher-risk models. The third is ongoing monitoring of model 

performance, with defined thresholds for re-validation or remediation.  Cross-cutting all  three 
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pillars is the responsibility of a model risk function with clear authority, technical capability, and 

organizational independence from the model developers.

AI Risk Category Example Concern Mitigation

Performance risk Model accuracy declines over 
time

Continuous monitoring, retraining 
cadence

Fairness risk Disparate impact on protected 
groups

Fairness testing, bias-aware 
training

Explainability risk Decisions cannot be explained to 
customers

Use of interpretable models, 
SHAP-style explanations

Privacy risk Personal data leaks through 
model outputs

Differential privacy, output filtering

Robustness risk Adversarial inputs cause 
incorrect outputs

Adversarial testing, input validation

Hallucination risk Generative AI fabricates 
incorrect information

Retrieval-augmented generation, 
output validation

Concentration risk Heavy reliance on a single model 
or vendor

Diversification, fallback 
mechanisms

11.10 AI Talent and Organization

The deployment of AI at scale requires a substantial and well-organized workforce. The AI talent in 

a leading bank typically includes data scientists who design and build models, machine learning 

engineers who deploy models to production, data engineers who build the data pipelines that feed 

models,  AI  research  engineers  who  explore  frontier  techniques,  AI  product  managers  who 

connect  AI  capabilities  to  business  value,  and  AI  risk  and  ethics  specialists  who  oversee 

responsible deployment. The organization of these roles into effective teams, the integration of AI 

teams with business and technology functions, and the development of an AI-fluent broader 

workforce are all important capabilities for any bank that aspires to lead in AI deployment.

The talent market for AI roles is intensely competitive. Banks compete with technology firms, AI-

focused  startups,  and  research  institutions  for  a  limited  pool  of  qualified  candidates.  The 

successful talent strategy combines competitive compensation with the genuine appeal of working 

on real-world problems at  scale,  with access to high-quality data,  with rigorous engineering 

practices, and with the opportunity to deploy AI in regulated environments where the stakes are 

real. Banks that have cultivated reputations as serious AI employers, including DBS, JPMorgan, 

Capital One, and ING, have built durable talent advantages over competitors that approach AI as 

a side project.
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11.11 Chapter Summary

Artificial intelligence is reshaping every dimension of banking, from the customer experience to 

the back office, from credit underwriting to fraud detection, from software engineering to regulatory 

reporting.  The successful  deployment  of  AI  at  scale  requires sustained investment  in  data, 

platforms, talent, and governance. The competitive position of banks over the next decade will be 

substantially determined by the depth and discipline of their AI capabilities. The chapters that 

follow examine the cloud, security, and distributed ledger technologies that complement AI in the 

modernization of banking infrastructure.
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Chapter 12 — Cloud Computing and API Banking

12.1 Introduction

Cloud computing and API-first architecture together constitute the technical foundation of modern 

banking.  Cloud  computing  transforms  the  economics  of  infrastructure,  enabling  the  elastic, 

globally distributed, pay-per-use compute and storage that modern AI and digital experiences 

require. API-first architecture transforms the way banking capabilities are developed, distributed, 

and integrated, enabling the embedded finance and platform business models that increasingly 

dominate financial services. This chapter examines both technologies in depth, their banking-

specific  implications,  and  the  architectural  patterns  that  have  emerged  for  their  effective 

deployment.

12.2 The Cloud Adoption Journey in Banking

Banking adoption of public cloud has progressed through several stages. In the early 2010s, most 

banks  regarded  the  public  cloud  as  too  risky  for  any  meaningful  workload,  citing  security, 

regulatory, and data sovereignty concerns. By the mid-2010s, cloud adoption had begun for non-

sensitive workloads, including development and testing environments, internal collaboration tools, 

and certain analytical workloads. By the late 2010s, customer-facing applications had begun to 

migrate to the cloud, often for new digital-only product lines. By the early 2020s, mainstream 

banking workloads, including core banking systems for select institutions, were running in the 

public cloud.

The pace of cloud adoption has been heavily influenced by regulatory and supervisory guidance. 

Major regulators in the United States, the European Union, the United Kingdom, Singapore, Hong 

Kong, and Indonesia have issued specific guidance on the use of cloud services by banks. The 

general direction has been to permit cloud use under appropriate risk management, including 

third-party risk frameworks, data residency provisions, and operational resilience requirements. 

The specifics vary across jurisdictions and continue to evolve.

12.3 Cloud Service Models in Banking

The major public cloud providers offer their services across a spectrum of abstraction levels. 

Infrastructure-as-a-Service provides virtual machines, storage, and networking on which banks 

can  run  their  own  software  stacks.  Platform-as-a-Service  provides  managed  runtimes  for 

applications, databases, and integration. Software-as-a-Service provides complete applications 

delivered  through  the  cloud,  including  productivity,  collaboration,  and  increasingly  banking-

specific functions. The choice among these models depends on the workload, the operational and 

security requirements, and the bank's preferred level of control versus convenience.
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A pattern emerging across leading banks is the careful matching of workload to service model. 

Customer-facing channels, with their requirements for elasticity and rapid iteration, often run on 

platform-as-a-service or container orchestration. Data and AI workloads, with their requirements 

for large-scale storage and specialized compute, often use managed cloud services for storage, 

ML  training,  and  ML  serving.  Sensitive  core  banking  workloads  may  run  on  dedicated 

infrastructure with cloud orchestration, balancing the benefits of cloud operating models with 

control over the underlying physical resources.

12.4 Hybrid and Multi-Cloud Architecture

Most large banks operate hybrid and multi-cloud environments. Hybrid refers to the combination 

of public cloud and on-premises infrastructure, with workloads distributed across both based on 

suitability.  Multi-cloud  refers  to  the  use  of  multiple  public  cloud  providers,  often  to  reduce 

concentration  risk,  to  satisfy  regulatory  expectations  of  operational  resilience,  or  to  take 

advantage  of  differential  capabilities  of  the  providers.  Both  patterns  introduce  significant 

complexity in identity management, networking, observability, and operational consistency, but 

both are likely to remain prevalent for the foreseeable future.

Effective  hybrid  and  multi-cloud  operation  requires  platform  engineering  investment  in 

abstractions  that  make  the  underlying  infrastructure  substitutable.  Container  orchestration 

platforms such as Kubernetes, infrastructure-as-code tools such as Terraform, and cloud-agnostic 

observability tools allow workloads to be developed once and deployed across environments. The 

discipline of cloud-agnostic platform engineering is one of the most valuable capabilities a bank 

can develop, both for resilience and for negotiating power with cloud providers.
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Figure 51. Three zones, one control plane. Public cloud for customer-facing elastic workloads; private cloud for  
regulated core; on-prem for legacy and long-tail. A unified policy, network, identity, and observability layer sits above  

all three — regulated data still pinned where it must be.

12.5 API-First Banking

API-first banking is an architectural philosophy in which every banking capability is designed and 

exposed as an API before being consumed by any internal or external client. The first consumer of 

a banking API may be the bank's own mobile application, but the architecture treats the mobile 

application as just one consumer among potentially many. This philosophy yields several benefits. 

It enforces a clean separation between business capability and channel-specific presentation. It 

enables third-party integration without expensive bespoke work. It  creates the foundation for 

embedded finance and partner ecosystems. And it produces clearer documentation and testing of 

banking capabilities, which has incidental benefits for internal development.

Adopting API-first banking is more than a technical decision. It  requires changes in product 

development, with every new capability designed with its API contract in mind. It requires changes 

in product management, with API consumers as well as end users considered stakeholders. It 

requires changes in governance, with API design review and lifecycle management as new 

disciplines. And it requires changes in commercial models, with API access potentially monetized 

as a product in its own right. The banks that have most successfully adopted API-first banking 

have made it a strategic commitment rather than a technical preference.

12.6 The API Gateway
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The API gateway is the front door through which API consumers access bank capabilities. It 

performs a number of important functions: authentication and authorization, traffic management 

and rate limiting, request routing to backend services, response transformation, observability and 

analytics,  security  policy  enforcement,  and developer  experience features such as API  key 

management and self-service portals.  The selection and configuration of an API gateway is 

among the most consequential platform decisions a bank makes, because it sets the quality and 

consistency of every API consumer's interaction with the bank.

Modern API gateways for banking must support a number of advanced capabilities. They must 

support OAuth and OpenID Connect for authentication, with the specific extensions required for 

open banking. They must support fine-grained policy enforcement based on the consumer, the 

API,  the  operation,  and  the  data  being  accessed.  They  must  support  sophisticated  traffic 

management, including circuit breaking and bulkheading to protect backends from misbehaving 

consumers. And they must integrate with the bank's broader observability and security tooling. 

The leading commercial and open-source API gateways have all evolved substantially to meet 

these requirements.

Figure 52. Three pillars hold up every external integration. Gateway (TLS termination, WAF, rate limit, quotas) for  
ingress, routing, and throttling. Identity (OAuth 2.1, OIDC, mTLS, consent ledger) for authN, authZ, and consent.  

Orchestration (BFF/GraphQL, workflow, saga, event hooks) for composing, transforming, and enriching downstream 
calls.

12.7 Event-Driven Architecture
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Event-driven  architecture  is  the  complement  to  API-driven  architecture.  Where  APIs  are 

synchronous and request-response, events are asynchronous and publish-subscribe. A bank that 

publishes events for every significant state change, such as a transaction posting, a customer 

update, or a status transition, enables a much richer set of integration patterns than a purely API-

driven architecture. Real-time fraud detection, customer notifications, regulatory monitoring, and 

downstream analytics all benefit from event-driven integration.

Apache Kafka has emerged as the dominant event streaming platform in banking. Its ability to 

handle millions of events per second with exactly-once processing semantics and durable storage 

makes it suitable for the high-volume, integrity-critical workloads of banking. The deployment of 

Kafka in a bank typically begins with relatively simple use cases such as audit logging or analytics 

feeds, and progresses over time to operational integration, where Kafka becomes the backbone of 

inter-system communication.  The  discipline  of  event-driven  design,  including  event  schema 

management, event sourcing where appropriate, and clear ownership of event types, is essential 

for the successful scaling of this approach.

12.8 Containerization and Kubernetes

Containers, popularized by Docker, package software with its dependencies into portable units 

that can be deployed consistently across environments. Kubernetes, the dominant container 

orchestration  platform,  manages  the  deployment,  scaling,  networking,  and  resilience  of 

containerized applications. The combination of containers and Kubernetes has become the de 

facto standard for modern application deployment, including in banking, where they enable the 

consistent operation of microservices across hybrid and multi-cloud environments.

The adoption of Kubernetes in banking has its own learning curve. The platform is powerful but 

complex,  and  naive  adoption  can  produce  operational  instability  and  security  exposure. 

Successful Kubernetes adoption typically involves the establishment of a platform team that 

operates  the  Kubernetes  infrastructure  as  a  product,  providing  it  to  application  teams with 

appropriate guardrails, observability, and self-service capabilities. The investment in this platform 

engineering capability, often referred to as the internal developer platform, is one of the most 

consequential decisions a bank makes about its technology operating model.

12.9 DevSecOps in Banking

DevSecOps  is  the  integration  of  development,  operations,  and  security  into  a  continuous, 

automated  workflow.  In  banking,  DevSecOps  must  address  the  specific  requirements  of  a 

regulated  industry,  including  separation  of  duties,  change  control,  audit  trails,  and  security 

assurance. The most mature banking DevSecOps practices automate substantial portions of 

these  controls,  using  techniques  such  as  policy-as-code,  automated  security  testing,  and 

continuous compliance monitoring.
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The benefits of mature DevSecOps in banking are substantial. Deployment frequency for non-

core systems can increase from weeks or months to multiple times per day. Mean time to recovery 

from incidents declines. The lead time from code commit to production decreases. And, perhaps 

surprisingly, security and compliance posture improve, because automated controls are more 

consistently applied than manual ones. The leading banks in DevSecOps maturity, including 

Capital  One,  ING,  and  DBS,  have  demonstrated  that  regulated  banking  can  match  the 

deployment velocities of leading technology companies, with appropriate adaptations for the 

regulatory context.

12.10 Chapter Summary

Cloud  computing  and  API-first  architecture,  together  with  their  supporting  technologies  of 

containerization, event-driven architecture, and DevSecOps, constitute the technical foundation 

on which modern banking is built. These technologies enable the elastic scaling, rapid iteration, 

embedded distribution, and partner ecosystems that characterize Bank 4.0 and beyond. The 

banks that master them will be positioned to compete on the unit economics and innovation pace 

of  the  leading  technology  firms.  The  banks  that  do  not  will  find  themselves  progressively 

outflanked across multiple fronts.
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Chapter 13 — Cybersecurity and Digital Trust

13.1 Introduction

Cybersecurity is no longer a back-office function in banking; it is a board-level concern and a 

primary determinant of customer trust. The threat landscape has evolved from individual hackers 

and  opportunistic  fraud  to  sophisticated,  well-resourced  adversaries  including  nation-states, 

organized  criminal  enterprises,  and  ideologically  motivated  groups.  The  attack  surface  has 

expanded from a small number of internet-facing systems to a vast and continuously changing 

perimeter encompassing mobile applications, APIs, cloud workloads, third-party integrations, and 

the  personal  devices  of  customers  and  employees.  This  chapter  examines  the  principles, 

architectures, and practices of cybersecurity in modern banking, with particular attention to the 

patterns that distinguish resilient institutions from vulnerable ones.

13.2 The Threat Landscape

The principal cyber threats facing banks fall into a number of recognizable categories. Financial 

fraud, including account takeover, payment fraud, and authorized push-payment scams, targets 

customer funds directly and accounts for the largest share of cyber losses. Ransomware targets 

the bank itself, encrypting systems and demanding payment for restoration. Data breaches steal 

customer information for sale or for subsequent fraud. Distributed denial-of-service attacks disrupt 

customer access to digital channels, sometimes as a smokescreen for other intrusions. Supply 

chain attacks compromise third-party software or services on which the bank depends. Insider 

threats, whether malicious or negligent, exploit legitimate access to harm the institution.

The sophistication of attacks has risen dramatically. The use of AI by attackers, including for the 

generation of  phishing content,  the automation of  vulnerability  scanning,  and the bypass of 

detection systems, is a recognized and growing threat. Defenders must therefore deploy AI in their 

own defensive systems, producing an arms race in which the cost and complexity of cybersecurity 

continuously rise. The 2024 and 2025 incidents involving major banks and their service providers, 

including the well-publicized intrusions at certain technology platforms, illustrated the systemic 

implications of cyber failures and the difficulty of containing them once they occur.

13.3 Zero Trust Architecture

Zero trust architecture is the prevailing security paradigm for modern enterprises, including banks. 

Its core principle is that no entity, whether inside or outside the network perimeter, should be 

trusted by default; every access request must be authenticated, authorized, and continuously 

validated. This approach replaces the older perimeter-based model, in which entities inside the 

network were generally trusted, with a model in which trust is earned per request based on 

identity, device posture, and contextual signals.
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Implementing zero trust in a bank involves a number of components. Strong identity, including 

multi-factor  authentication  and  increasingly  passwordless  authentication,  must  be  deployed 

across all users and services. Devices must be inventoried, assessed for security posture, and 

used as input to access decisions. Network segmentation must isolate workloads from each other 

so that compromise of one does not propagate to others. Application access must be mediated by 

policy enforcement points that consider identity, device, context, and resource. And continuous 

monitoring must observe access patterns and respond to anomalies. The full implementation of 

zero trust is a multi-year journey, but every step delivers incremental security benefit.

Figure 53. Three principles applied to identity, network, device, and workload. Verify explicitly — auth every request,  
never trust transitively. Least privilege — just-in-time, just-enough access. Assume breach — segment, monitor,  

contain blast radius. A policy engine decides every call from signals across identity, device, network, behaviour, and  
risk.

13.4 Identity and Access Management

Identity is the foundation of zero trust and of cybersecurity more broadly. The identity systems of a 

modern bank must manage human identities (employees, contractors,  partners,  customers), 

service identities (applications, microservices, data pipelines), and increasingly machine identities 

(devices, agents, IoT endpoints). Each category of identity has its own lifecycle, authentication 

mechanisms, and authorization policies, and the integration of all of these into a coherent identity 

fabric is among the most important security undertakings of any bank.

Customer identity in particular has become both a security and an experience consideration. 

Strong authentication is  required to protect  against  account  takeover,  but  excessive friction 
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reduces customer engagement and can drive customers to competitors. The most sophisticated 

banks have developed risk-based authentication that applies stronger controls when context 

suggests elevated risk and lighter controls when context suggests routine activity. Behavioral 

biometrics, device fingerprinting, and machine learning models that score authentication risk in 

real time have become standard components of leading banks' customer authentication stacks.

13.5 Fraud Prevention

Fraud prevention is closely related to but distinct from cybersecurity. Where cybersecurity protects 

the bank's systems and data, fraud prevention protects the bank's customers from financial harm. 

The two disciplines share data, technology, and skills, but they have different objectives and 

different organizational placements in many banks. The most effective banks have integrated their 

fraud and cybersecurity functions, recognizing that the two must operate as a single defensive line 

against a unified adversary.

Fraud  prevention  has  been  transformed  by  machine  learning.  The  traditional  rule-based 

approach, in which fraud was identified by predefined patterns, has been progressively replaced 

by adaptive machine learning models that learn from labeled fraud cases and continuously update 

as fraud patterns evolve. The latest generation of fraud systems combines transaction-level 

features, behavioral biometrics, device intelligence, and graph analysis of customer relationships. 

The metrics that matter for fraud prevention are not only detection rate but also false positive rate, 

customer experience impact, and the bank's overall fraud loss as a percentage of transaction 

volume.

13.6 The Security Operations Center

The security operations center, or SOC, is the operational hub of a bank's cybersecurity function. 

It monitors security events from across the bank's environment, investigates anomalies, responds 

to incidents, and coordinates with other functions during major events. The maturity of a bank's 

SOC, measured by mean time to detect, mean time to respond, and rate of false-positive triage, is 

a primary determinant of the bank's overall cyber posture.

Modern  banking  SOCs  have  moved  beyond  rule-based  security  information  and  event 

management, or SIEM, systems to include security orchestration, automation, and response, or 

SOAR, platforms that automate routine response actions; user and entity behavior analytics, or 

UEBA,  that  detect  anomalies  based on machine learning baselines;  and threat  intelligence 

platforms that contextualize observed activity against known adversary tactics. The largest banks 

operate SOCs across multiple geographies to ensure 24/7 coverage and to provide resilience in 

the event of regional disruption.
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Figure 54. A live SOC cockpit. Threats surface on the left across regions and severities — credential stuffing, API  
abuse, phishing surges, bot scrape, insider anomaly, vuln scan. The global attack surface map updates in near real-
time. Operational metrics — open incidents, MTTD, MTTR, blocks per hour, composite risk score — track the team's  

posture. Threats surface; analysts act; AI triages the rest.

13.7 Cyber Resilience

Cyber resilience extends cybersecurity to include the ability to maintain critical operations during a 

cyber incident and to recover quickly afterward. It assumes that prevention will sometimes fail and 

focuses on the detection, containment, and recovery capabilities that limit the damage when 

failure occurs. Cyber resilience has become a particular focus of banking regulators, with explicit 

requirements emerging in the United Kingdom, the European Union, and other jurisdictions.

Building cyber resilience requires investment in a number of capabilities. Recoverable backups, 

isolated from the production environment to resist  ransomware encryption, are foundational. 

Tested incident response playbooks, exercised regularly in tabletop and live simulations, ensure 

that the organization knows how to respond. Crisis communication protocols, both internal and 

external, manage the human and reputational dimensions of an incident. And business continuity 

arrangements, including the ability to operate critical services with degraded technology, ensure 

that customers continue to be served even during major events. Cyber resilience is now a board-

level concern in every major bank, and the investment in resilience capabilities continues to grow.

13.8 Quantum-Safe Security

The eventual development of cryptographically relevant quantum computers, capable of breaking 

the  public-key  cryptographic  algorithms  that  underpin  most  modern  internet  security,  is  a 
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recognized  threat  to  the  long-term security  of  banking  systems.  While  the  timeline  for  the 

development of such computers is uncertain, the threat is taken seriously enough that major 

standards bodies, including the United States National Institute of Standards and Technology, 

have published post-quantum cryptographic algorithms that are believed to be secure against 

quantum attack. The migration of banking systems to these new algorithms will  be a major 

undertaking, comparable in scale to the transition from older cryptographic protocols in previous 

decades.

The principle of harvest now, decrypt later, in which adversaries collect encrypted data today in 

the expectation of decrypting it once quantum computers become available, makes the timing of 

the quantum transition more urgent than the timing of quantum capability would suggest. Banks 

should be inventorying their cryptographic estate, identifying high-priority systems and data flows, 

and beginning the transition to  crypto-agile  architectures that  can accommodate algorithmic 

upgrades over time. This is one of the few security undertakings whose value will be visible only 

retrospectively, but whose cost of inaction may be enormous.

13.9 Chapter Summary

Cybersecurity in banking is a continuous arms race in which the stakes are existential. Zero trust 

architecture,  strong  identity  management,  machine  learning-based fraud  prevention,  mature 

security operations, demonstrated cyber resilience, and the early preparation for quantum-safe 

cryptography are the principal pillars of a contemporary banking security program. The institutions 

that  succeed in  cybersecurity  treat  it  as  a  strategic  and cultural  matter,  not  as  a  technical 

compliance exercise. The customer trust that they preserve is the foundation of every other digital 

banking capability.
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Chapter 14 — Blockchain, CBDC, and Web3 Finance

14.1 Introduction

Distributed ledger technology, popularly known as blockchain, was introduced to the world by the 

publication of the Bitcoin whitepaper in 2008. In the seventeen years since, the technology has 

evolved from a peer-to-peer cryptocurrency protocol into a broad family of capabilities that include 

public  and  permissioned  ledgers,  smart  contracts,  tokenized  assets,  central  bank  digital 

currencies,  and  decentralized  financial  protocols.  The  relationship  between  blockchain  and 

banking has been complicated, ranging from outright dismissal in the early years through cautious 

experimentation in the late 2010s to selective production deployment in the 2020s. This chapter 

examines the current state of blockchain in banking and the trajectories that are most likely to 

shape the next decade.

14.2 The Foundations of Distributed Ledger

A distributed ledger is a database that is replicated across multiple nodes operated by different 

parties, with consensus mechanisms ensuring that all nodes agree on the state of the ledger. The 

classical use case for distributed ledgers is to maintain a record of transactions in an environment 

where no single party is fully trusted by the others. The cryptographic linking of records into a 

chain  produces  tamper  resistance:  altering  any  historical  record  requires  recomputing  all 

subsequent records, which is computationally infeasible at scale.

Distributed ledgers can be permissionless, like Bitcoin and Ethereum, where anyone can operate 

a node and validate transactions, or permissioned, where only authorized entities participate. 

Most  banking applications  of  distributed ledger  technology use permissioned ledgers,  often 

implemented on platforms such as  Hyperledger  Fabric,  R3 Corda,  or  Quorum.  The choice 

between  permissioned  and  permissionless  reflects  the  regulatory  and  trust  environment  of 

banking,  in  which  counterparties  are  typically  known and  the  unrestricted  participation  that 

characterizes public blockchains is not generally appropriate.
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Figure 55. What a permissioned banking ledger looks like in operation. Validators include banks, custodians,  
exchanges, and the regulator — three roles, one shared ledger. The chain itself carries blocks of transactions; the  
assets above range from tokenised deposits and stablecoins to tokenised bonds and NFT receipts. Banks become 

validators of the new rails, not consumers of someone else's.

14.3 Smart Contracts and Programmable Finance

Smart contracts are programs stored on a distributed ledger that execute automatically when 

predefined conditions are met. They enable a class of financial agreements in which the terms are 

encoded in software and the execution does not require traditional intermediation. A simple 

example is an escrow contract that holds funds until a specified condition is met, then releases the 

funds to the appropriate party. More complex examples include automated market makers that 

provide liquidity for asset exchange, lending protocols that adjust interest rates based on supply 

and demand, and structured products that respond to oracle-fed market data.

In a banking context, smart contracts have applications in trade finance, where they can automate 

the release of payments against verified shipping documents; in syndicated lending, where they 

can manage multi-party loan administration; in derivatives, where they can automate margin calls 

and settlement; and in securities issuance, where they can encode the terms of bonds and other 

instruments. The deployment of smart contracts in banking is constrained by legal, regulatory, and 

operational  considerations,  but  the  underlying  technology  has  matured  to  the  point  where 

production deployment is feasible for well-scoped use cases.

14.4 Tokenization
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Tokenization is the representation of real-world assets as digital tokens on a distributed ledger. 

The asset can be a financial security, a commodity, a piece of real estate, an intellectual property 

right,  or  any other  transferable interest.  Tokenization offers several  potential  benefits:  more 

efficient  settlement,  fractional  ownership,  programmable rights,  and global  accessibility.  The 

market for tokenized assets has grown substantially in the early 2020s, with major financial 

institutions including BlackRock, Franklin Templeton, JPMorgan, and HSBC issuing or supporting 

tokenized fund and bond products.

The tokenization landscape combines several distinct categories. Tokenized money, including 

stablecoins, tokenized bank deposits, and central bank digital currencies, provides the medium of 

exchange.  Tokenized  securities,  including  equities,  bonds,  and  fund  interests,  represent 

investment  claims.  Tokenized  real-world  assets,  including  real  estate,  commodities,  and 

infrastructure,  represent  physical  or  contractual  claims.  The  integration  of  these  categories 

enables new transaction patterns in which the asset and the payment settle simultaneously and 

atomically on the same ledger, eliminating settlement risk and reducing operational complexity.

Figure 56. Seven stages — issuance, distribution, trading, custody, settlement, servicing, redemption — each one  
cheaper, faster, and more programmable than its securities-paper ancestor. Mint, allocate, match, hold, net, coupon,  

burn — the same lifecycle every fund administrator runs today, expressed in code.

14.5 Decentralized Finance

Decentralized finance, or DeFi, refers to financial services provided through protocols deployed 

on permissionless blockchains, primarily Ethereum, with no traditional intermediary in control. The 

DeFi  ecosystem includes  decentralized  exchanges,  lending  protocols,  derivatives  platforms, 
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asset management services, and insurance protocols. At its peak in 2021, the total value locked in 

DeFi protocols exceeded one hundred billion dollars, and the volume of transactions processed 

exceeded that of many established financial markets in certain categories.

The DeFi movement has produced both genuine innovation and substantial speculative excess. 

Several high-profile protocol failures, including the collapse of certain algorithmic stablecoins, the 

exploitation of multiple lending protocols, and the failures of various centralized intermediaries 

adjacent to the DeFi space, have demonstrated that the technology is not immune to the kinds of 

failures familiar from traditional finance. Yet the underlying capabilities, including programmable 

settlement, composable financial primitives, and twenty-four-seven global accessibility, remain 

significant. The most likely trajectory is a gradual convergence in which traditional finance adopts 

DeFi-derived  technologies  under  appropriate  regulatory  frameworks,  and  DeFi  protocols 

incorporate compliance features such as identity verification.

14.6 Central Bank Digital Currencies

A central bank digital currency, or CBDC, is a digital form of central bank money issued directly to 

households, businesses, or financial institutions. CBDCs can be wholesale, used for interbank 

settlement and large-value transactions, or retail, used for everyday payments by the general 

public. As of the writing of this book, more than 130 central banks worldwide are exploring or 

piloting CBDCs in some form. The most advanced retail CBDC deployments, including those in 

China, the Bahamas, Nigeria, Jamaica, and the Eastern Caribbean, have provided early evidence 

of both the potential and the challenges of central bank digital money.

The implications of CBDCs for commercial banks depend heavily on design choices. A CBDC that 

is  held  directly  with  the  central  bank,  with  no  intermediation  by  commercial  banks,  could 

substantially disintermediate the deposit-taking function on which much of commercial banking 

depends. A CBDC that is distributed and serviced through commercial banks, with the banks 

providing the customer-facing wallet and value-added services, would preserve much of the 

existing structure while introducing new capabilities. The Bank of England's proposed digital 

pound design, the European Central Bank's digital euro framework, and the Federal Reserve's 

deliberations on a US CBDC all reflect ongoing efforts to balance these considerations.

14.7 Stablecoins and Tokenized Deposits

Stablecoins are tokens that aim to maintain a stable value, typically by reference to a fiat currency 

such as the US dollar. The major dollar-backed stablecoins, including USD Coin and Tether, have 

grown to represent hundreds of billions of dollars in circulation and are increasingly used for 

payments,  settlement,  and  access  to  dollar-denominated  services  in  markets  where  dollar 

banking is constrained. Stablecoins occupy a regulatory grey zone in many jurisdictions, with 
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frameworks such as the European Union's Markets in Crypto-Assets regulation and the United 

States' efforts at federal stablecoin legislation gradually clarifying the rules.

Tokenized bank deposits, sometimes called regulated stablecoins, are an alternative form of 

digital money in which the token represents a claim on a regulated bank deposit. JPMorgan's JPM 

Coin, deployed for institutional client transactions, is a leading example. Tokenized deposits offer 

many of the operational benefits of stablecoins while remaining within the regulatory perimeter of 

banking. They are likely to play an important role in the future of wholesale and corporate banking, 

particularly for cross-border payments and atomic settlement of tokenized asset transactions.

14.8 Programmable Money

Programmable money is a concept that unifies several of the threads discussed above. It refers to 

digital money whose use can be conditioned on programmable rules, allowing payments to be tied 

automatically to events, conditions, or workflows. A government benefit might be programmable 

so that it can be spent only on food or housing. A corporate disbursement might be programmable 

to release only when a delivery is verified. A loan repayment might be programmable to draw 

automatically from incoming receivables. The combination of CBDCs, tokenized deposits, smart 

contracts, and identity infrastructure makes programmable money technically feasible at scale, 

although the social, regulatory, and design questions are substantial.

The implications of programmable money for banking are profound. The traditional bank account, 

which is essentially a passive container of money, may evolve into a programmable account that 

can  execute  conditions,  integrate  with  workflows,  and  participate  in  agent-driven  economic 

activity. The bank, in turn, must evolve from a custodian of money to an operator of programmable 

financial infrastructure. The Bank 6.0 vision sketched in Chapter 9 depends in significant part on 

the maturation of programmable money capabilities over the next decade.

14.9 Case Reflection: JPMorgan Onyx and Project Guardian

JPMorgan's Onyx division,  launched in 2020,  has been among the most  active institutional 

adopters of distributed ledger technology. Its applications include the Coin Systems platform for 

tokenized dollar transactions, the Liink network for cross-bank information exchange, and various 

tokenized collateral and repo services. JPMorgan has reported that the Onyx platform processes 

substantial daily transaction volumes for institutional clients, demonstrating the production viability 

of permissioned blockchain in wholesale banking.

Project Guardian, a Singapore-led collaboration involving the Monetary Authority of Singapore 

and a consortium of banks including JPMorgan, DBS, Standard Chartered, HSBC, and others, 

has explored the use of public blockchains for institutional asset management with embedded 

compliance controls. The project has produced practical evidence that the regulatory concerns 
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about public blockchains can be addressed through technical and governance mechanisms, 

opening the possibility of institutional finance operating on shared infrastructure with the broader 

digital asset economy.

14.10 Chapter Summary

Distributed ledger technology, in its many forms, has matured from a speculative innovation to a 

recognized component of the banking technology stack. Smart contracts enable programmable 

finance. Tokenization brings real-world assets onto digital  infrastructure. Central  bank digital 

currencies promise to transform the foundations of money. Stablecoins and tokenized deposits 

offer new mediums of exchange. Programmable money may redefine the bank account itself. The 

pace and shape of these developments are uncertain, but the strategic imperative for banks is 

clear:  to  develop the  capabilities  necessary  to  participate  constructively  in  the  digital  asset 

economy as it emerges.

104



The Evolution of Digital Banking

PART IV

Strategy for Digital Transformation
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Chapter 15 — Digital Transformation Strategy

15.1 Introduction

Digital transformation in banking is widely discussed and frequently misunderstood. It is often 

presented as a technology program, with success measured by the volume of investment in cloud, 

AI, and modernization. In practice, the most successful digital transformations are simultaneously 

strategic, organizational, cultural, and technological, with technology serving as an enabler rather 

than the destination. This chapter presents a structured framework for digital  transformation 

strategy,  drawing  on  the  experience  of  leading  banks  across  multiple  geographies  and 

synthesizing the principles that distinguish durable transformation from cyclic reinvention.

The strategic question that every banking executive must answer is not whether to transform but 

how, in what sequence, at what pace, and with what allocation of capital and management 

attention. The answer depends on the institution's starting position, competitive environment, 

customer base, and ambitions. There is no universal blueprint, but there are recognizable patterns 

of success and failure that can inform individual choices.

Figure 57. The seven pillars of a banking transformation. Strategy, customer, operating model, technology, data and  
AI, people and culture, risk and control — anchored above by a north star of customer outcomes and economic  

impact, and below by foundation, governance, funding, and change management. Move all seven in lockstep, or fail.

15.2 Digital Maturity Models
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Digital maturity models provide a structured way to assess where an institution stands on its 

transformation journey and where it should aspire to be. A typical maturity model defines five or six 

stages, ranging from initial ad-hoc digital activity to advanced integration of digital capabilities 

across the operating model. Maturity is assessed across multiple dimensions, including strategy, 

customer experience, operations, technology, data, talent, and culture. The aggregate maturity 

score provides a snapshot of overall progress; the dimensional scores reveal where investment 

and attention are most needed.

The most useful application of maturity models is not as a one-time benchmarking exercise but as 

an ongoing diagnostic  tool.  By assessing maturity  at  regular  intervals,  institutions can track 

progress, identify regressions, and align investment with the dimensions that most constrain 

advancement. The maturity model itself should be tailored to the institution; off-the-shelf models 

from consulting firms provide useful starting points but rarely capture the specific dynamics of a 

given bank's competitive and regulatory context.

Figure 58. Five tiers most banks pass through. Foundational (core systems, reliability), Digital (channels, workflows  
online), Connected (open API, ecosystem), Intelligent (AI-native, personalised), Autonomous (self-optimising,  

agentic). Most banks live in the middle two tiers — the prize, and the difficulty, are at the top.

Maturity Stage Characteristics Typical Focus

1. Initial Ad-hoc digital activity, channel 
silos

Awareness building, basic 
digitization

2. Developing Project-level digital initiatives Digital channel parity
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Maturity Stage Characteristics Typical Focus

3. Defined Cross-channel strategy, 
governance

Omnichannel integration

4. Managed Data and AI deployed at scale Personalization, automation

5. Optimizing Embedded ecosystems, agile org Platform strategy, partnerships

6. Autonomous AI-native, agent-enabled Continuous reinvention

15.3 The Operating Model of a Digital Bank

The operating model is the way an organization actually does its work, distinct from the strategy 

that articulates what work it does. A traditional banking operating model is structured around 

products and channels,  with  separate organizational  units  for  retail,  wholesale,  and various 

product lines, each with its own technology, processes, and people. A digital banking operating 

model is increasingly structured around customer journeys and platforms, with cross-functional 

teams that  own end-to-end customer  experiences and shared platforms that  serve multiple 

business lines.

The transition from a product-and-channel operating model to a journey-and-platform operating 

model is among the most consequential and difficult organizational transformations a bank can 

undertake.  It  requires  the  dissolution  of  established  hierarchies,  the  redesign  of  incentive 

structures, the migration of decision rights from functional silos to cross-functional teams, and the 

development of new performance metrics aligned with customer outcomes rather than product 

volumes. The most successful operating model transformations are sustained over years and 

involve sustained executive sponsorship, deliberate change management, and willingness to 

address the resistance that necessarily emerges when organizational boundaries shift.
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Figure 59. Four stages, four decades. Branch-led (1980s) — hierarchies, paper, siloed lines. Digital ops (2000s) — 
process automation, channels. Platform (2015+) — product squads, APIs, data. Autonomous (2025+) — agents  

alongside humans, outcome teams. From branch-led control to outcome-led autonomy.

15.4 Governance of Transformation

Effective governance of digital transformation requires the integration of multiple committees, 

decision rights, and reporting lines into a coherent framework. The board must oversee the 

strategic  direction,  capital  allocation,  and  risk  profile  of  the  transformation.  The  executive 

committee must align the transformation with overall  enterprise priorities and resolve cross-

functional conflicts. A dedicated transformation steering committee, often chaired by the chief 

executive or a designated transformation leader, must own day-to-day decisions about scope, 

sequencing, and resource allocation. Working groups for specific domains, including technology, 

data, customer experience, and risk, must drive execution within their respective areas.

The governance structure must also address the inherent tension between transformation and 

operations. The day-to-day demands of running the bank often crowd out the strategic imperative 

to  transform it.  Many institutions have responded by establishing a separate transformation 

organization  with  dedicated  resources  and  protected  investment,  while  ensuring  close 

coordination with line operations. The balance between separation and integration is delicate, and 

getting it right is among the most consequential governance decisions of any transformation 

program.

15.5 The Transformation Roadmap

109



The Evolution of Digital Banking

A digital transformation roadmap typically spans three to seven years and is structured into 

multiple horizons. Horizon one focuses on quick wins and foundation building, including the 

establishment of cloud platforms, the launch of cross-functional teams, the modernization of 

customer-facing channels, and the resolution of acute pain points. Horizon two focuses on the 

transformation of core operations, including the modernization of core banking systems, the 

deployment of data and AI capabilities at scale, and the redesign of major customer journeys. 

Horizon three focuses on the redefinition of the business model, including the development of 

platform strategies, the expansion into new ecosystems, and the deployment of advanced AI 

capabilities.

The discipline of roadmap design is not in producing a Gantt chart but in articulating a coherent 

narrative of how the institution will evolve over time. Each horizon must build on the previous, with 

the foundations of horizon one enabling the transformations of horizon two, which in turn enable 

the redefinitions of  horizon three.  The roadmap must  also be living,  revisited annually  and 

adjusted to reflect changing conditions, learnings from execution, and new opportunities. The 

most dangerous roadmaps are those that are produced once and treated as immutable; the most 

useful are those that are continuously refined.

Figure 60. The transformation arc most banks travel: Year 0 Legacy (mainframe, siloed channels) to Year 2 Digital  
(mobile-first, cloud landing) to Year 4 Platform (APIs, partners, BaaS) to Year 6+ AI-native (agents, vector,  

autonomous). Most institutions live somewhere between Digital and Platform; the horizon is AI-native.

15.6 Investment Allocation
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The allocation of investment across the transformation portfolio is among the most consequential 

decisions  of  any  transformation  program.  The  investment  must  be  spread  across  multiple 

categories,  including platform building,  customer  experience,  data  and AI,  modernization of 

legacy systems, talent development, and innovation in new business models. The right balance 

depends  on  the  institution's  circumstances,  but  several  patterns  emerge  across  successful 

transformations. Foundation investments in platforms, data, and talent tend to be larger in early 

horizons and create the conditions for later returns. Customer experience investments tend to 

deliver visible benefits quickly and to fund continued investment through revenue and retention 

improvements. Innovation investments tend to be smaller in absolute terms but to define long-term 

competitive position.

The discipline of investment allocation is closely related to the discipline of value tracking. Without 

rigorous tracking of the value delivered by transformation investments, the program risks losing 

executive support during inevitable periods of slower visible progress. Leading institutions have 

developed  value  management  frameworks  that  articulate  the  expected  benefits  of  each 

investment, track delivery against those expectations, and feed learnings back into the next 

investment cycle. The discipline is rarely glamorous, but it is essential for sustaining a multi-year 

transformation through the changes in business circumstances and management attention that 

inevitably occur.

15.7 KPIs of Digital Banking

The  key  performance  indicators  that  measure  digital  banking  success  differ  from those  of 

traditional banking in important ways. Traditional metrics, including net interest margin, cost-to-

income ratio, return on equity, and credit loss rates, remain relevant but are insufficient to capture 

the dimensions of  digital  performance.  Digital-specific  metrics include digital  adoption rates, 

channel migration, customer engagement frequency, net promoter score, time to onboard, time to 

resolve, deployment frequency, and the share of revenue from digitally originated products. The 

most sophisticated banks have developed integrated dashboards that combine traditional and 

digital metrics into a coherent view of overall performance.

The discipline of metric design is particularly important for digital banking. Poorly designed metrics 

drive perverse behaviors: a metric that rewards channel migration without considering customer 

satisfaction may produce digital  adoption alongside rising complaints;  a metric  that  rewards 

deployment frequency without considering quality may produce rapid releases of broken software. 

The leading institutions have developed metric hierarchies that combine outcome metrics, which 

describe what the customer or business experiences, with leading indicators, which describe the 

operational behaviors that produce those outcomes. The continuous refinement of these metric 

hierarchies is itself an important transformation activity.
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15.8 Chapter Summary

Digital  transformation  strategy  in  banking  is  multidimensional,  requiring  integrated  work  on 

strategy, operating model, governance, roadmap, investment, and metrics. The institutions that 

succeed are those that approach transformation as a sustained organizational capability rather 

than a finite project. The chapters that follow examine specific dimensions of this transformation in 

greater depth: data, partnership and ecosystem strategy, and the workforce and cultural changes 

that ultimately determine whether technology investments produce the intended outcomes.
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Chapter 16 — Data-Driven Banking

16.1 Introduction

Data is often described as the new oil of the digital economy, but the analogy has limits. Unlike oil, 

data is not depleted by use; it can be reused, recombined, and analyzed indefinitely. Unlike oil,  

data does not have intrinsic value; its value depends entirely on the questions it is used to answer 

and the decisions it informs. Unlike oil, data is not fungible; the same observation may be valuable 

in one context and worthless in another. The successful exploitation of data in banking therefore 

requires  a  different  set  of  capabilities  and  disciplines  than  the  exploitation  of  physical 

commodities, and the institutions that have built these capabilities are reaping disproportionate 

rewards.

16.2 The Data Operating Model

The data operating model is the structure through which a bank organizes its data activities. 

Traditional  banking  data  operating  models  were  typically  centralized,  with  a  corporate  data 

warehouse serving as the canonical source for analytics and reporting, operated by a central IT or 

analytics  team.  This  model  produced  consistency  but  suffered  from  scalability  and  agility 

limitations: every new analytical use case had to compete for resources from the central team, and 

the data structures of the warehouse, designed for reporting, often did not match the needs of 

operational analytics or machine learning.

The contemporary data operating model is more federated. Data mesh, an approach popularized 

by Zhamak Dehghani, treats data as a product, with domain teams owning and operating their 

own data products and a central platform team providing the underlying infrastructure. Each data 

product is discoverable, documented, governed, and consumable through standard interfaces. 

The federation produces agility and contextual relevance while the central platform produces 

consistency  and  economies  of  scale.  Many  leading  banks  have  moved  toward  data  mesh 

approaches over the past several years, although the term is sometimes applied more loosely 

than its originators intended.

16.3 Data Governance

Data governance is the discipline of ensuring that data is fit for purpose throughout its lifecycle. It 

includes data quality management, metadata management, data lineage tracking, access control, 

retention  management,  and  the  resolution  of  disputes  between  data  producers  and  data 

consumers.  Data governance has historically  been a perennial  pain point  in  banking,  often 

suffering from unclear accountability, fragmented tooling, and limited executive attention. The 

intensification of regulatory expectations, including the Basel Committee's BCBS 239 principles 
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for risk data aggregation and reporting, has elevated data governance to an executive concern in 

most major banks.

Effective data governance combines policy,  process,  technology,  and culture.  Policies must 

articulate the principles by which data is managed. Processes must operationalize those policies 

across  the  data  lifecycle.  Technology,  including  data  catalogs,  lineage  tools,  and  quality 

monitoring platforms, must automate the execution of processes wherever possible. And culture 

must instill data stewardship as a shared responsibility across the organization. The most mature 

banks have invested in all four pillars, with explicit roles for data owners, data stewards, and a 

chief data officer with authority to drive consistency across the institution.

16.4 Customer Analytics

Customer analytics is the application of data and analytical techniques to understanding customer 

behavior, predicting customer needs, and personalizing customer experiences. The traditional 

segmentation  approach,  in  which  customers  were  grouped into  broad categories  based on 

demographics  and  product  holdings,  has  been  progressively  replaced  by  behavioral 

segmentation based on transaction patterns, channel usage, and other observed activity. The 

most sophisticated banks now operate at the level of individual personalization, with machine 

learning models predicting next-best actions for each customer in real time.

The technical infrastructure for customer analytics includes a unified customer data platform that 

consolidates information from across the bank's systems, a feature store that maintains the 

engineered  features  used  by  machine  learning  models,  a  model  serving  infrastructure  that 

delivers predictions to consuming applications, and a decision engine that selects optimal actions 

from sets of possibilities. Each of these components has matured substantially over the past 

decade, and the gap between leaders and laggards in customer analytics infrastructure has 

widened correspondingly.
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Figure 61. Five levels of data sophistication, ascending in value. Descriptive (what happened — dashboards),  
Diagnostic (why it happened — analytics), Predictive (what will happen — ML), Prescriptive (what to do — 

decisioning), Autonomous (acts on its own — agents). Most banks live at L2; competitive separation accelerates as  
you climb.

16.5 Real-Time Data and Streaming Analytics

The shift from batch to real-time data processing is among the most consequential technical 

transitions in banking analytics. Traditional banking analytics operated on data that was at least 

one day old, often older, with daily batch processes loading data from operational systems into 

warehouses for analysis. Real-time analytics operates on streaming data, with events processed 

within seconds or milliseconds of their occurrence. The applications enabled by real-time analytics 

include real-time fraud detection,  dynamic pricing,  real-time personalization,  and operational 

monitoring of bank-wide activity.

The  technical  foundation  of  real-time analytics  includes  event  streaming  platforms such  as 

Apache  Kafka,  stream  processing  frameworks  such  as  Apache  Flink  and  Apache  Spark 

Structured  Streaming,  and  real-time  databases  optimized  for  high-throughput,  low-latency 

queries. The deployment of these technologies in banking is now widespread, although the extent 

to which downstream business processes have been redesigned to take advantage of real-time 

data varies considerably. The institutions that have built genuine real-time operating capabilities 

have demonstrated meaningful improvements in fraud detection, customer engagement, and 

operational responsiveness.

16.6 The Data Mesh Approach
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Data mesh is an architectural and organizational approach to data that treats data as a first-class 

product. The four principles of data mesh, as articulated by its originators, are domain-oriented 

decentralized ownership, data as a product, self-serve data infrastructure as a platform, and 

federated computational governance. Together, these principles produce an organization in which 

the teams closest to the source of data are responsible for making it available to others as well-

documented, well-governed, and consumable products.

The adoption of data mesh in banking has been gradual and partial. The full set of principles 

requires substantial organizational change as well as technical capability, and most institutions 

have implemented selected aspects rather than the complete approach. The most common 

pattern is the establishment of domain data product teams that own the data within their respective 

business areas, supported by a central data platform team that provides the infrastructure for 

cataloging, accessing, and governing data products. The benefits of this approach, including 

faster development of analytical use cases and clearer data ownership, are real but require 

sustained investment in both technology and organization.

16.7 AI-Ready Data Architecture

The deployment of artificial intelligence at scale places specific demands on data architecture. 

Machine learning models  require  labeled training  data  in  volumes that  traditional  analytical 

workloads do not, with the labels themselves often requiring substantial investment to produce 

and maintain. Models require feature pipelines that can produce model inputs both in batch for 

training and in real time for serving, with consistency between the two to avoid training-serving 

skew. Models require versioned datasets, so that models can be reproduced and audited even as 

the underlying data evolves. And models require monitoring infrastructure that can detect data 

drift, concept drift, and performance degradation in production.

The construction of an AI-ready data architecture is a substantial engineering undertaking. The 

leading  banks  have  invested  heavily  in  feature  stores,  model  registries,  ML  observability 

platforms,  and  the  integration  of  these  components  into  the  broader  data  and  software 

development lifecycle. The institutions that have built mature AI-ready architectures are able to 

deploy new machine learning use cases in weeks rather than months and to operate large model 

fleets at acceptable risk; those that have not find that AI ambition outruns AI capability, with proof-

of-concept models that struggle to reach production.
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Figure 62. The medallion architecture for banking. Sources on the left — core transactions, CRM, cards, channels,  
documents, voice. Bronze captures raw immutable landings; Silver cleans, joins, and conforms; Gold curates KPI-

ready, governed datasets; the Serving layer publishes ML features, vectors, and BI marts. One platform for analytics,  
ML, and AI — across structured and unstructured data.

16.8 Data Privacy and Ethics

The increasing capability of banks to collect, integrate, and analyze customer data has raised 

correspondingly important questions about privacy and ethics. Customers expect their data to be 

used in ways that benefit them and to be protected from misuse, breach, or unwanted disclosure. 

Regulators, particularly under regimes such as the European Union's General Data Protection 

Regulation, have established legal frameworks that constrain data collection and use. Public 

scrutiny of  data practices has intensified,  with high-profile incidents demonstrating that  data 

misuse can produce substantial reputational damage.

Effective data privacy and ethics in banking requires more than compliance with the letter of 

regulation. It requires the integration of privacy considerations into product and system design, 

often called privacy by design. It requires the application of techniques such as data minimization, 

purpose  limitation,  and  differential  privacy.  It  requires  the  establishment  of  ethical  review 

processes for novel uses of data, particularly in machine learning. And it requires transparent 

communication with customers about how their data is used. The institutions that have embedded 

these  practices  into  their  operating  model  are  building  data-related  trust  as  a  competitive 

advantage; those that have treated privacy as a compliance afterthought are accumulating risk 

that will eventually crystallize.
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16.9 Chapter Summary

Data-driven banking is not a destination but a continuous capability. The data operating model, 

data governance,  customer analytics,  real-time and streaming infrastructure,  the data mesh 

approach, AI-ready data architecture, and the integration of privacy and ethics are the principal 

pillars of mature data capability in banking. The institutions that build and continuously refine 

these pillars will define the next generation of competitive position; those that do not will find 

themselves progressively unable to compete on the dimensions that increasingly distinguish 

leaders from followers.
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Chapter 17 — Open Banking and Embedded Finance 
Strategy

17.1 Introduction

Open banking and embedded finance are reshaping the competitive  landscape of  financial 

services. The traditional model, in which a bank serves its customers directly through its own 

channels,  is  being supplemented and in some cases replaced by models in which banking 

capabilities are exposed through APIs and consumed by partner applications. This shift creates 

new opportunities and new threats. Banks that successfully position themselves in the API and 

embedded finance economy can extend their reach far beyond their direct customer base; banks 

that fail to engage will find their customers progressively served through channels they do not 

control.

17.2 The Strategic Choice

Every bank must decide what role it wishes to play in the open banking and embedded finance 

ecosystem. The strategic options include the integrated bank, which continues to serve customers 

primarily through its own channels and uses APIs only to satisfy regulatory requirements; the 

platform bank, which actively positions itself as an infrastructure provider for fintechs, retailers, 

and other distribution partners; the marketplace bank, which operates a curated marketplace of 

financial products from itself and from partners; and the embedded participant, which embeds 

itself in the platforms of others as a financial service provider within their ecosystems. Most large 

banks  pursue  some  combination  of  these  strategies,  with  different  emphases  for  different 

business lines.

The  choice  among  these  strategies  has  profound  implications  for  capability  investment, 

organizational design, and economic model. A platform bank requires substantial investment in 

API infrastructure, developer experience, and partner management capabilities. A marketplace 

bank  requires  sophisticated  product  orchestration  and  the  willingness  to  feature  competitor 

products  that  are  better  for  particular  customer  needs.  An  embedded  participant  requires 

integration  capabilities  that  allow rapid  deployment  within  partner  platforms.  None of  these 

strategies is intrinsically superior; the right choice depends on the institution's circumstances, 

capabilities, and ambitions.
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Figure 63. Two axes — control versus reach — and four strategic positions. Compliant minimum (high control, low 
reach: open APIs as obligation only); curated ecosystem (high control, modest reach: selective partners); platform 

play (lower control, higher reach: BaaS plus marketplace); open ecosystem (lowest control, highest reach:  
marketplace with network effects). Pick a quadrant and commit to it.

17.3 API Monetization

The monetization of APIs is a topic of substantial commercial importance. APIs can be exposed 

for free, as a means of customer acquisition or partner enablement; they can be monetized directly 

through per-call or subscription pricing; they can be monetized indirectly through revenue sharing 

with partner applications; or they can be combined in tiered models that provide different pricing 

for different consumer categories. The choice depends on the strategic objective: a bank that 

wishes to maximize ecosystem participation may choose free pricing for foundational APIs, while 

a bank that wishes to extract immediate revenue from API exposure may choose per-call pricing 

for value-added APIs.

The discipline of API product management has emerged as a recognized capability in leading 

banks. API products require their own product managers, their own roadmaps, their own customer 

research, and their own commercial strategies. The treatment of APIs as products, rather than as 

technical interfaces, distinguishes the banks that have built successful API businesses from those 

that have produced technically capable APIs that fail to attract significant adoption. The leading 

examples include Stripe in the payments industry, Plaid in account aggregation, and a number of 

specialist BaaS providers in retail banking.

17.4 Fintech Partnership Models
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The relationship between banks and fintechs has evolved through several distinct phases. In the 

early 2010s, fintechs were primarily seen as competitive threats, and the dominant bank response 

was either to build competing capabilities internally or to acquire promising fintechs outright. By 

the late 2010s, partnership models had emerged as a third option, with banks providing the 

regulated infrastructure that fintechs used to deliver innovative customer experiences. By the 

2020s, partnership had become the dominant pattern in many segments, with sophisticated 

commercial structures, governance frameworks, and operational integration.

Effective  fintech  partnership  requires  capabilities  that  traditional  banks  did  not  historically 

possess. It requires the legal and commercial sophistication to negotiate complex partnership 

agreements. It requires the operational discipline to integrate partner activities with bank systems 

while maintaining regulatory compliance. It requires the cultural openness to treat partners as 

equals rather than as vendors. And it requires the strategic clarity to choose partners aligned with 

the bank's broader objectives. The banks that have built mature fintech partnership capabilities 

have created durable competitive advantages, particularly in segments where rapid innovation is 

valued.

17.5 Ecosystem Collaboration

Beyond bilateral  partnerships,  the most  ambitious banks are participating in  or  constructing 

ecosystems that involve multiple partners and complex interaction patterns. An ecosystem in this 

context is a community of organizations that collaborate to deliver value to customers, with the 

bank typically positioned as one of several keystone participants. Ecosystems may be organized 

around customer segments, such as small business owners or recent immigrants; around use 

cases, such as home buying or retirement planning; or around platforms, such as e-commerce 

marketplaces or property listing services.

The construction and operation of  an ecosystem requires governance mechanisms that are 

different from those of bilateral partnerships. The participants must agree on shared standards, on 

the allocation of  value,  on the resolution of  disputes,  and on the long-term direction of  the 

ecosystem. The bank's role in such governance is often substantial but rarely dominant; the most 

successful ecosystems are those in which multiple participants share both the rewards and the 

responsibilities of governance. Examples of mature banking ecosystems include Singapore's 

PayNow infrastructure, India's Unified Payments Interface, Brazil's PIX, and the various Open 

Banking ecosystems in Europe and the United Kingdom.

17.6 The Digital Platform Strategy

A digital  platform  strategy  is  the  deliberate  positioning  of  an  institution  as  a  platform  that 

intermediates between two or more user groups. In the context of banking, the user groups might 

include retail customers, merchants, fintechs, corporate clients, and various categories of service 
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providers. The platform creates value by reducing the friction of interaction between these groups 

and by offering features that benefit all parties. The economic model of platforms, including the 

famous network effects in which the value of the platform increases with each additional user, can 

produce winner-take-most outcomes that are difficult for non-platform competitors to challenge.

Building a banking platform is more difficult than building a traditional banking product. It requires 

investment in capabilities that benefit multiple user groups simultaneously, in governance that 

balances the interests of those groups, and in marketing that recruits all sides of the platform in the 

right sequence. The most successful banking platforms have generally started with a strong 

foundation in one user group, typically retail customers, and progressively added other groups as 

the platform matured.  The examples of  DBS,  BBVA,  and certain  Asian super-app affiliates 

illustrate the range of approaches, with no single dominant model.

17.7 Risk and Governance of Open Banking

The opening of banking through APIs and partnerships introduces new risks that must be carefully 

managed. The principal risks include the loss of direct customer relationships, the propagation of 

risk from third parties to the bank, the accumulation of compliance obligations across complex 

partner networks, and the potential for reputational harm when partners behave badly. Several 

high-profile  incidents  involving  Banking-as-a-Service  providers  and  their  partners  have 

demonstrated that these risks are not theoretical.

Effective risk management in open banking requires the extension of the bank's traditional risk 

frameworks  to  encompass  third-party  activities.  Third-party  risk  management,  formalized  in 

supervisory guidance from major  regulators,  requires due diligence on partners,  contractual 

provisions that allow the bank to monitor and control partner activities, ongoing monitoring of 

partner risk indicators,  and the ability  to terminate partnerships when risks materialize.  The 

integration  of  third-party  risk  into  broader  enterprise  risk  management  is  among  the  most 

important governance capabilities for any bank pursuing an aggressive open banking strategy.

17.8 Chapter Summary

Open banking and embedded finance are reshaping the competitive geography of  financial 

services.  The  strategic  choices,  including  platform strategy,  partnership  models,  ecosystem 

participation,  and API monetization,  must  be made deliberately and pursued with sustained 

investment. The risks of opening must be managed through extended governance frameworks. 

The institutions that succeed in this transformation are those that combine strategic clarity with 

operational excellence and the cultural openness to collaborate at scale with partners outside the 

traditional banking perimeter.
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Chapter 18 — Future Workforce and Organizational Change

18.1 Introduction

The transformation of banking is ultimately a transformation of the people who work in banks. 

Technology can be procured and deployed; processes can be redesigned; strategies can be 

articulated; but unless the workforce develops the capabilities, the cultural orientation, and the 

organizational structures to operate the transformed institution, the transformation will not be 

sustained.  This  chapter  examines  the  workforce  and  organizational  dimensions  of  banking 

transformation, with particular attention to the implications of artificial intelligence and the new 

ways of working that have emerged in leading institutions.

18.2 The AI-Augmented Workforce

Artificial intelligence is transforming the work of every banking function. Software engineers use AI 

assistants to write and review code at substantially higher productivity than was possible without 

them. Relationship managers use AI to prepare client meetings, surface relevant insights, and 

draft follow-up communications. Compliance officers use AI to review regulatory documents, 

screen transactions, and prepare suspicious activity reports. Data scientists use AI to generate 

code,  explore  data,  and  develop  models.  The  cumulative  effect  of  these  productivity 

improvements is substantial, with leading institutions reporting productivity gains of 20 to 40 

percent in functions where AI has been deployed at scale.

The transition to an AI-augmented workforce raises important questions about role design, skill  

development, and value capture. Roles must be redesigned to take advantage of AI capabilities 

while preserving the human judgment, creativity, and relationship value that AI cannot replicate. 

Skills must be developed across the workforce to enable effective use of AI tools and to manage 

their limitations. Value must be captured by the institution rather than dissipating into hidden 

productivity gains that are not measured or monetized. The institutions that have managed this 

transition deliberately are realizing meaningful benefits; those that have allowed it to happen 

organically are leaving substantial value on the table.

123



The Evolution of Digital Banking

Figure 64. The bank of 2030 is a hybrid team. Each role is augmented to a different degree — relationship managers  
stay 70% human (AI drafts notes and next-best actions), credit underwriters split 40/60 (models score, humans  

approve edge cases), operations clerks become 20/80 (bots run, humans handle exceptions), fraud analysts 30/70,  
compliance and software engineering 50/50. Different roles, different ratios, every role augmented.

18.3 Digital Talent Strategy

The digital talent that banks require has expanded substantially over the past decade. Traditional 

banking  talent,  including  credit  analysts,  relationship  managers,  traders,  and  operations 

specialists, remains essential but is no longer sufficient. New categories of talent have become 

critical:  software engineers,  data  scientists,  machine learning engineers,  product  managers, 

designers, cybersecurity specialists, cloud architects, and many others. The competition for this 

talent is intense, with banks competing not only with other banks but with technology firms, AI-

focused startups, and increasingly with corporate venture capital and growth-stage technology 

companies.

The digital talent strategy of leading banks combines multiple elements. Compensation must be 

competitive with the relevant external markets, recognizing that the markets for digital talent often 

differ  from  traditional  banking  compensation  benchmarks.  Career  paths  must  offer  growth 

opportunities that attract ambitious talent, including technical career tracks that do not require 

movement into management. Working environments must support the practices and cultures that 

digital talent expects, including agile methodologies, modern tooling, and meaningful autonomy. 

And  leadership  must  demonstrate  genuine  commitment  to  digital  priorities,  with  executive 

sponsorship that survives the inevitable challenges of large-scale change.
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18.4 The Agile Bank

Agile methodologies, originally developed in software development, have been progressively 

adopted across banking organizations, often under labels such as agile transformation, agile at 

scale, or new ways of working. The core principles of agile, including iterative development, cross-

functional  teams,  customer-centric  prioritization,  and  continuous  improvement,  have  proven 

valuable  in  banking  contexts  well  beyond  software  development.  Customer  journey  teams, 

product squads, and tribe structures are now common features of leading banks' organizational 

designs.

The adoption of agile in banking has produced both real benefits and real challenges. The benefits 

include faster delivery of customer-facing innovations, better alignment between business and 

technology priorities, and improved engagement among the staff who participate in agile teams. 

The challenges include the difficulty of scaling agile across an entire organization, the tension 

between agile teams and traditional functional hierarchies, the need to adapt agile practices for 

the regulatory and risk constraints of banking, and the cultural changes required to make agile 

work in environments that have historically valued careful planning and predictable execution. The 

institutions  that  have  most  successfully  adopted  agile  have  done  so  as  part  of  a  broader 

transformation, not as a methodology adoption project.

Figure 65. Tribes, squads, chapters. Three retail-banking tribes, each owning an outcome (daily NPS, onboarding  
speed, AUM growth); each tribe contains six squads with cross-functional members; chapters cut horizontally to  

preserve craft. Tribes own outcomes, squads own products, chapters own craft.

18.5 Banking Leadership for the Digital Era

125



The Evolution of Digital Banking

The leadership requirements of digital banking are different from those of traditional banking. 

Traditional banking leadership has typically emphasized the management of risk, the optimization 

of financial performance, the navigation of regulatory relationships, and the development of strong 

execution within established business models. Digital banking leadership adds requirements: the 

comfort with technology and data sufficient to make good decisions about them, the willingness to 

make irreversible bets on uncertain technologies, the ability to attract and develop digital talent,  

and the cultural and emotional capabilities to lead organizations through sustained change.

The development of digital banking leaders is a long-term undertaking. Some institutions have 

addressed it through external recruitment of leaders from technology firms, with mixed results. 

Others have invested in the development of existing banking leaders through external education, 

exposure to technology firms, and structured rotation through digital roles. The most successful 

institutions have combined both approaches, building a leadership cadre that combines deep 

banking expertise with genuine digital fluency. The bank of the future will be led by people who are 

equally comfortable in a credit committee meeting and in a sprint planning session.

18.6 Reskilling at Scale

The transformation of the banking workforce is not primarily a matter of hiring new talent; it is  

primarily a matter of developing the existing workforce. Banks employ hundreds of thousands of 

people whose roles will be changed substantially by digital transformation but who cannot all be 

replaced. The reskilling of these employees, at the scale and pace required, is among the most 

important and least discussed challenges of banking transformation.

Effective reskilling programs combine several elements. Skill  assessment identifies the gaps 

between current  capabilities and future requirements.  Learning pathways provide structured 

development programs tailored to different starting points and target roles. Practical application 

embeds learning in actual work, recognizing that skills develop through use rather than through 

training alone. Career mobility makes it possible for employees who develop new skills to apply 

them in new roles, creating both opportunity for individuals and capability for the institution. The 

leading banks in reskilling, including DBS, BBVA, and ING, have invested hundreds of millions of 

dollars in these programs and have produced measurable shifts in workforce capability.

18.7 Culture and Change

The cultural dimension of banking transformation is at once the most important and the most 

difficult. Culture, in the sense used here, is the set of shared assumptions, norms, and behaviors 

that shape how people in an organization work and relate to each other. The cultures of traditional 

banks have generally emphasized stability, hierarchy, careful planning, and risk aversion. The 

cultures required for digital banking emphasize experimentation, collaboration across hierarchical 

levels, learning from failure, and intelligent risk-taking. The shift from one cultural orientation to the 
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other cannot be accomplished by any single intervention; it requires sustained attention across 

leadership, structure, processes, symbols, and stories.

The most successful cultural transformations in banking have shared several characteristics. 

They have been led by chief executives who model the desired behaviors and who are willing to 

address  senior  leaders  whose  behavior  contradicts  the  stated  direction.  They  have  been 

supported by structural changes, including new organizational designs, new performance metrics, 

and new compensation structures,  that  reinforce the desired culture.  They have invested in 

storytelling, with deliberate communication that surfaces examples of the new culture in action. 

And they have been patient, recognizing that cultural change unfolds over years rather than 

quarters.

Figure 66. The economics of an innovation portfolio. Two hundred ideas a year, sixty into discovery, twenty-four into  
prototypes, ten into pilots, three reach scale. The funnel is unforgiving — and it should be. The institutions that fund  

the wrong ratios at any stage starve the survivors or fail to weed the losers.

18.8 Chapter Summary

The transformation of  banking is  fundamentally  a  human transformation.  The integration of 

artificial intelligence into the workforce, the development of digital talent, the adoption of agile 

ways  of  working,  the  development  of  digital  banking  leaders,  the  reskilling  of  the  existing 

workforce, and the cultural shifts required to make all  of this work, are the elements of this 

transformation. Without sustained investment in these dimensions, the technology investments of 

the digital era will not produce the institutional change that customers and shareholders ultimately 

require.
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PART V

The Future of the Banking Industry
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Chapter 19 — Future Regulation of Financial Services

19.1 Introduction

Financial regulation is at an inflection point comparable to the period following the 2008 global  

financial crisis. The same technological forces that are reshaping banking, including artificial 

intelligence, distributed ledgers, embedded finance, and the increasing autonomy of software 

systems, are also reshaping the work of regulators. The regulatory frameworks of the next decade 

will determine which technological possibilities are realized at scale, which are constrained, and 

which never emerge from experimentation. This chapter examines the principal directions of 

regulatory evolution and their implications for banks.

Figure 67. The strategic risk landscape that current regulation must address. Likelihood across, impact up. Cyber  
attack, privacy breach, cloud concentration, and AI model drift sit in the upper-right quadrant where leadership  

attention should be concentrated. Climate transition, fraud, regulatory shifts, and geopolitical risk follow close behind.  
Vendor lock-in, talent shortage, and the long tail occupy the rest.

19.2 Artificial Intelligence Regulation

Regulatory attention to artificial intelligence has intensified rapidly. The European Union's AI Act, 

adopted  in  2024  and  entering  force  progressively  through  the  second  half  of  the  decade, 

establishes a risk-based framework that classifies AI applications by their potential impact and 

imposes corresponding obligations. The United Kingdom has pursued a more sectoral approach, 

expecting existing regulators to extend their frameworks to AI within their domains. The United 

States has issued executive guidance, sectoral regulations, and state-level legislation, with the 

129



The Evolution of Digital Banking

federal regulatory architecture still evolving. Singapore, Indonesia, and other Asian jurisdictions 

have  developed  their  own  approaches,  often  emphasizing  principles-based  guidance  over 

prescriptive rules.

The implications for banking are substantial. AI applications in credit decisioning, fraud detection, 

customer engagement,  and increasingly in autonomous transaction execution are subject to 

expanding regulatory expectations. Banks must inventory their AI use cases, classify them by risk, 

and implement controls proportionate to that risk. They must document model development, 

validate  models  independently,  and monitor  performance in  production.  They must  address 

fairness, explainability, and consumer protection in AI-driven decisions. And they must engage 

with regulatory consultations to help shape frameworks that are workable for the realities of 

banking.

Figure 68. Five layers of the modern RegTech stack — all powered by the same data foundation. Data foundation  
(lineage, catalog, privacy) at L1; identity (eID, biometrics, liveness) at L2; AML/KYC (screening, transaction  

monitoring, customer due diligence) at L3; surveillance (trade, communications, market abuse) at L4; reporting  
(regulatory submissions, XBRL, taxonomy) at L5. The same data spine carries every obligation.

19.3 Digital Sovereignty

Digital sovereignty refers to the ability of a country or region to control its digital infrastructure, 

data, and technological capabilities. Concerns about digital sovereignty have grown in response 

to the dominance of  a small  number of  global  technology platforms, the geopolitical  use of  

technology  export  controls,  and  the  recognition  that  digital  infrastructure  is  now  critical 

infrastructure in the same sense as electricity or telecommunications. The implications for banking 
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include increasing attention to data residency, the use of locally controlled cloud infrastructure, 

and the resilience of cross-border services to potential disruption.

Regulatory responses to digital sovereignty concerns have varied. The European Union has 

pursued sovereignty through frameworks such as the Digital Markets Act, the Digital Services Act, 

and  various  sector-specific  data  localization  requirements.  China  has  pursued  sovereignty 

through  extensive  controls  on  cross-border  data  flows  and  the  development  of  domestic 

technology champions. India and Indonesia have pursued sovereignty through requirements for 

local data storage and processing in certain categories. The pattern of fragmenting regulatory 

regimes  complicates  the  operations  of  global  banks,  which  must  operate  across  multiple 

jurisdictions with often-divergent expectations.

19.4 Privacy Regulation

Data privacy regulation has expanded substantially since the European Union's General Data 

Protection Regulation came into force in 2018. Similar frameworks have been adopted or are in 

development in California, Brazil, Singapore, India, and many other jurisdictions, with growing 

convergence  on  a  set  of  core  principles  including  lawful  basis,  purpose  limitation,  data 

minimization,  transparency,  and  individual  rights  of  access,  correction,  and  erasure.  The 

compliance burden for banks operating across multiple jurisdictions is substantial and continues 

to grow.

The next phase of privacy regulation is likely to address the specific implications of AI for privacy. 

Generative AI models trained on large data corpora raise questions about the lawful basis for 

using personal data in training. AI inference systems that derive sensitive attributes from non-

sensitive inputs raise questions about whether the inferred attributes are themselves subject to 

special protection. Cross-border AI services raise questions about the application of national 

privacy regimes to systems that operate globally. Banks deploying AI at scale must anticipate 

these regulatory  developments  and design their  AI  capabilities  to  be adaptable  to  evolving 

expectations.

19.5 Cross-Border Finance and Geopolitics

Cross-border  financial  flows are  increasingly  the  subject  of  geopolitical  attention.  Sanctions 

regimes have grown in scope and complexity, with the United States, the European Union, and the 

United  Kingdom  maintaining  substantial  overlapping  sanctions  programs  that  banks  must 

navigate. Anti-money-laundering and counter-terrorist-financing requirements have intensified, 

with significant penalties for institutions whose controls fail. Tax transparency regimes, including 

the Common Reporting Standard and the United States' Foreign Account Tax Compliance Act, 

have created additional compliance obligations for banks serving cross-border customers.
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The fragmentation of cross-border finance into geopolitical blocs is a significant strategic risk for 

global  banks.  The  development  of  alternative  payment  infrastructures,  central  bank  digital 

currencies, and stablecoin networks may produce a multipolar financial system in which different 

bloc  participants  use  different  infrastructures.  Banks  must  consider  the  resilience  of  their 

operations to scenarios in which traditional cross-border infrastructure becomes constrained, and 

they must develop the capabilities to operate across multiple infrastructures as the landscape 

evolves.

19.6 Governance of Autonomous AI

The deployment of increasingly autonomous AI in financial services raises governance questions 

that current regulatory frameworks were not designed to address. When an autonomous agent 

enters into a financial transaction on behalf of a customer, who is the regulated party, and what are 

the obligations of each? When agent behavior produces unexpected outcomes, how is liability 

allocated among the agent provider, the bank, the customer, and any other parties? When agents 

from multiple institutions interact in agent-to-agent commerce, how are systemic risks identified 

and managed?

These  questions  are  at  the  frontier  of  regulatory  discussion.  The  Bank  for  International 

Settlements,  the International  Organization of  Securities Commissions,  and various national 

regulators have begun to study the implications of autonomous AI for financial regulation. The 

development  of  regulatory  frameworks for  autonomous AI  will  likely  take years  and will  be 

informed by both proactive regulatory analysis and reactive responses to incidents that occur as 

autonomous AI  is  deployed at  scale.  Banks  that  engage constructively  in  these  regulatory 

developments will help shape frameworks that are workable for the realities of banking; banks that 

disengage will be governed by frameworks designed without their input.

19.7 Climate and Sustainable Finance Regulation

Climate-related financial regulation has expanded rapidly. Disclosure requirements based on the 

Task Force on Climate-related Financial Disclosures framework have been adopted in many 

jurisdictions, often in mandatory form. Stress testing for climate scenarios has been incorporated 

into  supervisory  expectations.  Capital  frameworks  have  begun  to  incorporate  climate 

considerations,  and  the  European  Union's  Sustainable  Finance  Disclosure  Regulation  has 

imposed substantial transparency obligations on financial market participants. The trajectory of 

climate  regulation  is  clearly  toward  greater  scope,  intensity,  and  integration  with  broader 

prudential frameworks.

The implications for  banks include the need to develop sophisticated capabilities in climate 

scenario analysis,  climate risk identification across credit  portfolios,  and the structuring and 

reporting of sustainable finance products. Banks must also navigate the political contestation of 
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climate regulation in some jurisdictions,  where the integration of  climate considerations into 

prudential regulation is itself politically controversial. The combination of regulatory intensification 

and political contestation creates a complex strategic environment, and banks must navigate it  

with both technical sophistication and political sensitivity.

19.8 Chapter Summary

The  regulatory  environment  for  banking  is  evolving  rapidly  along  multiple  dimensions:  AI 

regulation, digital sovereignty, privacy, cross-border finance, autonomous AI governance, and 

climate. Each of these regulatory streams has substantial implications for banking operations and 

strategy, and the interaction among them produces a regulatory complexity unprecedented in the 

history  of  the  industry.  The  institutions  that  engage  proactively  with  these  regulatory 

developments will be best positioned to thrive in the framework that emerges; those that adopt a 

purely reactive posture will find themselves continuously constrained by frameworks that did not 

consider their realities.
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Chapter 20 — Banking Scenarios for 2030 to 2050

20.1 Introduction

Predicting the future of banking with precision is impossible. The interaction of technological 

progress, regulatory evolution, geopolitical events, demographic change, and customer behavior 

produces emergent outcomes that defy point prediction. Yet the strategic planning of banking 

institutions cannot  proceed without  some structured engagement with possible futures.  This 

chapter offers a set of scenarios for the period from 2030 to 2050, intended not as predictions but 

as planning frameworks against which strategy can be tested. The scenarios are deliberately 

diverse, reflecting genuinely different possible trajectories rather than mere variations on a single 

theme.

20.2 Global Economic Scenarios

The economic environment for banking over the next two decades will be shaped by several major 

variables: demographic patterns, productivity growth, geopolitical configuration, climate transition, 

and the diffusion of artificial intelligence. The combination of these variables can produce widely 

different economic environments. A scenario of rapid AI-driven productivity growth combined with 

stable geopolitics and orderly climate transition would produce a benign environment for banking, 

with  growing  economies,  rising  demand  for  financial  services,  and  substantial  scope  for 

innovation. A scenario of slow productivity growth combined with geopolitical fragmentation and 

disorderly climate transition would produce a much more challenging environment, with stressed 

sovereign credit, fragmenting trade, and substantial credit losses across portfolios.

Banks should plan for both scenarios and for the many intermediate possibilities. Resilience to 

economic  stress,  achieved  through  capital  strength,  liquidity  management,  and  diversified 

business models, is the foundational capability for navigating uncertainty. The banks that have 

positioned themselves with conservative balance sheets, strong cost discipline, and adaptable 

operating models will be best able to seize opportunities in benign scenarios while withstanding 

stresses in challenging ones.

20.3 The AGI Economy

If  artificial  general  intelligence  is  achieved  within  the  planning  horizon  of  this  chapter,  its 

implications for banking will  be among the most consequential  of  any industry.  The cost  of 

cognitive labor, currently the largest expense category for many banks, would collapse. The pace 

of innovation would accelerate beyond the capacity of traditional institutional structures. The 

competitive dynamics among financial institutions would be substantially determined by access to 

and  effective  deployment  of  AGI  capabilities.  Entirely  new  business  models,  including  the 

autonomous management of household and business finances at scale, may emerge.
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The strategic question for banks is not whether to bet on a particular AGI timeline but how to 

construct an organization that benefits from AI capability improvements regardless of the precise 

trajectory.  The  capabilities  that  matter,  including  data  infrastructure,  model  deployment,  AI 

governance, and the integration of AI into the operating model,  are the same regardless of 

whether the underlying technology is incremental machine learning or full AGI. The investments 

required to develop these capabilities take years, and banks that begin now will be positioned to 

benefit whenever the technology arrives in its various forms.

20.4 Autonomous Finance

Autonomous  finance  is  the  trajectory  toward  financial  activity  that  is  increasingly  initiated, 

executed,  and  monitored  by  software  agents  acting  on  behalf  of  human  and  institutional 

principals. By 2030, it is plausible that significant portions of routine consumer financial activity will 

be handled by AI agents: the management of bill payments, the optimization of savings and 

investment, the execution of routine purchases, and the negotiation of services such as utilities 

and insurance. By 2040, the scope may extend to substantial portions of small business financial 

management. By 2050, autonomous financial activity may be the dominant mode for routine 

operations, with humans engaging primarily for strategic decisions and exceptions.

The implications for banking include the need to design products, channels, and infrastructure for 

an agent-mediated customer relationship. The bank's customer may be a human, a household 

agent,  or  a  business  agent,  with  substantially  different  interaction  patterns  and  quality 

expectations. The bank's competitive position may depend on the trust that agents place in its 

infrastructure and the willingness of agent providers to integrate with its services. The strategic 

implications are profound, and banks should be experimenting now with the architectural and 

product design questions that autonomous finance raises.

20.5 The Machine Economy

The machine economy is the trajectory toward economic activity that is initiated, executed, and 

consumed by autonomous machines rather than by humans.  Connected vehicles,  industrial 

equipment, smart buildings, and household appliances are increasingly capable of conducting 

transactions on behalf of their owners or operators. By 2030, the volume of machine-initiated 

transactions may rival the volume of human-initiated transactions in certain categories. By 2050, 

the machine economy may represent a substantial share of global commercial activity.

Banks  that  wish  to  serve  the  machine  economy must  build  infrastructure  that  is  real-time, 

programmable, and capable of processing transactions denominated in micro-amounts at high 

frequencies.  They  must  develop  identity  and  authentication  frameworks  for  non-human 

counterparties.  They must  address the regulatory and legal  questions of  machine-mediated 

transactions,  including  liability  allocation,  dispute  resolution,  and  consumer  protection.  The 
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institutions that develop these capabilities early will have substantial advantages as the machine 

economy scales; those that wait may find themselves excluded from a major source of future 

growth.

20.6 Future Customer Behavior

The customer of 2050 will have grown up in a world of AI-mediated services, autonomous agents, 

and ubiquitous digital interaction. Their expectations of banking will be shaped by these formative 

experiences, and they will be substantially different from the expectations of customers today. The 

current expectation that banking should be available through a mobile application will likely have 

evolved into an expectation that banking should be invisibly integrated into whatever activity the 

customer is engaged in. The current expectation that customers should explicitly authorize each 

transaction will have evolved into an expectation that customers should set policies and let agents 

execute within those policies. The current expectation that customer service should be available 

through  human  agents  will  have  evolved  into  an  expectation  that  AI  should  handle  most 

interactions, with human escalation reserved for exceptional cases.

Banks must prepare for this customer evolution. The product designs, channel strategies, service 

models, and brand positioning that work for today's customers will not work for the customers of 

2050. The banks that conduct longitudinal customer research, that engage with customers across 

age and demographic cohorts, and that experiment with novel customer experiences will be best 

positioned to evolve their offerings ahead of customer expectations rather than chronically behind 

them.

20.7 Banking Beyond Apps

The smartphone application has been the dominant banking channel of the 2010s and 2020s, but 

it is unlikely to remain so through 2050. The next channels will likely include voice interfaces 

operated  through  smart  speakers  and  earbuds,  immersive  interfaces  operated  through 

augmented and virtual reality devices, ambient interfaces embedded in homes and vehicles, and 

agent interfaces that operate without any direct human attention. The mobile application will not 

disappear, but it will become one of many channels rather than the dominant one.

The implications for banks include the need to invest in channel-agnostic architecture that can 

support the proliferation of new interfaces over time. The capabilities that have been built for 

mobile must be exposed through the APIs and event streams that newer channels can consume. 

The customer experience must be consistent across channels and adaptable to the affordances of 

each. The investment required to support this multiplicity of channels is substantial,  but the 

alternative, of being absent from the channels that customers increasingly use, is strategically 

untenable.
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20.8 The Banking System of 2050

The  aggregate  banking  system  of  2050  will  likely  look  different  from  today's  in  several 

recognizable ways. The number of distinct banking institutions may be substantially smaller, as 

digital  scale economies and customer concentration in leading platforms produce continued 

consolidation.  The boundary between banking and adjacent  industries,  including technology 

platforms,  telecommunications,  and  retail,  may  be  substantially  blurrier,  with  composite 

organizations operating across what were previously distinct sectors. The role of central banks 

may have expanded to include direct provision of digital currency to households and businesses. 

The stability of the system may depend in part on the governance of AI-mediated financial activity, 

with new institutions emerging to address risks that current frameworks do not address.

Within this evolved system, the banks that thrive will be those that have built durable capabilities in 

customer trust, regulatory compliance, technological infrastructure, and adaptive culture. The 

capabilities that  distinguish leaders will  not  be radically  different  from those that  distinguish 

leaders today: clarity of strategy, excellence of execution, depth of customer relationship, and 

disciplined innovation. The substrate will have changed; the underlying logic of banking, of trust, 

credit, and risk, will not.

20.9 Strategic Implications

The strategic implications of the scenarios described in this chapter can be summarized as 

follows. Banks should plan for multiple futures rather than for a single forecast. Banks should 

invest in the foundational capabilities, including data, AI, platforms, and culture, that are valuable 

across the range of possible futures. Banks should experiment continuously, treating exploration 

of new technologies and business models as a core ongoing activity rather than a discrete project. 

Banks should engage with regulators,  policymakers,  and industry forums to help shape the 

framework within which the future will unfold. And banks should maintain the financial strength, 

operational resilience, and strategic flexibility to navigate the unexpected, recognizing that the 

most important developments of the next two decades will  probably surprise even the most 

thoughtful planners.

20.10 Chapter Summary

The future of banking from 2030 to 2050 will be shaped by the interaction of artificial intelligence, 

autonomous systems, machine-driven economic activity, evolving customer expectations, and 

continued regulatory  evolution.  The  scenarios  are  diverse,  the  timing  is  uncertain,  and  the 

strategic implications are profound. The banks that will lead in this future are those that combine 

clarity of long-term direction with adaptability to the unexpected, building durable capabilities while 

preserving the optionality to redirect as the environment evolves.
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CLOSING

The Path Forward
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Chapter 21 — Roadmap to the Bank of the Future

21.1 Introduction

This chapter synthesizes the strategic, organizational, and technological themes of the preceding 

chapters into a structured roadmap for institutional transformation. The roadmap is intentionally 

framework-shaped rather than prescriptive: every institution's specific path depends on its starting 

position, competitive environment, regulatory context, and strategic ambitions. What is universal 

is the structure of the journey, the sequencing of capability development, and the disciplines 

required for sustained execution.

21.2 The Five-Phase Transformation Framework

The transformation from a traditional banking model to a future-ready institution can be structured 

in five phases.  Phase one,  foundation,  establishes the platform capabilities,  including cloud 

infrastructure,  data  architecture,  identity  systems,  and  engineering  practices,  on  which  all 

subsequent transformation depends. Phase two, modernization, progressively replaces legacy 

systems and processes with modern alternatives, prioritizing the highest-value and lowest-risk 

transitions.  Phase three,  intelligence,  embeds artificial  intelligence into  the  operating  model 

across  customer  engagement,  operations,  and  risk  management.  Phase  four,  ecosystem, 

extends the institution's reach through APIs, partnerships, and embedded finance. Phase five, 

autonomy, prepares the institution for the agent-mediated and autonomous future.

These phases are not strictly sequential. Different parts of the institution may be at different 

phases  simultaneously,  with  newer  business  lines  reaching  later  phases  ahead  of  legacy 

operations. The discipline is in maintaining a coherent overall trajectory while allowing for variation 

in pace across different parts of the organization. The institutions that have most successfully 

navigated this multi-phase transformation have done so over periods of seven to ten years, with 

sustained executive commitment and adaptive execution.

21.3 Strategic Recommendations

Several strategic recommendations emerge from the analysis presented in this book. First, treat 

digital transformation as a sustained capability rather than a finite project; the institutions that 

succeed are those that build the organizational ability to continuously evolve rather than those that 

execute a single transformation program. Second, invest disproportionately in the foundational 

capabilities  of  data,  platform,  and  talent;  these  foundations  enable  everything  else,  and 

underinvestment in them creates compounding limitations. Third, balance the modernization of 

legacy operations with the innovation of new business models; both are essential, but they require 

different organizational approaches and should not be conflated.
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Fourth, build genuine partnerships rather than vendor relationships with technology and fintech 

firms; the speed and scope of change exceed what any single institution can address alone. Fifth, 

invest in the regulatory relationship and in the development of regulatory frameworks that allow 

innovation while preserving stability;  banks that disengage from regulatory development find 

themselves  constrained  by  frameworks  designed  without  their  input.  Sixth,  prepare  for  the 

autonomous and agent-mediated future even before its specific shape is clear; the foundational 

capabilities are valuable across a range of possible futures, and they take years to develop.

21.4 Organizational Readiness

The readiness of an institution for the transformation described in this book can be assessed 

across multiple dimensions. Strategic clarity refers to the existence of a coherent vision for the 

future of the institution, communicated effectively across the organization. Executive commitment 

refers to the willingness of senior leadership to allocate capital and management attention to 

transformation over multiple years, even through periods of slower visible progress. Cultural 

openness refers to the willingness of the organization to challenge established practices, to learn 

from external models, and to tolerate the ambiguity inherent in sustained change. Operational 

discipline refers to the ability of the organization to execute complex change programs while 

continuing to operate the existing business reliably.

Institutions  that  score  highly  on  all  four  dimensions  are  well  positioned  for  transformation. 

Institutions that score poorly on any dimension face specific challenges that must be addressed 

before deeper transformation can succeed. The most common pattern of failure is the institution 

that has strategic clarity and executive commitment but lacks cultural openness or operational 

discipline; such institutions can articulate ambitious plans and announce major investments but 

struggle to translate them into sustained execution. The development of cultural openness and 

operational discipline is therefore often the binding constraint on banking transformation, and the 

investment required to develop these capabilities should not be underestimated.

21.5 Investment Priorities

The investment priorities for banking transformation can be grouped into several categories. 

Platform investments, including cloud infrastructure, data platforms, API gateways, and developer 

tooling, create the substrate on which everything else operates. Capability investments, including 

AI, cybersecurity, and product development capacity, provide the specific competencies needed 

for future banking. Talent investments, including hiring, reskilling, and culture, develop the human 

foundation of the transformed institution. Innovation investments, including new business models, 

partnerships, and ecosystem positions, secure the long-term competitive position. Modernization 

investments,  including  the  rationalization  and  replacement  of  legacy  systems,  address  the 

technical debt that constrains agility.
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The right balance among these categories depends on the institution's circumstances. A bank with 

strong  existing  platforms  but  weak  AI  capabilities  should  invest  more  heavily  in  capability 

development. A bank with substantial legacy debt should invest more heavily in modernization. A 

bank in a rapidly evolving competitive environment should invest more heavily in innovation. The 

discipline  is  in  matching  investment  to  the  institution's  specific  needs  rather  than  following 

industry-wide patterns that may not apply.

21.6 The Decade Ahead

The decade from 2026 to 2036 will be among the most consequential in the history of banking. 

The maturation of artificial intelligence, the deployment of autonomous systems, the evolution of 

regulatory frameworks, and the changing expectations of customers will combine to reshape the 

industry in ways that are difficult to predict in detail but certain to be substantial. The banks that 

thrive in this decade will be those that have invested in foundational capabilities, built adaptive 

organizations, and engaged actively with the technological and regulatory changes that define the 

era.

The roadmap presented in this chapter is offered not as a final answer but as a structured starting 

point  for  institutional  reflection.  Each  institution  must  adapt  the  framework  to  its  own 

circumstances, prioritize the elements most relevant to its starting position, and execute with the 

discipline and persistence required for transformation at the scale and pace that the next decade 

demands. The challenge is substantial; the opportunities are commensurate; the institutions that 

engage seriously will define the future of banking.
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Chapter 22 — Conclusion

22.1 The Arc of Banking Evolution

This book has traced the evolution of banking through six recognizable generations, from the 

branch-centric  Bank 1.0  of  the late  nineteenth century  to  the autonomous Bank 6.0  of  the 

speculative future. Each generation has been defined by a dominant technological substrate and 

a corresponding shift in customer expectations, operating model, and competitive dynamics. The 

transitions between generations have been gradual rather than discrete, with multiple generations 

coexisting in any given institution at any given time. The strategic implication is that banks must 

operate  effectively  across  multiple  generations  simultaneously,  serving  customers  whose 

expectations span the full range while building the capabilities required for the future.

22.2 The Enduring Logic of Banking

Despite the magnitude of technological change, the underlying logic of banking has remained 

remarkably stable across generations. Banking is, fundamentally, the transformation of trust into 

financial capacity. The customer trusts the bank with deposits; the bank transforms those deposits 

into loans; the loans fund productive activity; the productive activity generates income that flows 

back through the system. The technologies that mediate this cycle have changed dramatically; the 

cycle itself has not. The institutions that prosper across generations are those that recognize this 

enduring logic and that adapt their operations to preserve it through every technological transition.

22.3 Key Insights

Several insights emerge from the analysis presented in this book. The first is that technological 

change in banking is multidimensional and compounding; cloud, AI, blockchain, mobile, and APIs 

interact in ways that produce capabilities greater than the sum of their parts. The second is that 

successful transformation requires sustained investment over many years, not episodic projects; 

the  institutions  that  have  transformed  most  successfully  have  done  so  over  decade-scale 

commitments. The third is that the human dimensions of transformation, including talent, culture, 

and leadership, are at least as important as the technological dimensions, and often more difficult 

to address.

The fourth insight is that the regulatory environment is itself in evolution and that banks must 

engage with regulatory development rather than treating regulation as a fixed constraint. The fifth 

is  that  the boundary between banking and adjacent  industries is  dissolving,  with composite 

organizations  operating  across  what  were  previously  distinct  sectors.  The  sixth  is  that  the 

customer of the future will interact with banking in ways substantially different from the customer of 

today, and that institutions must prepare for this customer evolution rather than continuing to 

optimize for the customer of the present.
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22.4 Reflections on the Future

The future of banking is uncertain in detail but clear in direction. Banking will become more 

intelligent, more autonomous, more embedded, more global, and more contested. The institutions 

that thrive will be those that combine the enduring strengths of banking, including deep customer 

relationships, disciplined risk management, and operational integrity, with the new capabilities of 

the digital era, including artificial intelligence, platform thinking, ecosystem orchestration, and 

adaptive culture. Neither pure technology firms nor pure traditional banks are likely to dominate; 

the winners will be hybrids that combine the best of both.

The strategic imperative for every banking institution is to begin building the capabilities required 

for the future now, while continuing to serve customers and meet obligations in the present. The 

transition is not optional; the question is only whether the institution will lead it, follow it, or be 

displaced by it. The banks that engage seriously, invest sustainably, and execute disciplinedly 

have an opportunity to thrive in an era of unprecedented change. The banks that do not will find 

themselves progressively marginalized by competitors that did.

22.5 A Closing Word

Banking  is  among  the  oldest  and  most  enduring  of  human  institutions.  Its  survival  across 

millennia,  through  countless  technological  and  political  transformations,  reflects  something 

fundamental about the human need for trust, credit, and the orderly transfer of value across time 

and space. The current era of transformation is unprecedented in pace and scope but not in kind; 

banking has always evolved with the technologies of its age, and it will continue to do so. The 

author's hope is that this book contributes, in some small measure, to the thoughtful engagement 

of banking professionals with the transformation that is reshaping their industry. The institutions 

that engage thoughtfully will  build the foundations of the next chapter in the long history of 

banking; the customers and societies they serve will be the ultimate beneficiaries of their work.
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PART VI

Deep Dives and Regional Perspectives
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Chapter 23 — The Indonesian Banking Transformation

23.1 Introduction

Indonesia represents one of the most consequential and fastest-evolving banking markets in the 

world.  With a population exceeding 280 million,  an economy ranked among the top twenty 

globally, a digital adoption curve that has compressed decades of evolution into a single decade, 

and a regulatory environment actively shaping the trajectory of digital finance, Indonesia offers a 

vivid  laboratory  for  the themes discussed throughout  this  book.  This  chapter  examines the 

Indonesian banking transformation in greater detail, drawing out lessons that have applicability 

beyond the archipelago.

The Indonesian banking system reflects multiple inheritances: a colonial-era foundation through 

institutions such as De Javasche Bank, the predecessor of Bank Indonesia; a post-independence 

development orientation that produced the state-owned banks BRI, BNI, Bank Mandiri, and BTN; 

a private banking sector  led by BCA and a number of  mid-sized commercial  banks;  and a 

contemporary digital sector that includes Bank Jago, Bank Neo Commerce, SeaBank, and Allo 

Bank,  among others.  The interaction of  these layers produces a banking landscape that  is 

simultaneously  traditional  and avant-garde,  with  rural  microfinance and AI-driven challenger 

banks operating within the same regulatory perimeter.

23.2 The Regulatory Architecture

The Indonesian financial system is supervised by two principal institutions. Bank Indonesia, the 

central bank, holds responsibility for monetary policy, payment systems, and macroprudential 

supervision. The Otoritas Jasa Keuangan, or OJK, established in 2011, supervises individual 

financial institutions across banking, capital markets, and non-bank financial services. The dual 

structure has its own coordination challenges but has generally functioned effectively, particularly 

in the rapid response to the COVID-19 pandemic and in the development of the digital banking 

framework.

Several recent regulatory developments have shaped the digital banking landscape. The OJK's 

POJK 12/2021 established the framework for digital banks, allowing institutions to operate with 

limited or no physical branch presence subject to prudential safeguards. Bank Indonesia's BI-

FAST instant payment system, launched in 2021, established real-time interbank settlement at 

low  cost,  transforming  the  economics  of  payment  innovation.  The  QRIS  standardized  QR 

payment system has produced one of the world's most successful unified QR deployments, 

accepted across millions of merchants by mid-decade. The Personal Data Protection Law, passed 

in 2022, has begun to shape data practices across the financial sector.
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23.3 Bank Rakyat Indonesia: Microfinance at Scale

Bank Rakyat Indonesia is among the world's largest microfinance institutions, with a customer 

base concentrated in the micro,  small,  and medium enterprise segment that  constitutes the 

backbone of the Indonesian economy. The bank's operating model has historically been built 

around an extensive network of branches and unit offices, with the unit office, often serving a sub-

district market, providing a deeply localized banking experience to customers in rural and semi-

urban  Indonesia.  The  institutional  knowledge  accumulated  by  unit  office  staff,  sometimes 

spanning multiple generations of customer relationships, has been a primary source of the bank's 

risk insight and competitive advantage.

BRI's contemporary digital transformation extends rather than replaces this heritage. The BRImo 

mobile platform has reached tens of millions of active users, providing digital channel access to a 

customer  base that  historically  transacted primarily  through unit  offices.  The BRILink agent 

network, comprising hundreds of thousands of agent merchants in towns and villages across the 

archipelago, extends the bank's reach into communities where even unit offices are not economic. 

Behind  the  customer-facing  channels,  BRI  has  invested  substantially  in  core  banking 

modernization,  data  infrastructure,  and  AI  capabilities,  including  the  application  of  machine 

learning to credit scoring for the underwriting of micro-loans at scale.

23.4 Bank Central Asia: Premium Service through Continuous Investment

Bank Central  Asia,  or BCA, has built  one of  Indonesia's strongest retail  banking franchises 

through sustained investment in customer experience and operational excellence. The bank's 

market position in deposits, payments, and consumer lending reflects decades of disciplined 

execution, supported by a brand that customers associate with reliability and convenience. The 

myBCA mobile platform and BCA mobile have set high standards for digital  banking in the 

Indonesian market, and the bank's investment in branch experience, contact center capability, 

and ATM network density has produced a multi-channel franchise that few competitors can match 

across all dimensions.

BCA's approach to digital transformation has been notably incremental and disciplined. Rather 

than pursuing large-scale platform replacement, the bank has invested in selective modernization 

of capabilities that produce visible customer benefit, while preserving the operational stability that 

has  been a  foundation  of  its  market  position.  The bank has also  built  a  substantial  digital 

subsidiary, Bank Digital BCA, providing a fully digital banking proposition for customer segments 

that prefer pure-digital engagement. The combination of strong incumbent operations with a 

separate digital-first sub-brand reflects a strategic choice that other established banks globally 

have considered with varying degrees of conviction.
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23.5 Bank Mandiri: Wholesale Strength Meets Digital Ambition

Bank Mandiri, formed in 1998 through the consolidation of four state-owned banks during the 

Asian  financial  crisis,  has  grown  into  one  of  Indonesia's  largest  financial  institutions  with 

substantial strength in wholesale and corporate banking. The bank's livin' digital platform has 

been positioned as a lifestyle banking application, integrating banking with adjacent services in 

payments, investment, and merchant transactions. The bank has also developed a strong open 

banking proposition, exposing APIs to fintech partners and corporate clients, and has been an 

active participant in BI-FAST and QRIS development.

Mandiri's  transformation  strategy  reflects  its  dual  heritage:  the  wholesale  banking  strength 

inherited from its constituent institutions, and the retail ambition pursued aggressively over the 

past  decade.  The integration  of  these two dimensions into  a  coherent  digital  strategy is  a 

substantial undertaking, and the bank's approach offers useful lessons for institutions globally that 

are seeking to extend their wholesale banking capabilities into retail digital channels and vice 

versa.

23.6 Bank Jago: A Pure Digital Bank

Bank  Jago,  transformed  from  the  previously  small  commercial  bank  Bank  Artos  through 

investment by GoTo and other strategic shareholders, illustrates the digital bank model in the 

Indonesian context. The bank operates on a cloud-native platform, with all customer engagement 

conducted through its mobile application. Its product proposition emphasizes simple, transparent 

savings products with sophisticated cash management features, including the ability to organize 

savings into goal-based pockets. The integration with the Gojek and Tokopedia ecosystems 

provides natural distribution to a large user base of digitally engaged customers.

The Jago case demonstrates both the potential and the challenges of the pure digital banking 

model in an emerging market. The cost economics of the cloud-native platform are substantially 

better than those of traditional banks, allowing competitive pricing on deposits and lending. The 

deep ecosystem integration provides a customer acquisition channel that traditional banks cannot 

easily match. At  the same time, the path to sustained profitability for  digital  banks requires 

substantial scale, and the competitive intensity of the Indonesian digital banking market means 

that scale must be earned against well-capitalized incumbents and competing challengers.

23.7 The Super App Phenomenon

Indonesia hosts two of the most successful super apps in the world: Gojek, founded in 2010 and 

merged with Tokopedia to form GoTo in 2021; and Grab, the regional Southeast Asian super app 

with a substantial Indonesian operation. Both platforms originated in transportation services and 

progressively expanded into payments, food delivery, e-commerce, and financial services. The 
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integration  of  financial  products  into  these  platforms has  produced significant  innovation  in 

product design and customer engagement, and has put substantial competitive pressure on 

traditional banks to engage with the platforms either as partners or as competitors.

The  strategic  position  of  traditional  banks  vis-à-vis  super  apps  has  been  the  subject  of 

considerable debate. Some institutions have pursued deep partnerships, providing the regulated 

banking infrastructure that the super apps deliver to their users. Others have built competing 

super-app capabilities  of  their  own,  often  through their  digital  sub-brands.  Still  others  have 

positioned themselves as specialist providers of products and services that super apps choose 

not to develop in-house. The right answer depends on the institution's circumstances, but no 

Indonesian bank can ignore the super app phenomenon, and the strategic posture toward super 

apps is one of the most consequential decisions facing every Indonesian banking executive.

23.8 Financial Inclusion and Digital Identity

Indonesia has made substantial progress on financial inclusion over the past decade, with formal 

financial account ownership rising from approximately twenty percent in 2011 to a substantial 

majority by the mid-2020s. The drivers of this progress include the spread of mobile phones into 

rural and remote areas, the development of agent banking networks that extend bank reach 

without requiring branch construction, the introduction of simplified account opening processes for 

low-balance customers, and government programs that distribute social benefits through digital 

channels. The trajectory of inclusion remains positive, though substantial gaps persist for certain 

demographic and geographic segments.

Digital identity is a foundational enabler of financial inclusion, and Indonesia's e-KTP program has 

provided the substrate for digital onboarding of customers nationally. The integration of e-KTP 

verification with banking onboarding, the expansion of biometric verification capabilities, and the 

gradual development of broader digital identity services around the e-KTP foundation have all 

contributed to the lowering of friction in financial inclusion. Continued investment in the digital 

identity infrastructure is among the most consequential public policy choices for the next phase of 

Indonesian financial development.

23.9 Lessons from the Indonesian Experience

Several  lessons emerge from the Indonesian banking transformation  that  have applicability 

beyond the country. First, digital transformation can produce real progress on financial inclusion 

when combined with appropriate identity infrastructure, agent networks, and mobile distribution. 

Second, the integration of banking with super apps and broader digital ecosystems is a strategic 

reality that no major bank can ignore, although the right posture varies by institution. Third, 

sustained investment in operational excellence, even by digital-first institutions, is essential for 

long-term franchise value; the customer trust that distinguishes leaders is built through reliability, 
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not just innovation. Fourth, the regulatory environment, when constructed with care, can shape 

the trajectory of digital banking development substantially, and the dialogue between regulators 

and the industry is a public good worth investing in.

The Indonesian experience also illustrates that technological transformation in banking does not 

eliminate the importance of context, history, and relationship. The institutions that have most 

successfully transformed are those that have grafted digital capabilities onto durable foundations 

of customer trust and operational discipline, rather than attempting to replace those foundations 

with  technology  alone.  The  chapters  that  follow  examine  other  regional  perspectives  that 

complement and contrast with the Indonesian experience.
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Chapter 24 — Practical Architecture for Modern Banking

24.1 Introduction

This chapter offers a more concrete and prescriptive treatment of banking architecture than the 

conceptual frameworks presented earlier. It is intended for the IT engineers, enterprise architects, 

and technology leaders who must translate strategic intent into specific architectural choices, 

technology selections, and implementation patterns. The treatment is opinionated rather than 

encyclopedic; the patterns described here represent the author's synthesis of practical experience 

and observed leading practice, not a survey of all possible approaches.

24.2 The Reference Architecture

A modern banking reference architecture organizes capabilities into seven layers. The customer 

experience layer encompasses the mobile applications, websites, branches, contact centers, and 

partner  channels  through  which  customers  interact  with  the  bank.  The  orchestration  layer 

manages cross-channel workflows, customer journeys, and business processes. The product 

layer  encapsulates  the  business  logic  of  specific  banking  products:  deposits,  loans,  cards, 

payments, investments. The integration layer mediates communication among the layers and with 

external systems, comprising API gateways, event streaming platforms, and integration patterns. 

The core systems layer provides the canonical records of the bank's operations: the core banking 

system, the general ledger, the trading systems. The data layer provides the analytical and 

operational data infrastructure that supports decisioning, reporting, and AI. The platform layer 

provides the foundational services on which all other layers depend: cloud infrastructure, identity 

services, observability, security, and the engineering tools that enable rapid and safe change.

Each layer has its own architectural patterns, technology choices, and quality attributes that must 

be optimized. A common failure mode is to optimize one layer at the expense of others; for  

example,  deploying  a  sophisticated  AI  capability  in  the  data  layer  without  corresponding 

investment in the integration layer that would allow the capability to be consumed by customer-

facing applications. The discipline of architecture is in maintaining a coherent overall view while 

allowing for variation in detail across layers, and in sequencing investment so that the layers 

develop together rather than in isolation.

24.3 Designing the Customer Experience Layer

The customer experience layer is the most visible to customers and often receives the most 

explicit  investment,  but  it  is  also  the  layer  most  dependent  on  the  quality  of  underlying 

infrastructure. A customer experience that aspires to be fast, personalized, and reliable cannot be 

delivered if the integration layer cannot serve real-time data, if the product layer cannot produce 

decisions within acceptable latency, or if the platform layer cannot scale to peak demand. The 
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most expensive lesson in customer experience is that polished design cannot compensate for 

foundational deficiencies.

The principles of customer experience layer design include channel-agnostic capability, in which 

the underlying capability is designed to be consumed by any channel rather than tied to a specific 

one;  progressive  enhancement,  in  which  experiences  degrade  gracefully  when  underlying 

services  are  unavailable;  consistent  identity  and  authentication  across  channels;  and 

observability that allows the bank to understand customer experience quality from the customer's 

perspective.  The  leading  institutions  invest  substantially  in  customer  experience  analytics, 

including not only quantitative metrics but also qualitative research and direct customer feedback 

channels.

24.4 The Integration Layer in Practice

The integration layer is the connective tissue of the modern bank, and its design determines the 

agility with which the bank can deliver new capabilities. The principal components of a modern 

integration layer include the API gateway, which manages access to APIs exposed by the bank to 

internal and external consumers; the event streaming platform, typically Apache Kafka, which 

distributes events for asynchronous integration; the service mesh, which manages service-to-

service  communication  within  microservices  architectures;  and  the  integration  patterns  and 

policies that govern how systems communicate.

The selection of integration technologies should be guided by the principle of least common 

denominator:  the  technologies  should  be  capable  enough  to  support  the  most  demanding 

requirements while simple enough to be operated reliably across the breadth of teams that 

depend on them. Sophisticated integration platforms that serve only a small number of advanced 

teams produce limited overall  value, while simple platforms that everyone can use produce 

compounding benefits.  The discipline is  in  finding the right  balance between capability  and 

accessibility, and this balance evolves as the organization's overall maturity improves.

Pattern Use Case Technology Examples

Synchronous 
API

Real-time request-response REST, GraphQL, gRPC

Event Streaming Asynchronous, multi-consumer Apache Kafka, Pulsar

Message Queue Task distribution, decoupling RabbitMQ, ActiveMQ, SQS

File Transfer Bulk data, legacy integration SFTP, MFT platforms

Database CDC Replicating data changes Debezium, Kafka Connect

Webhook Push External event notification HTTPS callbacks
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Pattern Use Case Technology Examples

Service Mesh Internal service-to-service Istio, Linkerd, Consul

24.5 Data Architecture in Detail

The data architecture of a modern bank must serve multiple purposes simultaneously. It must 

provide the operational data needed by transactional systems. It must provide the analytical data 

needed by reporting, business intelligence, and machine learning. It must provide the regulatory 

data  needed  for  compliance  reporting.  It  must  provide  the  customer  data  needed  for 

personalization and experience. Each of these purposes has different requirements for data 

freshness, structure, accessibility, and governance, and the architecture must satisfy all of them 

through a coherent set of storage, processing, and governance capabilities.

The contemporary  pattern  for  satisfying these requirements  combines several  technologies. 

Operational data is stored in transactional databases, increasingly cloud-native and horizontally 

scalable. Analytical data is stored in cloud data warehouses or data lakehouse platforms that 

combine the structure of warehouses with the flexibility of data lakes. Real-time data flows through 

event streaming platforms with both transient and durable storage. Machine learning features are 

managed through feature stores that serve both batch training and real-time inference. The 

integration of these technologies into a coherent data fabric, with consistent governance and 

security across all of them, is among the most important and difficult engineering challenges of 

modern banking.

24.6 Security Architecture

Security architecture must be embedded in every layer of the banking technology stack rather 

than treated as a separate layer or function. At the customer experience layer, security manifests 

as authentication, authorization, and fraud prevention. At the integration layer, it manifests as API 

security, transport encryption, and service-to-service authentication. At the data layer, it manifests 

as data classification, access control, encryption at rest and in transit, and data loss prevention. At 

the platform layer,  it  manifests as identity  management,  network segmentation,  vulnerability 

management, and incident response.

The principles of security architecture in banking include defense in depth, in which multiple layers 

of control protect against the failure of any single layer; least privilege, in which entities are granted 

only the minimum access required for their function; zero trust, in which no entity is trusted by 

default; secure by default, in which the most secure configuration is the easiest to adopt; and 

observability,  in  which  security  events  are  visible  across  the  entire  environment.  The 

implementation of these principles at scale requires substantial investment in security platforms, 
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processes, and culture, and the most secure institutions are those that have integrated security 

into every dimension of their operating model.

24.7 Observability and Operations

Observability is the ability to understand the behavior of a complex system from its external 

outputs. In a modern bank, observability is essential for ensuring service reliability, for diagnosing 

incidents, for understanding customer experience, and for managing the cost and capacity of 

operational  infrastructure.  The  components  of  observability  include  logging,  which  captures 

discrete events; metrics, which capture quantitative measures over time; traces, which follow 

individual requests across multiple services; and increasingly continuous profiling, which captures 

the resource usage of running code. Modern observability platforms integrate these data types 

into unified views that support exploration, alerting, and analysis.

The discipline of operations in modern banking has evolved substantially with the adoption of 

cloud, microservices, and DevSecOps. Site reliability engineering, originally developed at Google, 

has been adopted by many banks as the model for how to operate complex software systems. The 

principles include service level objectives that quantify the reliability commitments to customers, 

error  budgets  that  govern  the  trade-off  between  reliability  and  feature  delivery,  blameless 

postmortems that focus on systemic improvement rather than individual fault, and toil reduction 

that progressively automates operational work. The institutions that have adopted these practices 

have  generally  produced higher  reliability  with  lower  operational  cost  than  those  that  have 

continued with traditional operations approaches.

24.8 Chapter Summary

The practical architecture of a modern bank is a multi-layered, multi-domain system that demands 

sustained investment, disciplined design, and continuous evolution. The reference architecture, 

the  customer  experience  layer,  the  integration  layer,  the  data  architecture,  the  security 

architecture,  and the observability and operations practices together constitute the technical 

foundation on which strategic transformation depends. The institutions that have built  strong 

technical foundations are positioned to execute their strategies effectively; those that have not find 

that strategic ambition outruns operational capability.
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Chapter 25 — Risk and Compliance in the Digital Age

25.1 Introduction

Risk  and  compliance  functions  in  banking  have  been  transformed  by  the  same  forces  of 

digitization, AI, and regulatory evolution that have transformed customer-facing operations. The 

traditional model of risk and compliance, characterized by manual review of transactions and 

customers, periodic batch monitoring, and reactive response to incidents, has been replaced by 

real-time monitoring, machine learning-based detection, and proactive risk management. This 

chapter  examines  this  transformation  in  depth,  with  particular  attention  to  the  practical 

implementation challenges that institutions face.

25.2 The Three Lines of Defense in Practice

The three lines of defense model has become the global standard for risk governance in banking. 

The first line of defense, the business and operations functions that own risk in the course of their 

activities, has the primary responsibility for identifying, measuring, and managing risk. The second 

line of defense, the independent risk and compliance functions, provides oversight, challenge, and 

policy. The third line of defense, internal audit, provides independent assurance to the board and 

senior management.

In practice, the three lines model is more nuanced than the conceptual framework suggests. The 

first line is not monolithic; different parts of the business have different risk maturity, different 

incentives,  and different  capacity  to  manage risk effectively.  The second line must  balance 

independence from the first line with sufficient understanding of business operations to provide 

effective challenge.  The third  line must  provide assurance without  becoming a parallel  risk 

management function. The integration of the three lines into a coherent risk governance system 

requires  sustained  attention  from  senior  management,  clear  documentation  of  roles  and 

responsibilities, and ongoing investment in the capabilities of all three lines.

25.3 Real-Time Risk Management

The  shift  from  periodic  to  real-time  risk  management  is  one  of  the  most  consequential 

transformations of the digital era. Traditional risk management operated on data that was at least 

one day old, with end-of-day batch processes producing risk metrics that informed the next day's 

decisions. Real-time risk management operates on streaming data, with risk metrics updated 

continuously as new transactions and market data arrive. The applications include real-time credit 

limit  monitoring,  real-time  market  risk  measurement  during  high-volatility  periods,  real-time 

operational risk monitoring, and real-time fraud detection.
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The technical foundation of real-time risk management includes the data infrastructure described 

earlier, real-time computation engines capable of complex calculations on streaming data, and 

integration with the operational systems that take action based on real-time risk signals. The 

organizational requirements include risk teams capable of operating at the pace of real-time data, 

governance frameworks that allow real-time decisions to be made under appropriate authority, 

and audit trails that allow real-time decisions to be reviewed retrospectively. The institutions that 

have built mature real-time risk management have produced both better risk outcomes and lower 

operational costs than those that have remained on traditional batch processes.

25.4 Anti-Money Laundering and Financial Crime

Anti-money  laundering  and  financial  crime  monitoring  have  grown  substantially  in  scope, 

complexity,  and  technological  sophistication  over  the  past  two  decades.  The  regulatory 

expectations,  articulated  through  frameworks  such  as  the  Financial  Action  Task  Force 

recommendations and translated into national regulations, require banks to identify customers, 

monitor transactions, file suspicious activity reports, and maintain comprehensive records. The 

compliance burden is substantial, with major banks employing thousands of staff in AML and 

financial crime functions and investing heavily in supporting technology.

The application of artificial intelligence to AML has been a focus of substantial investment and 

regulatory dialogue. Machine learning approaches to transaction monitoring can substantially 

reduce  the  false  positive  rate  that  characterizes  traditional  rule-based  systems,  allowing 

investigators to focus on cases more likely to involve actual financial crime. Network analysis and 

graph-based  approaches  can  identify  patterns  of  activity  that  span  multiple  customers  and 

accounts, surfacing organized financial crime that single-customer monitoring would miss. Natural 

language processing of transaction memos and customer communications can extract additional 

signal from data that was previously underutilized. The integration of these capabilities into mature 

AML programs is an ongoing journey for most institutions.

25.5 Conduct Risk and Customer Protection

Conduct risk, broadly defined as the risk that a bank's behavior produces harm to customers, 

markets, or its own reputation, has emerged as a major focus of supervisory attention since the 

global financial crisis. The misselling scandals of the 2000s and 2010s, including the British 

payment protection insurance scandal, the foreign exchange market manipulation cases, and 

various  retail  product  cases,  demonstrated  that  conduct  failures  can  produce  existential 

consequences for banks. The regulatory and supervisory response has been substantial, with 

explicit conduct frameworks adopted in the United Kingdom, Australia, the Netherlands, and other 

jurisdictions.
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Effective conduct risk management requires the integration of customer outcome considerations 

into product  design,  sales practices,  customer service,  complaint  handling,  and remediation 

processes. The cultural dimension is particularly important; conduct failures often reflect cultural 

problems in which incentives,  leadership,  or  institutional  norms produced behavior  that  was 

technically compliant but substantively harmful to customers. The institutions that have most 

successfully addressed conduct risk are those that have integrated customer outcome metrics 

into management dashboards, included conduct considerations in performance management, 

and invested in cultural development that aligns staff behavior with customer interests.

25.6 Operational Resilience

Operational  resilience,  the  ability  of  a  bank  to  maintain  critical  operations  during  and  after 

disruptive events, has become a major regulatory focus in recent years. The Bank of England's 

operational resilience framework, the European Union's Digital Operational Resilience Act, and 

similar initiatives in other jurisdictions impose specific requirements on banks to identify important 

business services, set tolerances for disruption, conduct severe but plausible scenario testing, 

and address vulnerabilities revealed by such testing. The regulatory pressure has accelerated 

investment  in  resilience  capabilities  that  were  often  underfunded  in  less  prescriptive 

environments.

Building operational resilience requires capabilities across multiple dimensions. Business service 

mapping  identifies  the  technology,  people,  third  parties,  and  processes  that  support  each 

important  business  service,  allowing  concentrated  risks  to  be  identified.  Scenario  testing 

exercises the resilience of services against severe events, including cyber attacks, technology 

failures, and third-party disruptions. Recovery planning ensures that disrupted services can be 

restored within acceptable times. Communication planning ensures that customers, staff, and 

regulators are informed appropriately during disruptions. The integration of these capabilities into 

a coherent resilience program is a substantial undertaking, but the regulatory and competitive 

consequences of failure are sufficient to justify the investment.

25.7 Third-Party Risk Management

The reliance of banks on third parties has grown substantially with the adoption of cloud, the 

proliferation of fintech partnerships, and the increasing complexity of the technology ecosystem. 

The regulatory expectations for third-party risk management have grown correspondingly. The 

principles include due diligence before engagement, contractual provisions that allow the bank to 

monitor and control third-party activities, ongoing monitoring of third-party risk indicators, and the 

ability to terminate or replace third parties when risks materialize. The integration of third-party risk 

into broader enterprise risk management is among the most important governance capabilities for 

any bank with a substantial third-party footprint.
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The  practical  challenges  of  third-party  risk  management  are  substantial.  Banks  may  have 

thousands of third parties of varying criticality, each requiring its own risk assessment and ongoing 

monitoring. The largest third parties, including the major cloud providers, often have substantial 

bargaining  power  and  may  not  accept  all  of  the  controls  that  banks  would  prefer.  The 

interconnection of third parties with each other produces fourth-party risks that are difficult to 

identify  and manage.  The institutions that  have built  mature third-party  risk  programs have 

invested  in  dedicated  technology  platforms,  risk-tiered  monitoring  approaches  that  allocate 

attention proportionately to risk, and ongoing engagement with key third parties to improve their 

risk posture over time.

25.8 Regulatory Reporting

Regulatory reporting has grown substantially in scope, frequency, and granularity over the past 

two decades. The volume of data submitted by major banks to regulators is substantial, including 

credit exposures, market risk positions, liquidity metrics, capital ratios, recovery and resolution 

data, conduct metrics, and increasingly climate and sustainability data. The technical challenge of 

producing  this  reporting  accurately,  completely,  and  on  time  is  itself  substantial,  and  the 

consequences  of  reporting  failures,  including  regulatory  penalties  and  management 

consequences, can be severe.

The  transformation  of  regulatory  reporting  in  the  digital  era  has  multiple  dimensions.  Data 

architecture  investments  produce  the  foundation  on  which  accurate  reporting  depends. 

Automation reduces the manual effort required to produce reports and reduces the error rate. 

Data  lineage tracking provides  the  audit  trail  required by  regulators  for  understanding how 

reported figures were derived. Increasingly, AI-based capabilities are being deployed to assist 

with the interpretation of regulatory rules, the identification of data anomalies, and the preparation 

of  regulatory disclosures.  The institutions that  have invested in modern regulatory reporting 

capabilities have produced both better compliance outcomes and lower operational costs than 

those that have continued with legacy approaches.

25.9 Chapter Summary

Risk  and  compliance  functions  in  banking  have  been  transformed  by  digitization,  AI,  and 

regulatory evolution. The three lines of defense, real-time risk management, AML and financial 

crime, conduct risk, operational resilience, third-party risk management, and regulatory reporting 

are the principal domains of this transformation. The institutions that have built mature capabilities 

across these domains are better positioned to absorb shocks, satisfy regulatory expectations, and 

operate  efficiently.  The  integration  of  risk  and  compliance  considerations  into  the  broader 

operating model, rather than their treatment as separate functions, is the hallmark of mature 

institutions.
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Chapter 26 — The Discipline of Customer Experience

26.1 Introduction

Customer  experience  has  emerged  as  the  principal  battleground  of  contemporary  banking 

competition. In an industry where products are increasingly commoditized and prices increasingly 

transparent, the quality of the customer experience often determines who wins and who loses. 

The leading banks of the digital era have invested in customer experience as a strategic discipline, 

building organizational capabilities that go far beyond the design of mobile applications. This 

chapter  examines  the  dimensions  of  customer  experience  excellence  and  the  institutional 

practices that produce it.

26.2 The Customer Experience Pyramid

Customer experience can be understood as a pyramid with multiple layers, each building on the 

foundation of the layer below. At the base is reliability: the customer's expectation that the bank 

will  function as promised, that transactions will  be processed correctly,  that systems will  be 

available when needed, and that customer data will be protected. Without reliability, no higher-

level  experience  matters.  Above  reliability  is  usability:  the  ease  with  which  customers  can 

accomplish their  goals,  the clarity  of  communication,  and the absence of  friction in  routine 

interactions.  Above  usability  is  helpfulness:  the  bank's  ability  to  solve  customer  problems, 

anticipate customer needs, and provide value beyond simple transaction processing. At the apex 

is  delight:  the  moments  of  pleasant  surprise  that  produce  lasting  customer  affection  and 

recommendation.

Most banks invest disproportionately in the upper levels of the pyramid while underinvesting in the 

foundation. The result is customer experience that is impressive in the rare moments when it 

works perfectly but disappointing in the common moments when foundational issues intrude. The 

institutions that have produced sustained customer experience leadership have inverted this 

pattern, investing first in the foundation of reliability and usability and then progressively building 

helpfulness and delight on top of a solid base.

26.3 Customer Journey Mapping

Customer  journey  mapping  is  a  discipline  of  representing  the  customer's  experience  as  a 

sequence  of  touchpoints  across  channels  and  over  time.  A  well-constructed  journey  map 

identifies what the customer is trying to accomplish, what they think and feel at each step, what 

frictions they encounter, and what opportunities exist for improvement. Journey maps serve as the 

boundary objects through which cross-functional teams align on customer experience priorities, 

and as the diagnostic tools that surface improvement opportunities.
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Effective journey mapping requires investment in customer research, including both qualitative 

methods such as interviews and observations and quantitative methods such as analytics and 

surveys.  The  maps  must  be  living  documents,  updated  as  channels  evolve  and  customer 

expectations change. They must be specific enough to drive concrete action while general enough 

to apply to the substantial customer populations they represent. The institutions that have most 

effectively used journey mapping have developed disciplined practices for keeping maps current, 

integrating them with prioritization processes, and connecting them to outcome metrics that allow 

improvements to be measured.

26.4 The Voice of the Customer

Voice of the customer programs are the systematic mechanisms by which banks collect, analyze, 

and act on customer feedback. The components include transactional surveys following specific 

customer interactions,  relational  surveys assessing overall  satisfaction, analysis of  customer 

complaints  and complement  letters,  social  media  listening,  and increasingly  the analysis  of 

customer interactions in contact centers and digital channels through speech and text analytics. 

The integration of these data sources into a coherent view of the customer experience is itself a  

substantial capability.

The most sophisticated voice of the customer programs go beyond data collection to systematic 

action. Customer feedback is routed to the teams responsible for the relevant aspects of the 

experience,  with  metrics  that  hold  those  teams  accountable  for  improvement.  Patterns  in 

feedback are analyzed to identify systemic issues that require structural fixes rather than tactical 

responses. Customer feedback is integrated into product development processes, ensuring that 

the customer's voice influences what gets built and how. And the connection between customer 

feedback and business outcomes is measured, allowing the bank to understand the financial 

value of customer experience improvements and to allocate investment accordingly.

26.5 Personalization at Scale

Personalization, in the sense of tailoring experiences to the specific circumstances of individual 

customers, is a substantial source of customer value when done well and a substantial source of 

customer irritation when done poorly. The dimensions of personalization include content (what the 

customer sees), context (when and where they see it),  channel (how it  reaches them), and 

treatment (how the bank responds to their actions). Effective personalization combines these 

dimensions into experiences that feel naturally helpful rather than artificially manipulated.

The technical foundation of personalization includes the data infrastructure described earlier, 

machine learning models that predict customer needs and propensities, decision engines that 

select  optimal  actions,  and  delivery  mechanisms  that  execute  the  selected  actions  across 

channels. The organizational foundation includes the cross-functional teams that own customer 
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experiences,  the  analytics  capabilities  that  measure  personalization  effectiveness,  and  the 

governance structures that ensure personalization respects customer preferences and regulatory 

constraints.  The  integration  of  technical  and  organizational  foundations  into  a  coherent 

personalization capability is the work of years rather than quarters.

26.6 The Service Recovery Paradox

The service recovery paradox is the empirically observed phenomenon that customers whose 

problems are resolved exceptionally well sometimes report higher satisfaction than customers 

who never had problems in the first place. The mechanism is not fully understood, but the practical 

implication is clear: how a bank handles problems is at least as important as whether it produces 

them. Banks that invest in effective complaint resolution, generous remediation policies, and 

visible learning from incidents can convert dissatisfied customers into loyal advocates.

Effective  service  recovery  requires  capabilities  at  multiple  levels.  Front-line  staff  must  be 

empowered to resolve common issues without escalation, with clear authority and adequate tools. 

Escalation paths must be available for issues that require additional expertise or authority. Root 

cause analysis must connect individual complaints to systemic patterns, allowing structural fixes 

that prevent recurrence. Communication with affected customers must be timely, transparent, and 

consistent. And the metrics that govern service recovery must focus on outcomes for customers 

rather than internal process measures. The institutions that have mastered service recovery have 

built durable customer loyalty that transcends individual product or pricing competition.

26.7 The Branch in the Digital Era

The  role  of  the  branch  in  the  digital  era  has  been  a  topic  of  substantial  discussion.  The 

conventional  wisdom of  the early  2010s held  that  branches would  progressively  disappear, 

replaced entirely by digital channels. The reality has been more nuanced. Branch numbers have 

declined in most developed markets, but branches have not disappeared, and their role has 

evolved. The contemporary branch is less a transaction processing center and more a relationship 

hub, focused on complex sales, advisory services, and the human dimensions of banking that 

digital channels do not replicate well.

Designing the contemporary branch requires reconsidering layouts, staffing, and processes that 

were optimized for the high-transaction-volume role of the past. Self-service technology absorbs 

the routine transactions that historically dominated teller activity. Open layouts replace the formal 

teller line. Staff are trained as advisors and relationship managers rather than as transaction 

processors.  Appointments  and  digital  integration  ensure  that  customers  who visit  branches 

receive the focused attention that justifies the investment in physical presence. The institutions 

that  have  most  successfully  reimagined  the  branch  have  produced  spaces  that  customers 

genuinely value and that contribute to the broader franchise rather than draining it.
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26.8 Inclusive Design

Inclusive design is the practice of designing experiences that work well for the full diversity of 

customers, including those with disabilities, those with low digital  literacy, those with limited 

language proficiency, and those with limited financial sophistication. Inclusive design is both a 

moral imperative, reflecting the reality that financial services should be accessible to all members 

of society,  and a commercial  imperative, reflecting the reality that customers excluded from 

mainstream financial services are a substantial market that mainstream institutions can serve.

The practice of inclusive design includes specific techniques: testing with users from underserved 

groups, designing for the slowest device and the most constrained connection, supporting multiple 

languages and reading levels, providing alternative interaction modes such as voice for users who 

cannot  use  touch  interfaces,  and  ensuring  compatibility  with  assistive  technologies.  The 

institutions that have most thoroughly adopted inclusive design have produced experiences that 

are  not  only  accessible  to  underserved  groups  but  also  generally  better  for  all  users;  the 

constraints of inclusive design often produce simpler, clearer, more usable experiences for the full 

customer base.

26.9 Chapter Summary

Customer experience is a discipline that combines reliability, usability, helpfulness, and delight. 

Journey mapping, voice of the customer, personalization, service recovery, branch design, and 

inclusive design are among the principal techniques through which institutions produce customer 

experience  excellence.  The  integration  of  these  techniques  into  coherent  organizational 

capabilities, sustained over years of investment and improvement, distinguishes the leaders of the 

digital era from those whose customer experience falls progressively behind. The competitive 

consequences of customer experience leadership are substantial, and they will only grow as 

products commoditize further and price competition intensifies.
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Chapter 27 — The Talent and Culture Imperative

27.1 Introduction

This chapter expands on the workforce themes introduced in Chapter 18, providing additional 

depth on the specific talent and cultural challenges that banks face in their digital transformations. 

The treatment is intentionally practical, drawing on the experience of leading institutions to identify 

what works, what does not, and what remains contested in the development of digital banking 

talent and culture.

27.2 The Changing Talent Mix

The talent mix required by a digital bank is substantially different from that of a traditional bank.  

Traditional banks have historically been dominated by financial professionals, including credit 

analysts, relationship managers, traders, operations specialists, and business managers. Digital 

banks employ many of these roles but in different proportions, and they add substantial numbers 

of  technology,  data,  design,  and  product  roles  that  did  not  exist  in  traditional  banking 

organizations. By the late 2020s, leading banks employ tens of thousands of engineers, data 

scientists, designers, and product managers, often constituting the largest single category of the 

workforce.

The transition to this changed talent mix has been gradual but transformative. The relative power 

of different functions has shifted, with technology, data, and product functions gaining influence 

while traditional functions have had to adapt. The career pathways that have historically led to 

senior  management  positions  have  diversified,  with  technology  and  digital  backgrounds 

increasingly  represented  at  executive  and  board  levels.  The  compensation  structures  that 

previously reflected the dominance of financial professionals have evolved to reflect the realities 

of the new talent markets. These changes have been accompanied by predictable resistance from 

established  constituencies,  and  managing  the  transition  has  required  sustained  executive 

attention.

27.3 Building the Engineering Organization

The engineering organization of a modern bank has grown to a scale that few traditional banks 

anticipated. Leading institutions employ tens of thousands of software engineers, organized into 

product  teams,  platform teams,  and shared service teams.  The organizational  design must 

balance autonomy of product teams with consistency of platforms, the agility of small teams with 

the economies of scale of larger organizations, and the depth of specialist expertise with the 

breadth required to deliver complete customer experiences. Different institutions have made 

different choices, and there is no consensus on a single optimal design.
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Common patterns include the establishment of product squads that own end-to-end customer 

experiences, platform teams that build and operate the shared capabilities consumed by product 

squads, enabling teams that help product squads adopt new practices, and architecture functions 

that ensure coherence across the engineering organization. The integration of these elements into 

a coherent operating model is the work of years, and the most successful organizations have 

iterated on their designs continuously rather than committing to any single pattern in perpetuity.

27.4 Hiring at Scale

Hiring engineers, data scientists, designers, and product managers at the scale required by digital 

transformation is a substantial operational challenge. Major banks have built dedicated technical 

recruiting functions with capabilities matching those of leading technology firms. The components 

include  employer  branding  aimed  at  the  technical  talent  market,  candidate  experience 

optimization  that  competes  for  candidates  against  firms with  stronger  technical  reputations, 

technical assessment processes that accurately predict candidate capability, and onboarding 

programs that integrate new hires into the bank's specific context.

The competition for technical talent is intense. Banks compete with technology firms, AI-focused 

startups, and increasingly with non-financial corporations that are building substantial technology 

capabilities. The competitive levers include compensation, career growth, technical work quality, 

organizational culture, and the increasingly important factor of organizational mission. Banks that 

have built reputations as serious technical employers, with high-quality engineering practices, 

meaningful problems to solve, and supportive cultures, have built durable advantages over those 

that have approached technical hiring as an extension of traditional banking recruitment.

27.5 Reskilling the Existing Workforce

The reskilling of the existing workforce is at least as important as the hiring of new talent, and 

arguably more so given the larger scale of the existing workforce relative to the new hires. Banks 

employ hundreds of thousands of people whose roles will be substantially changed by digital 

transformation but who cannot all be replaced. The development of these employees into roles 

that are valuable in the transformed institution is among the most important and least discussed 

challenges of banking transformation.

Effective reskilling programs combine several elements. Skill  assessment identifies the gaps 

between current capabilities and future requirements, both at the individual and organizational 

levels. Learning pathways provide structured development programs tailored to different starting 

points and target roles. Practical application embeds learning in actual work, recognizing that 

skills develop through use rather than through training alone. Career mobility makes it possible for 

employees who develop new skills to apply them in new roles. Manager enablement ensures that 

the leaders of reskilling employees have the capacity to support their development. The leading 
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banks in reskilling have invested hundreds of millions of dollars in these programs and have 

produced measurable shifts in workforce capability.

27.6 The Future of Work in Banking

The future of  work in banking will  be shaped by the maturation of  artificial  intelligence, the 

continued evolution of digital channels, and the changing expectations of employees about their 

working  environment.  Several  patterns  are  likely.  The  boundary  between  technology  and 

business roles will continue to blur, with business professionals expected to have substantial 

technical  fluency  and  technology  professionals  expected  to  have  substantial  business 

understanding. The proportion of work performed in collaboration with AI assistants will continue 

to grow, with implications for how productivity is measured and value is captured. The geographic 

distribution  of  banking  work  will  continue  to  evolve,  with  hybrid  and  remote  work  patterns 

establishing  new  norms.  The  career  models  that  have  historically  structured  banking 

professionals' working lives will continue to fragment, with non-linear paths becoming increasingly 

common.

These  patterns  produce  both  opportunities  and  challenges  for  banking  organizations.  The 

opportunities  include  access  to  broader  talent  pools,  productivity  improvements  from  AI 

augmentation, and the potential to attract employees who would not have considered banking 

careers  under  traditional  models.  The  challenges  include  the  management  complexity  of 

distributed and hybrid workforces, the cultural cohesion that becomes harder to maintain across 

geographic distances, the redefinition of management practices for AI-augmented work, and the 

need to provide career growth that attracts ambitious employees. The institutions that navigate 

these challenges most successfully will be those that approach the future of work as a strategic 

priority rather than as a tactical adjustment.

27.7 Cultural Transformation in Practice

Cultural transformation in banking is at once the most important and the most difficult dimension of 

digital  transformation.  The cultures of  traditional  banks have generally  emphasized stability, 

hierarchy, careful planning, and risk aversion. The cultures required for digital banking emphasize 

experimentation, collaboration across hierarchical levels, learning from failure, and intelligent risk-

taking. The shift from one cultural orientation to the other cannot be accomplished by any single 

intervention; it requires sustained attention across leadership, structure, processes, symbols, and 

stories.

Specific  practices  that  have  proven  effective  in  cultural  transformation  include  the  explicit 

articulation of cultural principles, with concrete behaviors that operationalize each principle; the 

alignment of performance management and compensation with the desired cultural behaviors; the 

visible modeling of desired behaviors by senior leaders, especially in moments of difficulty when 
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cultural commitment is tested; the storytelling that surfaces examples of the new culture in action; 

the structural changes, including organizational design and physical workspace, that reinforce the 

desired culture;  and the patience to allow cultural  change to unfold over  years rather  than 

quarters.  The institutions that  have most successfully transformed their  cultures have made 

cultural development an explicit strategic priority rather than an emergent byproduct of other 

initiatives.

27.8 Diversity, Equity, and Inclusion

Diversity, equity, and inclusion have become major focuses of banking organizations over the past 

decade, both as ethical imperatives and as practical sources of competitive advantage. Diverse 

teams have been shown to produce better decisions on complex problems, particularly when the 

diversity is paired with inclusive practices that allow all team members to contribute effectively. 

The customer base of banking organizations is itself diverse, and the alignment of workforce 

diversity with customer diversity has both representational and practical benefits.

Effective diversity and inclusion practice requires attention to multiple dimensions: representation 

across demographic groups, equity in compensation and advancement, inclusion in day-to-day 

team  dynamics,  and  accessibility  for  employees  with  disabilities.  The  integration  of  these 

dimensions into a coherent program requires sustained leadership commitment, accountability 

through metrics and reporting, investment in talent development across all groups, and cultural 

practices that support genuine inclusion rather than surface-level diversity. The institutions that 

have produced sustained progress on diversity and inclusion have done so through long-term 

commitment rather than through episodic initiatives.

27.9 Chapter Summary

The talent and culture dimensions of banking transformation are at once the most important and 

the most difficult. The changing talent mix, the building of large engineering organizations, hiring 

at scale, reskilling the existing workforce, the future of work, cultural transformation, and diversity 

and inclusion are the principal challenges. The institutions that succeed are those that approach 

these challenges with the same strategic seriousness they bring to financial and technological 

priorities. The investment required is substantial; the returns, in terms of institutional capability and 

competitive position, are commensurate.
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Chapter 28 — Banking Platform Engineering at Scale

28.1 Introduction

Modern banks operate technology platforms whose scale and complexity rival those of the largest 

internet companies. A single tier-one bank may run thousands of distinct applications, process 

tens of billions of transactions annually, store petabytes of customer and operational data, and 

support  millions  of  concurrent  users  across  digital  channels.  Sustaining  this  scale  while 

continuously delivering new capabilities is the discipline of platform engineering. It  draws on 

practices from software engineering, site reliability engineering, infrastructure operations, and 

product management, integrating them into a coherent function whose mission is to enable the 

rest of the bank to build and operate digital products effectively.

Platform engineering  as  a  distinct  discipline  is  relatively  new in  banking.  For  decades,  the 

activities  now  grouped  under  platform  engineering  were  distributed  across  infrastructure, 

application development, and operations functions, each with its own priorities and metrics. The 

integration of these activities into a single discipline reflects the recognition that the productivity of 

product engineering teams depends on the quality of the platforms on which they build, and that 

improving platform quality is therefore the highest-leverage investment a bank can make in its 

technology  workforce.  The  institutions  that  have  invested  most  aggressively  in  platform 

engineering have produced measurable improvements in delivery velocity, system reliability, and 

engineering employee satisfaction.

28.2 The Internal Developer Platform

The internal developer platform is the central artifact of platform engineering. It is the unified set of 

tools, services, and abstractions that product engineers use to build, deploy, and operate banking 

applications.  A  well-designed  internal  developer  platform  abstracts  away  infrastructure 

complexity, standardizes operational practices, and accelerates the delivery of new features. The 

components  typically  include  source  code  management  with  embedded  review  workflows, 

continuous integration and deployment pipelines with automated testing, artifact registries for 

compiled  binaries  and  container  images,  infrastructure-as-code  templates  that  provision 

standardized environments, observability stacks that provide logs, metrics, and traces, security 

scanning that identifies vulnerabilities before they reach production, and access management that 

enforces least-privilege principles across the entire pipeline.

The design of an internal developer platform involves trade-offs between standardization and 

flexibility, between centralization and team autonomy, and between immediate utility and long-

term extensibility.  Excessive standardization frustrates teams whose use cases are not well 

served by the standard patterns. Excessive flexibility produces fragmentation and operational 

complexity. The most effective platforms provide opinionated defaults that work well for common 
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cases while permitting teams with specialized requirements to customize without breaking out of 

the platform entirely. The platform itself is a product, with its product engineering teams treated as 

customers,  with  feedback  loops  that  drive  continuous  improvement,  and  with  metrics  that 

measure platform quality and adoption.

28.3 Service Reliability Engineering

Service reliability engineering is the practice of operating digital systems at high reliability through 

engineering discipline rather than through manual operational vigilance. The core ideas, originally 

developed at internet-scale firms, have been adopted across major banks over the past decade. 

The fundamental concepts include service-level objectives that quantify the desired reliability of 

each service, error budgets that allow product teams to consume reliability for the purpose of 

feature delivery up to the point that the service-level objective is at risk, blameless post-incident 

reviews that focus on systemic causes rather than individual mistakes, automated remediation 

that allows systems to recover from common failures without human intervention, and the explicit 

separation of toil from engineering work, with toil defined as repetitive operational work that does 

not contribute to lasting improvements.

The application of these concepts to banking presents distinctive challenges. Banking systems 

must meet high reliability standards because financial services are fundamental to economic 

activity, and outages produce both immediate customer harm and broader consequences for 

confidence in the financial system. The error budget concept must be reconciled with regulatory 

expectations  of  system  availability,  with  the  service-level  objectives  often  calibrated  to  be 

consistent  with  the explicit  or  implicit  reliability  requirements  of  supervisory  authorities.  The 

cultural dimensions of reliability engineering, including the willingness to learn from failures rather 

than to attribute them to individuals, sometimes encounter resistance in banking cultures that 

have historically emphasized accountability through individual blame.

28.4 Observability

Observability is the property of systems that allows their internal state to be inferred from their 

external outputs. In modern distributed banking systems, observability has replaced the older 

paradigm of monitoring as the primary means by which operational teams understand system 

behavior. The shift reflects the increased complexity of banking systems, which now consist of 

hundreds or  thousands of  services with  intricate  interdependencies,  and the inadequacy of 

traditional monitoring approaches that depend on operators knowing in advance what conditions 

to watch for. Observability is built on three pillars: logs that record discrete events, metrics that 

quantify system behavior over time, and traces that follow individual requests across the services 

involved in their handling.
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Building  effective  observability  in  a  bank  requires  investment  in  instrumentation  across  the 

application portfolio, in tooling that aggregates and analyzes the resulting data, and in the skills of 

operational and engineering staff to use observability data effectively. The instrumentation should 

be standardized through libraries that make it  easy for application teams to emit  consistent 

telemetry. The tooling should provide both real-time dashboards for ongoing operations and ad-

hoc analysis capabilities for incident investigation and performance optimization. The skills should 

be developed through training, mentoring, and incident response practice. The leading banks 

have built observability platforms that compare favorably with those of leading technology firms, 

and  the  resulting  visibility  into  system  behavior  has  been  a  major  contributor  to  reliability 

improvements.

28.5 Data Platform Engineering

Data platform engineering is a specialized branch of platform engineering focused on the systems 

that collect, store, transform, and serve data within the bank. The data platform is among the most 

critical  infrastructure  in  a  modern  bank,  supporting  analytics,  machine  learning,  regulatory 

reporting, and operational decision-making. The components include data ingestion pipelines that 

bring data from operational systems into analytical environments, storage systems optimized for 

various  access  patterns,  transformation  frameworks  that  prepare  data  for  consumption, 

governance tooling that manages metadata and access, and serving layers that expose data to 

applications and analysts.

The design of a data platform involves choices about architecture, governance, and operational 

model.  The architectural  choices include whether to centralize data in a unified warehouse, 

distribute it in a data mesh, or follow a hybrid pattern. The governance choices include how data 

ownership is allocated, how quality is measured and enforced, and how access is controlled. The 

operational model choices include the division of responsibilities among central data engineering 

teams,  embedded data  engineers  in  product  teams,  and  data  consumers  themselves.  The 

institutions that have built effective data platforms have generally combined a clear architectural 

pattern with strong governance and an operational model that balances centralization with team 

autonomy.

28.6 Platform Security

Platform security  is  the  discipline  of  building  security  into  the  platforms  on  which  banking 

applications run, rather than relying on application teams to implement security correctly in each 

application.  The shift  reflects the recognition that  consistent  security  depends on consistent 

platforms, and that the most common security failures result from variations in security practice 

across applications rather than from sophisticated attacks. The platform security agenda includes 

secure default configurations for the infrastructure on which applications run, automated scanning 
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that  identifies  vulnerabilities  in  code and dependencies,  secrets  management  that  prevents 

credentials from being embedded in code or configuration, identity and access management that 

enforces least-privilege principles, network segmentation that limits the blast radius of security 

incidents, and runtime protection that detects and responds to anomalous behavior.

The implementation of platform security at scale is a substantial engineering effort. The required 

tools must integrate with the development workflow without creating friction that drives teams to 

circumvent them. The policies must be sufficiently nuanced to accommodate legitimate variation 

in application requirements while preventing genuine security violations. The exceptions process 

must be efficient enough to serve teams with valid exceptional needs while preventing the gradual 

erosion  of  security  through  accumulated  exceptions.  The  metrics  must  measure  both  the 

prevention of security incidents and the impact of security practices on engineering productivity. 

Banks that have invested seriously in platform security have produced measurable improvements 

in their security posture and have reduced the operational burden on application teams.

28.7 Platform Economics

Platform economics is the analysis of how platform investments produce returns to the bank. The 

analysis is more nuanced than the cost-benefit calculations applied to individual applications, 

because platforms produce their value through the productivity improvements of the teams that 

use them rather than through direct contribution to revenue or customer outcomes. The benefits 

accrue across the engineering organization, often diffusely, and may be difficult to attribute to 

specific platform investments. Despite these analytical  challenges, banks that have invested 

rigorously in measuring platform value have produced compelling cases for continued investment.

The  metrics  typically  used  in  platform  economic  analysis  include  developer  productivity, 

measured through delivery velocity and engineering employee satisfaction; system reliability, 

measured  through  availability  and  incident  frequency;  security  posture,  measured  through 

vulnerability  density  and incident  outcomes;  and total  cost  of  ownership,  measured through 

infrastructure costs and operational headcount per unit of capability. The integration of these 

metrics into a coherent platform value proposition supports investment decisions and allows 

platform teams to demonstrate their contribution. The institutions that have produced the most 

sophisticated platform economic analyses have generally been those that have invested most 

heavily in platforms, with the analytical capability and the investment thesis reinforcing each other.

28.8 Chapter Summary

Banking platform engineering has emerged as a critical discipline for institutions whose digital 

systems  operate  at  scale  comparable  to  leading  technology  firms.  The  internal  developer 

platform,  service  reliability  engineering,  observability,  data  platform  engineering,  platform 

security, and platform economics together constitute the agenda of modern platform engineering. 
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The investments required are substantial, but the returns, in terms of engineering productivity, 

system reliability,  and competitive positioning,  are commensurate.  The institutions that  treat 

platform engineering as a strategic discipline rather than as an operational function are positioning 

themselves to compete effectively in a market where digital quality is increasingly the primary 

differentiator.
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Chapter 29 — Payment Systems and Real-Time Money 
Movement

29.1 Introduction

Payments are the most visible and most frequently used banking service. Every day, billions of 

payment transactions move trillions of dollars through the global financial system, supporting 

commerce,  employment,  investment,  and  consumption.  The  payments  landscape  has 

transformed dramatically over the past two decades, from a system dominated by cash, checks, 

and slow electronic transfers to one increasingly characterized by instant, mobile, and embedded 

payment experiences. This chapter examines the architecture of modern payment systems, the 

technologies that enable real-time money movement, and the strategic implications for banks of 

payment innovation.

The economic importance of payments is difficult to overstate. Payment fees generate substantial 

revenue for banks and other payment intermediaries. Payment relationships are the foundation of 

customer engagement, with payment accounts serving as the gateway to other financial products. 

The data generated by payment transactions provides insight into customer behavior that informs 

credit decisions, fraud detection, and personalized marketing. The infrastructure of payments is 

among the most regulated and supervised areas of financial services, reflecting both the systemic 

importance of payment systems and the financial crime risks associated with money movement. 

The strategic importance of payments to banks cannot be reduced to any single dimension; it is 

the integration of these dimensions that makes payments central to banking strategy.

29.2 Payment System Architecture

Payment systems are layered architectures with several components. At the foundation are the 

central bank settlement systems that move money between bank reserve accounts. Above these 

are the inter-bank payment networks that batch and route payments between consumer-facing 

institutions. At the top are the consumer-facing payment products that customers experience 

directly.  Each  layer  has  its  own  design  considerations,  governance  arrangements,  and 

operational characteristics. The interactions between layers determine the overall behavior of the 

payment system, including its speed, reliability, cost, and user experience.

Modern payment system architectures vary significantly across countries, reflecting differences in 

regulatory choices, market structures, and technological histories. Some countries have built 

unified national payment infrastructure operated by the central bank or a public-sector entity, with 

private sector banks and fintech firms building consumer-facing services on top. Others have 

allowed multiple competing private-sector payment networks, with the central bank operating only 

the  underlying  settlement  layer.  Still  others  have  followed  hybrid  approaches,  with  public 
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infrastructure for some payment types and private infrastructure for others. The architectural 

choices  have  significant  consequences  for  the  cost,  speed,  and  competitive  dynamics  of 

payments in each country.

29.3 Real-Time Payment Systems

Real-time payment systems are payment infrastructures that complete fund transfers in seconds, 

with funds available for immediate use by recipients. The first modern real-time payment system, 

Faster Payments in the United Kingdom, launched in 2008. Subsequent implementations have 

expanded across Europe, Asia, North America, and Latin America. India's Unified Payments 

Interface, launched in 2016, has become the largest real-time payment system in the world by 

transaction  volume,  processing  more  than  ten  billion  transactions  per  month.  Brazil's  Pix, 

launched in 2020, has rapidly become the dominant payment method in that country, processing 

more than two billion transactions per month within four years of launch. Indonesia's BI-FAST, 

launched in 2021, is the country's response to the global trend toward real-time payments and has 

rapidly displaced legacy electronic transfer mechanisms.

The technical architecture of real-time payment systems includes several components. The core 

processing  engine  handles  message  validation,  account  verification,  fund  transfer,  and 

confirmation. The participant connectivity layer manages connections to participating banks. The 

proxy lookup service translates user-friendly identifiers like phone numbers or email addresses 

into bank account references. The fraud and sanctions screening layer applies risk controls in real 

time without unacceptably degrading transaction speed. The reporting and reconciliation layer 

supports operational oversight and regulatory reporting. The integration of these components into 

a system that operates twenty-four hours a day, seven days a week, with the reliability and 

security expected of payment infrastructure, is a substantial engineering accomplishment.

29.4 Cross-Border Payments

Cross-border payments have historically been one of the slowest, most expensive, and least 

transparent aspects of the global financial system. A typical international wire transfer costs the 

sender substantial fees, takes one to five business days to reach the recipient, provides limited 

visibility during processing, and may incur additional fees from intermediary banks that the sender 

did  not  anticipate.  The  pain  points  of  cross-border  payments  have  made  them a  focus  of 

innovation efforts, with multiple initiatives attempting to deliver the speed, transparency, and cost 

characteristics of domestic payments to cross-border use cases.

The initiatives include the modernization of  correspondent  banking through the SWIFT GPI 

program, which has improved the speed and visibility of traditional cross-border transfers; the 

establishment of new payment networks specifically for cross-border use, including services from 

fintech firms that have built proprietary payment rails; the connection of national real-time payment 
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systems  to  enable  cross-border  real-time  payments,  with  several  pilots  and  limited-scale 

deployments  operating;  and the application of  distributed ledger  technology to  cross-border 

settlement, including projects like JPMorgan's Onyx and various central bank digital currency 

initiatives. The most likely outcome is a continued multi-track evolution, with different initiatives 

serving different segments of the cross-border payment market.

29.5 Card Networks and Merchant Acceptance

Card payment networks remain dominant in many countries, particularly for consumer purchases 

at merchants and online. The major networks, including Visa, Mastercard, American Express, and 

various national networks, operate four-party systems involving cardholders, card-issuing banks, 

merchants, and merchant-acquiring banks. The networks themselves provide the infrastructure 

for  transaction  routing,  settlement,  and  dispute  resolution,  while  the  issuing  and  acquiring 

relationships are managed by banks. The economic model has produced substantial profits for all 

parties  in  the  system,  but  has  also  produced  dissatisfaction  among  merchants  who  pay 

interchange and acceptance fees that they perceive as excessive.

The card networks have been adapting to the changing payments landscape through several 

strategies. They have built tokenization services that protect card credentials when used in mobile 

wallets and online environments. They have invested in fraud prevention capabilities including 

behavioral analytics and machine learning models. They have expanded into adjacent services 

including business-to-business payments, fraud prevention as a service, and identity verification. 

They have made strategic investments and acquisitions in fintech firms whose technologies 

complement the card business. The competitive dynamics with real-time payment systems and 

fintech-led alternatives will shape the long-term evolution of card networks, with outcomes that will 

vary significantly across markets.

29.6 Payment Innovation in Indonesia

Indonesia's  payment  landscape  has  transformed  dramatically  over  the  past  decade.  The 

introduction  of  QRIS,  the  unified  national  QR  code  payment  standard,  in  2019  enabled 

interoperable mobile payments across all major payment platforms. The launch of BI-FAST in 

2021 provided a real-time inter-bank payment system that has rapidly replaced the older RTGS 

and SKN-BI mechanisms for retail use cases. The growth of e-money issued by both bank and 

non-bank operators has provided convenient payment options for unbanked and underbanked 

customers. The integration of these mechanisms with super-app platforms including Gojek, Grab, 

and Tokopedia has produced payment experiences that are among the most advanced in any 

major economy.

The implications for Indonesian banks have been substantial. Customer expectations for payment 

experiences  have  risen  rapidly,  putting  pressure  on  banks  to  invest  in  modern  payment 
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infrastructure. The economic models of payments have shifted, with revenue from traditional 

interchange  and  transfer  fees  declining  and  new  revenue  streams  from  payment-adjacent 

services growing. The competitive landscape has expanded to include not only other banks but 

also payment-focused fintech firms and the financial services arms of super apps. The strategic 

responses of Indonesian banks have varied, with leading institutions investing heavily in modern 

payment capabilities and partnering with fintech firms to extend their reach, while less progressive 

institutions have lost share in payment volume and customer engagement.

29.7 Future of Payments

The future of payments will be shaped by several converging trends. Real-time payments will  

continue to expand globally, with most major economies operating real-time domestic systems by 

the end of the decade and cross-border real-time payments becoming increasingly common. 

Embedded payments  will  further  blur  the  boundary  between payment  experiences  and  the 

commercial activities they support, with the explicit payment moment continuing to recede from 

user attention. Programmable money, including stablecoins and central bank digital currencies, 

will introduce new payment forms with capabilities including conditional execution and automated 

reconciliation. Artificial intelligence will improve fraud prevention, enable personalized payment 

experiences, and support payment initiation by autonomous agents.

These trends produce both opportunities and challenges for banks. The opportunities include new 

revenue  streams  from  payment-adjacent  services,  deeper  customer  relationships  through 

payment  data  and engagement,  and competitive  advantages for  banks that  build  the  most 

effective payment capabilities. The challenges include erosion of traditional payment revenue as 

fees compress under regulatory and competitive pressure, increased operational complexity as 

the payment portfolio expands across multiple modalities, and competitive pressure from non-

bank payment providers including fintech firms, technology platforms, and new forms of digital 

money. The institutions that prosper in this environment will be those that invest in payment 

capabilities as a core strategic priority rather than treating payments as a cost center to be 

minimized.

29.8 Chapter Summary

Payment systems are critical infrastructure for both the financial system and individual banks. The 

architecture of payment systems, the rise of real-time payments, the persistent challenges of 

cross-border payments, the evolution of card networks, and the rapid innovation in markets like 

Indonesia together constitute the contemporary payments landscape. Looking ahead, real-time 

payments, embedded payments, programmable money, and AI-enhanced payment experiences 

will  continue  to  reshape  the  payments  business.  Banks  that  invest  seriously  in  payment 

capabilities will  be positioned to maintain payment leadership; those that treat payments as 
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commodity infrastructure will be competed against by institutions and firms that take payments 

more seriously.
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Chapter 30 — Wealth Management in the Algorithmic Age

30.1 Introduction

Wealth management is the set of services through which banks help individuals and families build, 

preserve,  and  transfer  wealth  across  generations.  The  wealth  management  business  has 

historically been characterized by personal advisor relationships, bespoke service delivery, and 

significant  client  investment  minimums  that  have  made  it  accessible  primarily  to  affluent 

customers. Over the past decade, the wealth management business has been transformed by 

digital technologies that have enabled the delivery of sophisticated investment services to mass-

market customers, the augmentation of human advisors with digital tools, and the development of 

entirely new service models that did not exist a generation ago. This chapter examines these 

transformations and their implications for banks and customers.

The economic significance of wealth management to banks varies by institution and country. For 

private banks and wealth-focused institutions, wealth management is the core business and the 

primary source of revenue. For universal banks, wealth management is an important business line 

that contributes meaningfully to revenue and provides access to affluent customers whose other 

financial  relationships  are  valuable.  For  retail-focused  institutions,  wealth  management  is 

increasingly a strategic priority as banks seek to deepen relationships with customers as their 

wealth accumulates. The diversity of strategic positions makes wealth management a particularly 

interesting case study in how digital transformation is reshaping financial services.

30.2 The Robo-Advisor Phenomenon

Robo-advisors are digital investment management services that use algorithms to construct and 

manage investment portfolios, typically with minimal human involvement. The first robo-advisors 

launched in the United States in 2008 and 2009, initially serving small numbers of customers with 

modest  balances.  Over the subsequent  fifteen years,  robo-advisors have grown to manage 

hundreds of billions of dollars globally, with some platforms serving millions of customers. The 

growth has been driven by lower fees compared to traditional advisory services, lower investment 

minimums that make services accessible to mass-market customers, digital experiences that 

match the expectations of younger demographics, and tax-loss harvesting and other algorithmic 

services that produce measurable returns improvements.

The  competitive  response  from  incumbent  wealth  managers  has  evolved  over  time.  Initial 

responses included dismissal of robo-advisors as unsophisticated services serving customers 

who were not the target market for traditional wealth management. As robo-advisors grew and 

demonstrated genuine customer value, incumbents launched their own robo-advisor offerings, 

often as separate brands or as services bundled with traditional advisory relationships. The most 

sophisticated incumbents have integrated robo-advisor capabilities with human advisor services, 
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providing hybrid offerings that combine algorithmic portfolio management with human advice on 

more  complex  topics.  The  competitive  landscape  continues  to  evolve,  with  the  boundaries 

between robo-advisors, traditional advisors, and integrated services blurring.

30.3 The Augmented Advisor

The augmented  advisor  model  uses  digital  tools  to  extend  the  capability  of  human wealth 

advisors. The premise is that human judgment, empathy, and relationship management remain 

valuable even as algorithmic capabilities grow, and that the most effective wealth management 

combines human and algorithmic strengths. The digital tools used to augment advisors include 

client  relationship  management  systems that  organize  the  advisor's  interactions  and  tasks, 

financial  planning platforms that  model  client  situations and recommended actions,  portfolio 

analytics that surface insights and opportunities, communication tools that support efficient client 

engagement, and increasingly artificial intelligence assistants that prepare for client meetings, 

draft communications, and surface relevant information.

The  transformation  of  the  advisor  role  has  been  substantial.  Time  previously  spent  on 

administrative tasks has been redirected toward client engagement and complex advice. The 

information advantage of advisors over their clients has eroded as clients have gained access to 

digital tools, requiring advisors to deliver value through synthesis, judgment, and relationship 

rather than information access. The economic model has been pressured as fee structures have 

compressed  under  competitive  pressure  from  lower-cost  alternatives.  The  most  successful 

advisors have adapted by deepening their value-added activities and by serving more clients 

more effectively through digital leverage. Banks that support advisors with the strongest digital 

capabilities have produced superior results in advisor productivity and client outcomes.

30.4 Personalization at Scale

Personalization at scale is the application of data and algorithms to deliver wealth management 

experiences tailored to individual customers, while serving the customer base at scale. The 

capability is increasingly important as wealth management extends to mass-market customers 

who require service economics that traditional bespoke models cannot support. The components 

of personalization include customer segmentation that identifies patterns in needs and behaviors, 

recommendation  engines  that  surface  relevant  products  and  content,  communication 

personalization that adapts messaging to individual contexts, life event detection that triggers 

appropriate engagement, and goal-based planning that grounds advice in customer objectives 

rather than abstract financial metrics.

The data foundations of personalization include both structured data from banking systems and 

unstructured data from various engagement channels. The integration of these data sources into 

a unified customer view is a substantial engineering challenge, complicated by data governance 
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requirements  and  privacy  regulations.  The  algorithmic  foundations  include  both  classical 

statistical methods and modern machine learning approaches, with the choice depending on the 

use case and the organizational  capability  to  develop and maintain  models.  The execution 

foundations  include  the  technical  infrastructure  to  deliver  personalized  experiences  across 

channels and the organizational processes to govern and improve personalization over time. 

Banks  that  have  built  strong  personalization  capabilities  have  produced  measurable 

improvements in customer engagement, product penetration, and customer satisfaction.

30.5 Artificial Intelligence in Wealth Management

Artificial intelligence applications in wealth management span the spectrum from administrative 

automation to investment intelligence. Administrative applications include automated meeting 

preparation, document generation, and compliance monitoring, all of which reduce the operational 

burden  on  advisors  and  clients.  Engagement  applications  include  personalized  content 

recommendations,  conversational  interfaces,  and  proactive  outreach  triggered  by  relevant 

events.  Investment  applications include portfolio  construction algorithms,  market  intelligence 

synthesis, and tax optimization. Compliance applications include trade surveillance, suitability 

monitoring, and regulatory reporting. The cumulative effect of these applications, when deployed 

thoughtfully,  is  significant  improvement  in  both  the  efficiency  and  the  quality  of  wealth 

management services.

The deployment of AI in wealth management requires careful attention to several considerations. 

The fiduciary responsibilities of wealth managers create heightened expectations of explainability 

and accountability, with regulatory authorities increasingly focused on how AI is used in advice. 

The personalized nature of wealth management requires that AI systems be trained and validated 

on data that reflects the diversity of customer situations rather than producing recommendations 

that work well only for the average customer. The trust foundations of wealth management require 

that AI be deployed in ways that strengthen rather than undermine the trust between clients and 

the institution. The institutions that have made the most progress with AI in wealth management 

have generally  combined technical  capability  with  disciplined attention to  these governance 

considerations.

30.6 Digital Wealth in Indonesia

The Indonesian wealth management market has historically been concentrated in a small affluent 

segment served by a limited number of banks and asset managers. The digital transformation of 

wealth management has expanded the addressable market substantially. Reksadana and other 

investment products are now accessible through digital platforms with low minimum investments, 

enabling mass-market  participation.  The fintech ecosystem has produced multiple  platforms 

competing on user experience and product range. The traditional banks have responded with their 
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own digital wealth offerings, often integrated with their broader digital banking experiences. The 

result is a wealth management market that is much larger and more dynamic than it was a decade 

ago.

The implications for the Indonesian banking industry are still unfolding. The expansion of the 

addressable  market  is  positive  for  the  industry  as  a  whole.  The  competitive  intensity  has 

compressed margins and required investment in digital capabilities. The customer expectations 

established by leading platforms have raised the standard that all participants must meet. The 

strategic  positions  available  to  Indonesian  banks  include  scale-based  competition  that 

emphasizes  product  breadth  and  brand  trust,  niche-based  competition  that  targets  specific 

customer segments with tailored offerings, partnership-based approaches that leverage fintech 

capabilities,  and  platform-based  approaches  that  aim  to  serve  as  the  wealth  management 

platform for other institutions. The choices made over the next several years will  shape the 

structure of Indonesian wealth management for the next generation.

30.7 The Generational Wealth Transfer

The coming decades will witness the largest intergenerational wealth transfer in history, with tens 

of trillions of dollars passing from older generations to their heirs in major economies. The wealth 

transfer  creates both  opportunities  and challenges for  banks.  The opportunities  include the 

chance to retain and deepen relationships with the next generation of wealth holders, who will  

require services that  match their  preferences and expectations.  The challenges include the 

historical  inability  of  wealth  managers  to  retain  client  relationships  through  generational 

transitions, with substantial proportions of inherited wealth moving to different institutions following 

the transfer.

The strategic responses to the wealth transfer  require attention to several  dimensions.  The 

relationship dimension involves engaging with the heirs of current clients before the transfer, 

building independent relationships that can sustain the transition. The product dimension involves 

offerings that match the values and preferences of younger generations, including sustainable 

investment options and digital-first experiences. The advisor dimension involves the development 

of advisor populations whose demographic characteristics and communication styles match those 

of  younger  clients.  The  technology  dimension  involves  digital  capabilities  that  meet  the 

expectations established by leading consumer technology firms. The institutions that succeed in 

retaining wealth across the generational transition will be those that begin preparing now rather 

than treating the transfer as an event that will arrive in the future.

30.8 Chapter Summary

Wealth management  is  being reshaped by digital  technologies,  algorithmic capabilities,  and 

shifting customer expectations. Robo-advisors have established new market positions and forced 
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incumbents  to  respond.  The  augmented  advisor  model  combines  human  and  algorithmic 

strengths in service delivery. Personalization at scale is enabling the extension of sophisticated 

services to mass-market customers. Artificial intelligence is transforming both the back office and 

the client  experience of  wealth management.  Markets like Indonesia are experiencing rapid 

expansion as digital platforms make wealth services accessible to broader populations. The 

coming  generational  wealth  transfer  will  test  the  durability  of  client  relationships  across 

generational transitions. The institutions that navigate these dynamics most effectively will be 

those that combine strategic clarity with substantial investment in digital capabilities.
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Chapter 31 — Corporate and SME Banking Transformation

31.1 Introduction

Corporate  and  small-to-medium  enterprise  banking  serve  businesses  with  their  financing, 

payment,  and  treasury  needs.  The  customer  base  ranges  from  sole  proprietors  and 

microenterprises with modest banking requirements to multinational corporations whose treasury 

operations rival those of mid-sized banks. The product portfolio includes lending in many forms, 

deposit and account services, payment and cash management, trade finance, foreign exchange, 

and various specialized services. The business has been a stable and significant source of bank 

revenue and profit,  though the margins and competitive dynamics vary substantially  across 

customer segments. The digital transformation of corporate and SME banking has lagged that of 

retail banking, but is now accelerating, with substantial implications for banks and their business 

customers.

The lag in digital transformation reflects several factors. Corporate and SME banking products are 

more complex than retail  products,  with relationship managers,  credit  analysts,  and various 

specialists involved in service delivery. The customer relationships are deeper and more durable 

than retail relationships, with switching costs that limit the urgency of digital transformation. The 

technology infrastructure supporting corporate and SME banking is often older and more deeply 

embedded in existing operations than retail infrastructure. The competitive pressure from fintech 

firms and platform-based providers has been less intense in corporate banking than in retail. 

These factors have allowed banks to defer digital transformation in corporate and SME banking, 

but the deferral cannot continue indefinitely as customer expectations and competitive dynamics 

evolve.

31.2 Digital Lending Transformation

Digital lending transformation reshapes the credit decisioning and origination processes that have 

historically  been  among  the  most  labor-intensive  and  time-consuming  aspects  of  business 

banking.  The  traditional  process  involves  the  customer  providing  extensive  financial 

documentation, the bank performing manual analysis of the materials, the bank making credit 

decisions through committees that may involve multiple levels of approval, and the bank executing 

the loan documentation process with extensive paperwork. The cycle from initial application to 

funded  loan  typically  takes  weeks  or  months.  The  digital  transformation  of  this  process 

compresses the cycle to days or even hours, while improving the quality of credit decisions and 

the customer experience.

The components of digital  lending transformation include data integration that pulls financial 

information directly from accounting systems, banking transactions, and other digital sources 

rather than requiring manual document collection; algorithmic credit decisioning that supplements 
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or replaces manual analysis with statistical models that have been validated on historical data; 

workflow automation that orchestrates the various steps of the lending process across systems 

and stakeholders; digital documentation including electronic signatures and digital contracts that 

eliminate the paper-based execution process; and continuous monitoring that tracks borrower 

performance and identifies emerging issues before they become defaults. The integration of these 

components  into  a  coherent  digital  lending  capability  is  a  substantial  undertaking,  but  the 

productivity and customer experience benefits justify the investment for institutions serious about 

competitive positioning in business banking.

31.3 SME Banking and Embedded Finance

Small-to-medium enterprise banking has been particularly affected by embedded finance trends. 

SMEs increasingly access banking services through software platforms that they use to run their 

businesses, including accounting software, e-commerce platforms, and payment processors. 

These platforms embed banking services including payments, lending, and account services into 

their offerings, often in partnership with banks that provide the underlying capabilities. For the 

SME customer, the experience is integrated banking services available within the software they 

already use, rather than separate banking relationships requiring separate logins and processes.

The competitive implications for banks are significant. Banks that partner effectively with platforms 

gain access to SME customers at lower acquisition costs than direct marketing, with embedded 

data flows that improve credit decisioning and customer engagement. Banks that fail to partner 

with platforms risk losing relevance with SME customers as their banking experience moves to 

platforms operated by other institutions. The strategic choices for banks include the spectrum from 

full embedded finance enablement, with banks providing white-labeled banking capabilities to 

many platforms, to selective partnerships with strategically important platforms, to focus on direct 

customer relationships with reduced reliance on platform partnerships.  The optimal  strategy 

depends on bank characteristics including scale, capabilities, and customer mix, but no major 

SME bank can afford to ignore embedded finance entirely.

31.4 Treasury and Cash Management Modernization

Treasury and cash management services support corporate customers in managing their cash 

flows, liquidity, and financial risk. The services include account services, payment and collection, 

liquidity management, working capital optimization, and various specialized capabilities for multi-

entity,  multi-currency,  or  complex  situations.  The  customers  range  from  medium-sized 

businesses with relatively simple needs to multinational corporations whose treasury operations 

involve thousands of accounts across dozens of countries. The market is characterized by deep 

banking relationships, substantial fee revenues, and complex technology integration.
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The modernization of treasury and cash management services involves several elements. The 

customer-facing portals are being redesigned with consumer-grade user experience standards, 

replacing the often-frustrating legacy interfaces that have characterized corporate banking. The 

integration capabilities are being enhanced through APIs that connect bank services directly to 

customer enterprise resource planning and treasury management systems, eliminating manual 

data transfer. The analytics capabilities are being expanded to provide customers with richer 

insights  into  their  financial  operations.  The  product  breadth  is  being  extended  to  include 

capabilities that were previously available only through specialized providers, including foreign 

exchange management, working capital financing, and supply chain finance. The institutions that 

have made the most progress in treasury and cash management modernization have produced 

measurable improvements in customer satisfaction and competitive win rates.

31.5 Trade Finance Digitization

Trade finance is the set of services that support international trade, including letters of credit, 

documentary collections, supply chain finance, and various other instruments. The business has 

historically been among the most paper-intensive and operationally complex areas of banking, 

with transactions involving multiple banks, exporters, importers, shippers, customs authorities, 

and other  parties,  each producing  and processing documents  that  must  be  reconciled  and 

verified. The digitization of trade finance has been discussed for decades but has progressed 

slowly because of the difficulty of coordinating change across the many parties involved in trade 

transactions.

Recent progress has been more substantial. Industry initiatives including the Marco Polo Network 

and the Trade Information Network have produced shared digital infrastructure for trade finance 

transactions. Distributed ledger technology has been applied to specific trade finance use cases, 

with  mixed  results  but  some  genuine  successes  in  particular  corridors  and  product  types. 

Standardization  efforts  have  produced  common  formats  for  trade  documents  that  enable 

interoperability across institutions. Government-led initiatives in countries including Singapore, 

the  United  Kingdom,  and  the  United  Arab  Emirates  have  produced  legal  and  regulatory 

frameworks  that  support  electronic  trade  documents.  The  cumulative  effect  is  meaningful 

progress, though full digitization of trade finance remains a long-term aspiration rather than an 

imminent reality.

31.6 Corporate Banking Platforms

Corporate banking platforms are integrated digital experiences that provide corporate customers 

with unified access to the full range of bank services. The platforms have replaced the previous 

pattern of separate applications for different products, with their own logins, user experiences, and 

data models. The platform approach reduces operational friction for customers, provides better 
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visibility  into  the  bank  relationship,  enables  more  sophisticated  analytics,  and  supports  the 

integration of  bank services with customer systems. The development of  corporate banking 

platforms is a substantial engineering undertaking, with leading institutions investing hundreds of 

millions of dollars in platform capabilities.

The design considerations for corporate banking platforms include the breadth of products and 

services covered, the depth of integration with each product, the personalization of experiences 

for different customer segments and roles, the integration with customer systems through APIs 

and other channels, the analytics and insights provided to customers, the workflow capabilities 

that orchestrate complex processes, and the security and compliance features that the corporate 

context demands. The institutions that have built the strongest corporate banking platforms have 

generally followed multi-year roadmaps that have integrated capabilities progressively rather than 

attempting  comprehensive  replacement.  The  platforms have  become significant  competitive 

differentiators, with corporate customers increasingly making banking selection decisions based 

partly on platform quality.

31.7 Indonesian Corporate Banking Trends

Indonesian corporate banking is undergoing transformation that combines elements of global 

trends with country-specific characteristics. The country's large and growing corporate sector 

creates substantial demand for banking services. The presence of major state-owned banks 

alongside private  banks and foreign bank branches produces a competitive  landscape that 

combines scale advantages with specialized expertise. The growth of the Indonesian SME sector 

creates opportunities for banks that can serve smaller businesses effectively. The integration of 

Indonesian businesses into regional and global supply chains creates demand for sophisticated 

trade  finance  and  cross-border  services.  The  leading  Indonesian  banks  have  invested 

substantially in corporate banking digital capabilities, with services that compare favorably to 

those of regional competitors.

The strategic challenges for Indonesian banks in corporate banking include the modernization of 

legacy systems that often constrain the quality of digital experiences, the development of analytics 

and decisioning capabilities that match those of leading global institutions, the integration with 

customer systems that requires modern API capabilities, and the talent strategy required to build 

and operate sophisticated corporate banking platforms. The banks that address these challenges 

most effectively will be positioned to win share in a corporate banking market that is growing both 

in size and in customer expectations. The banks that lag will face competitive pressure from both 

domestic and international competitors that are investing more aggressively.

31.8 Chapter Summary
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Corporate and SME banking is undergoing a digital transformation that lagged retail banking but is 

now accelerating.  Digital  lending compresses the cycle from application to funded loan and 

improves credit decisioning quality. SME banking is increasingly delivered through embedded 

finance partnerships with software platforms. Treasury and cash management services are being 

modernized with consumer-grade user experiences and deep system integration. Trade finance 

digitization is progressing through industry initiatives and government support. Corporate banking 

platforms are becoming significant competitive differentiators. Indonesian corporate banking is 

experiencing the global trends with country-specific characteristics. The institutions that invest 

seriously in corporate and SME banking transformation are positioning themselves to maintain 

leadership; those that defer the investment are accumulating competitive disadvantage that will 

become increasingly difficult to overcome.
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Chapter 32 — Building the AI-Native Bank

32.1 Introduction

The  AI-native  bank  is  an  institution  whose  operations,  products,  and  culture  have  been 

fundamentally restructured around artificial intelligence capabilities. It is distinct from a traditional 

bank that has added AI features to its existing operations, in the same way that a digital-native 

bank is distinct from a traditional bank with digital channels. The AI-native bank is a hypothetical 

construct as of this writing, with no major bank having completed the transformation, but elements 

of the construct are visible in leading institutions. This chapter examines what it means to build an 

AI-native bank and considers the strategic, organizational, and technical implications.

The motivation for the AI-native concept is the observation that AI capabilities, when deployed at 

sufficient scale and integrated sufficiently deeply, produce qualitative changes in what banks can 

do for customers, how efficiently they can operate, and how they compete with each other. The 

cumulative  effect  of  these changes is  significant  enough that  institutions  that  have built  AI 

capabilities deeply will  operate fundamentally differently from those that have layered AI on 

existing  operations.  The strategic  question  for  bank leaders  is  whether  to  pursue AI-native 

transformation as an explicit goal, recognizing that the path is long and the destination uncertain, 

or to pursue incremental AI deployment within existing operating models, recognizing that the 

cumulative position may eventually be insufficient to compete with AI-native peers.

32.2 The AI-First Product Mindset

The AI-first product mindset starts product design from the question of what AI makes possible, 

rather than from the question of how AI can improve existing products. The distinction is not 

merely semantic.  A traditional  product  that  is  improved with AI  features tends to retain the 

structure of the original product, with AI capabilities added as enhancements. An AI-first product is 

structured  around  what  is  uniquely  possible  when  AI  is  the  foundation,  often  producing 

experiences that would be infeasible without AI. The differences manifest in user interfaces, data 

models, business logic, and the relationships between the product and other elements of the 

bank's operations.

Examples of AI-first products in banking include conversational interfaces that handle the full 

range of  customer  interactions,  including  complex  transactions  and  advisory  conversations; 

proactive  financial  wellness  services  that  anticipate  customer  needs  and  surface  relevant 

guidance without explicit customer requests; autonomous financial management that executes 

financial transactions and decisions on behalf of customers within delegated parameters; and 

dynamic  credit  products  that  adjust  terms  continuously  based  on  changing  customer 

circumstances rather than following discrete contract amendments. These products are not yet 

widespread, and their commercialization presents both technical and business model challenges, 
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but they illustrate what AI-first product thinking can produce. The institutions that pursue AI-first  

products most aggressively are accumulating capabilities and learnings that will be difficult for 

slower competitors to replicate.

32.3 The AI-Augmented Workforce

The AI-augmented workforce is one in which every employee uses AI tools to perform their work 

more effectively. The concept is broader than the deployment of AI for specific use cases; it 

envisions AI as a general-purpose productivity tool that pervades the working environment in 

ways analogous to personal computers, email, and search engines in earlier eras. The realization 

of this vision requires technical capabilities including AI tools that are useful across the diverse 

work  performed in  banks,  organizational  capabilities  including the  training  and support  that 

enables effective tool  use,  and cultural  capabilities  including the willingness to  integrate  AI 

assistance into work practices.

The transformation of work patterns is significant when AI augmentation is deployed effectively. 

Tasks that previously consumed substantial time, including drafting, summarizing, researching, 

and analyzing, are accelerated to the point that their cost falls substantially. The composition of 

work  shifts  toward higher-value activities  that  AI  cannot  perform alone,  including judgment, 

relationships, and creative problem-solving. The skills required of employees evolve, with new 

capabilities including effective AI collaboration becoming important. The organizational structures 

may evolve as the productivity of individuals increases and the boundaries between roles become 

more fluid. The institutions that have invested in AI augmentation as a workforce strategy have 

produced  productivity  improvements  that  are  difficult  to  match  through  traditional  efficiency 

programs.

32.4 The AI Operating Model

The AI operating model is the way an institution organizes itself to develop, deploy, and govern AI 

capabilities. It includes the structure of AI-related teams, the processes for AI initiatives, the 

technology infrastructure for AI development and operation, the data foundations that support AI 

applications, and the governance arrangements that ensure responsible use of AI. The operating 

model determines how effectively the institution can translate AI investment into business value, 

and it is among the most important strategic choices facing bank leadership.

Several  patterns  of  AI  operating  model  are  observable  in  banks.  The  centralized  model 

concentrates AI capabilities in dedicated teams that serve the rest  of  the organization.  The 

federated model embeds AI capabilities in business units, with central coordination but distributed 

execution. The hybrid model combines a central platform and capability development function with 

embedded AI specialists in business units. The integrated model treats AI as a general capability 

deployed by all engineering and analytics teams rather than as a specialized function. Each 
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pattern has advantages and disadvantages, and the optimal pattern for any given institution 

depends on its size, complexity, and strategic priorities. The institutions that have deployed AI 

most effectively have generally evolved their operating models over time as their capabilities and 

ambitions have matured.

32.5 AI Infrastructure

AI infrastructure is the technology foundation that supports AI development and deployment at 

scale. The components include compute resources for training and inference, with the special-

purpose hardware that modern AI requires; data infrastructure that supplies the training and 

operational data that AI applications need; experimentation platforms that allow data scientists to 

develop  and  validate  models  efficiently;  deployment  infrastructure  that  operates  models  in 

production with the reliability that banking demands; monitoring infrastructure that tracks model 

behavior  and  detects  problems;  and  the  various  tools  and  services  that  support  these 

components.

The build of AI infrastructure is a substantial engineering undertaking that combines specialized AI 

requirements  with  the more general  requirements  of  banking technology infrastructure.  The 

institutions that have built the most effective AI infrastructure have generally combined leading-

edge AI tooling with the discipline and resilience that banking technology requires. The decisions 

involve significant trade-offs, including build versus buy choices for various components, public 

cloud versus private infrastructure decisions for specific workloads, and centralization versus 

distribution choices for development environments. The infrastructure supports both current AI 

capabilities and the foundation for future capabilities, and the choices made today will constrain or 

enable the AI possibilities of the next decade.

32.6 Governance for AI-Native Banking

Governance  for  AI-native  banking  extends  traditional  banking  governance  to  address  the 

distinctive characteristics of AI-driven operations. The traditional governance topics, including risk 

management, compliance, audit, and oversight, all require adaptation to address AI applications. 

Additional governance topics specific to AI include model risk management, ethical use of AI, 

transparency and explainability, fairness across demographic groups, and the management of AI-

related  concentration  risks.  The  integration  of  these  governance  elements  into  a  coherent 

framework is among the most important tasks facing the boards and senior leadership of banks 

pursuing AI-native transformation.

The governance arrangements typically include board-level oversight of AI strategy and risk; 

executive-level committees that integrate AI considerations into business decisions; specialized 

functions  including  model  risk  management  and  AI  ethics  that  provide  expert  oversight; 

compliance and audit functions that include AI-specific procedures; and the various policies, 
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standards, and controls that operationalize governance principles. The institutions that have built 

the most mature AI governance have generally invested deliberately in governance capabilities 

alongside their AI development capabilities, recognizing that the value of AI is constrained by the 

trust that customers, employees, regulators, and the public have in the institution's responsible 

deployment of AI.

32.7 The Path to AI-Native

The path to AI-native banking is a multi-year transformation that requires sustained leadership 

commitment, substantial investment, organizational change, and cultural development. The path 

cannot be reduced to a simple sequence of steps because the transformation must be adapted to 

the specific characteristics and starting position of each institution. Common elements observable 

in institutions making the most progress include early and sustained leadership commitment that 

signals the strategic priority of AI; substantial investment in AI capabilities, infrastructure, and 

talent;  organizational  change that  brings AI  capabilities close to the businesses they serve; 

cultural development that supports the experimentation and learning that AI deployment requires; 

and governance arrangements that build trust in responsible AI use.

The risks of pursuing AI-native transformation include the possibility that the investment will not 

produce commensurate returns, the operational disruptions that significant change can cause, the 

talent risks if key AI specialists depart, and the regulatory risks if AI deployment encounters 

unanticipated supervisory concerns. These risks are real but must be weighed against the risks of 

failing  to  pursue AI-native  transformation  in  an environment  where  leading competitors  are 

investing aggressively. The strategic conclusion that emerges for most major banks is that some 

path toward AI-native operations is unavoidable, with the only real choices being the pace of 

transformation and the specific approach pursued. The institutions that make these choices most 

thoughtfully are positioning themselves for the next decade of competitive dynamics.

32.8 Chapter Summary

The  AI-native  bank  is  a  future  construct  toward  which  leading  institutions  are  moving, 

characterized by the deep integration of AI into products, operations, workforce, and governance. 

The  AI-first  product  mindset,  the  AI-augmented  workforce,  the  AI  operating  model,  AI 

infrastructure, AI governance, and the multi-year path to transformation together constitute the 

agenda of  becoming AI-native.  The transformation is  substantial,  the path  is  long,  and the 

destination uncertain, but the strategic position of institutions that pursue the transformation 

aggressively is meaningfully different from those that pursue incremental AI within traditional 

operating models. The next decade will reveal which institutions have made the most successful 

AI-native transformations and what the resulting competitive landscape will look like.
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Chapter 33 — Operational Resilience and Business 
Continuity

33.1 Introduction

Operational resilience is the capacity of a bank to continue delivering critical services through 

disruptions of various kinds, including technology failures, cyber attacks, natural disasters, third-

party failures, pandemics, and other events that may affect operations. The concept has gained 

substantial regulatory and management attention over the past decade as the dependence of 

banks on complex technology systems and external service providers has grown, and as the 

experience of various disruption events has highlighted the importance of resilience. Operational 

resilience is now a mandatory regulatory expectation in most major jurisdictions, with specific 

requirements for resilience programs, testing, and reporting.

The motivation for the regulatory focus on operational resilience reflects several considerations. 

The  systemic  importance  of  banks  means  that  disruptions  to  banking  services  have 

consequences beyond the affected institutions, including effects on commerce, employment, and 

financial  stability.  The  complexity  of  modern  banking  operations  means  that  traditional 

approaches to disaster recovery, focused on restoring individual systems, are inadequate to 

address the realistic disruption scenarios that banks face. The interdependencies among banks, 

third-party service providers, and other institutions mean that resilience requires coordination 

across the financial ecosystem. The pace of change in banking technology means that resilience 

programs must be continuously updated rather than treated as periodic exercises.

33.2 Critical Service Identification

Critical service identification is the foundational step in operational resilience programs. The 

exercise identifies the services that banks provide whose disruption would cause significant harm 

to customers, the financial system, or the bank itself. The services typically include payment 

processing, deposit access, lending, trading, and various other capabilities depending on the 

bank's business mix. The identification of critical services determines the scope of subsequent 

resilience activities, including impact tolerance setting, dependency mapping, scenario testing, 

and investment prioritization.

The methodology for critical  service identification combines top-down strategic analysis with 

bottom-up operational analysis. The top-down analysis considers the bank's strategic position, 

customer commitments, regulatory expectations, and broader systemic considerations to identify 

the services whose disruption would have the most significant consequences. The bottom-up 

analysis  examines specific  services to  assess customer impact,  financial  impact,  regulatory 

implications, and operational complexity. The integration of these perspectives produces a list of 
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critical services that has the consistency and credibility required for effective resilience programs. 

The list is reviewed periodically as the business and operating environment evolves.

33.3 Impact Tolerance

Impact tolerance is the maximum level of disruption to a critical service that a bank is willing to 

accept  before  considering  the  disruption  to  have  caused  unacceptable  harm.  The  concept 

replaces the traditional notion of recovery time objectives with a more nuanced specification that 

includes the duration of disruption, the severity of impact, and the conditions under which the 

impact is measured. Impact tolerances are typically expressed in terms that can be measured 

during actual  disruptions,  allowing the bank to  assess in  real  time whether  its  response is 

succeeding in keeping disruption within acceptable bounds.

The setting of impact tolerances is a senior management responsibility that requires balancing 

multiple considerations. The customer protection dimension considers the harm that customers 

would suffer from various disruption scenarios. The financial dimension considers the direct and 

indirect  financial  consequences  of  disruptions.  The  regulatory  dimension  considers  the 

expectations of supervisory authorities. The operational dimension considers what is realistically 

achievable  given  current  capabilities  and  reasonable  investment.  The  strategic  dimension 

considers how impact tolerances align with the bank's positioning and customer commitments. 

The  integration  of  these  considerations  produces  impact  tolerances  that  are  sufficiently 

demanding to drive meaningful resilience investments while remaining realistic given current 

capabilities.

33.4 Dependency Mapping

Dependency mapping documents the elements on which critical  services depend,  including 

internal  technology  systems,  internal  operational  processes,  external  service  providers, 

supporting infrastructure, and the people and skills required to operate the services. The mapping 

is a substantial undertaking in modern banks because the dependency networks are complex, 

with  critical  services  often  depending  on  hundreds  or  thousands  of  distinct  elements.  The 

completeness  of  the  mapping  is  particularly  important  because  dependencies  that  are  not 

identified cannot be considered in resilience planning, and surprise dependencies are a common 

feature of actual disruption events.

The maintenance of dependency mappings is as important as their initial creation. Dependencies 

change continuously as systems are modified, providers are added or removed, and operational 

processes evolve. Mappings that are not maintained become outdated quickly, with the result that 

resilience planning is  based on incorrect  assumptions about  the current  state.  The leading 

practices include integrating dependency mapping with the change management processes that 

govern modifications to systems and operations, ensuring that changes update the mapping 
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rather than creating discrepancies.  The investment in dependency mapping infrastructure is 

substantial but is justified by the resilience benefits and increasingly by regulatory requirements 

that mandate accurate and current dependency information.

33.5 Third-Party Risk Management

Third-party risk management is a critical component of operational resilience because banks 

depend  extensively  on  external  providers  for  technology,  services,  and  capabilities.  The 

dependence  creates  risks  that  cannot  be  fully  managed  through  traditional  contractual 

arrangements alone. The third parties whose failure or compromise could affect the bank include 

cloud computing providers, software vendors, financial market infrastructure, payment networks, 

and various other institutions. The concentration of certain functions among small numbers of 

providers, particularly for cloud computing and certain specialized financial services, creates 

concentration risks that are increasingly recognized as systemic concerns.

Effective third-party risk management combines several practices. Provider selection considers 

operational resilience as a criterion alongside cost, capability, and other factors. Contractual 

arrangements include resilience requirements, audit rights, and incident notification obligations. 

Ongoing oversight includes monitoring of provider performance, periodic assessments of provider 

capabilities,  and  participation  in  industry  forums  where  provider  issues  are  discussed. 

Contingency planning addresses what the bank would do if a provider failed, including alternative 

arrangements that could be activated if needed. Stress testing exercises consider scenarios in 

which  significant  providers  experience  disruptions,  with  bank  responses  validated  through 

realistic exercises. The integration of these practices into a coherent third-party risk management 

program is among the more challenging aspects of operational resilience.

33.6 Cyber Resilience

Cyber resilience is the ability to continue operations through cyber attacks, distinct from cyber 

security which focuses on preventing attacks. The shift in framing reflects the recognition that 

some attacks will succeed despite preventive measures, and that the capacity to detect, respond 

to,  and recover from successful  attacks is at  least  as important as preventing them. Cyber 

resilience programs include detection capabilities that  identify attacks in progress,  response 

capabilities  that  contain  damage,  recovery  capabilities  that  restore operations,  and learning 

capabilities that strengthen defenses based on attack experience.

The evolution of cyber threats has made resilience increasingly demanding. The threat actors 

include  state-sponsored  groups  with  substantial  resources,  organized  criminal  networks 

specializing in financial fraud, ideologically motivated groups, and individual actors with various 

motivations.  The attack techniques have grown more sophisticated, with social  engineering, 

supply chain compromises, and AI-enhanced attacks all featuring in recent incidents. The pace of 
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change requires that cyber resilience programs be updated continuously rather than treated as 

periodic exercises. The investment in cyber resilience is substantial in major banks, with security 

and resilience budgets growing steadily as a proportion of total technology spending.

33.7 Resilience Testing

Resilience testing validates that the bank's resilience capabilities will work as intended when 

needed. The testing approaches range from tabletop exercises that walk through scenarios in 

discussion  to  live  exercises  that  actually  disrupt  systems and observe  the  response.  Each 

approach has its strengths and limitations. Tabletop exercises are relatively inexpensive and can 

address scenarios that would be impractical to test live, but they cannot fully validate technical and 

operational capabilities. Live exercises validate capabilities most rigorously but are expensive, 

can  themselves  cause  disruption,  and  require  careful  preparation  to  avoid  unintended 

consequences. The most mature resilience programs combine multiple approaches at different 

scales and frequencies.

The findings from resilience testing must feed back into resilience improvement. Tests reliably 

identify  gaps  between  current  capabilities  and  the  requirements  of  impact  tolerances.  The 

discipline of  addressing identified gaps,  with  explicit  ownership,  timelines,  and validation,  is 

among the most important elements of resilience programs. The institutions that have built the 

most effective resilience capabilities are those that treat testing not as a compliance exercise but 

as the engine of continuous resilience improvement. The cultural commitment to learning from 

tests, including the willingness to acknowledge weaknesses revealed in testing rather than to 

defend the status quo, is essential to the productive use of testing programs.

33.8 Chapter Summary

Operational resilience has become a core priority for banks and a central focus of supervisory 

attention. Critical service identification, impact tolerance setting, dependency mapping, third-party 

risk management, cyber resilience, and resilience testing together constitute the discipline of 

operational resilience. The investments required are substantial, the operational complexity is 

significant, and the pace of change in the threat environment requires continuous adaptation. The 

institutions that have built the most mature resilience capabilities are those that have integrated 

resilience into their broader risk management and operational frameworks rather than treating it 

as a separate compliance exercise. The future will continue to test bank resilience through various 

disruption events, and the institutions that have invested seriously in resilience will be those best 

positioned to maintain customer service and competitive position through whatever disruptions 

arrive.
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Chapter 34 — Banking Microservices Architecture Patterns

34.1 Introduction

The microservices architecture pattern has become the de facto standard for modern banking 

systems, displacing the monolithic architectures that dominated banking for decades. The shift 

reflects  the  recognition  that  monolithic  banking systems,  while  operationally  proven,  cannot 

deliver  the  development  velocity,  technological  flexibility,  and  operational  resilience  that 

contemporary banking requires. Microservices architectures decompose banking applications 

into collections of  small,  independently  deployable services that  communicate through well-

defined interfaces.  The pattern  enables  teams to  work  independently  on  different  services, 

technology choices to vary across services, and individual services to be scaled and deployed 

without affecting the rest of the system.

The application of microservices to banking is not without challenges. Banking systems must 

satisfy stringent requirements for transactional consistency, regulatory compliance, security, and 

operational reliability that monolithic architectures historically met through centralized control. 

Microservices architectures must achieve these requirements through distributed mechanisms 

that  introduce additional  complexity.  The successful  application of  microservices to banking 

requires careful  attention to  the patterns that  have been developed for  distributed systems 

generally and to the specific requirements of banking applications. This chapter examines the 

architectural patterns most relevant to modern banking systems, drawing on the experience of 

leading institutions that have completed substantial microservices transformations.

34.2 Service Decomposition Patterns

Service decomposition is the activity of dividing a banking application into the services that will 

compose its microservices implementation. The decomposition is among the most consequential 

architectural  decisions  because  the  resulting  service  boundaries  shape  team  structures, 

deployment patterns, and the system's evolution over many years. Poor decomposition produces 

services that are tightly coupled, with changes to one requiring coordinated changes to others, 

defeating  the  autonomy  that  microservices  are  meant  to  enable.  Effective  decomposition 

produces services that are loosely coupled, with stable interfaces that allow services to evolve 

independently.

The principal patterns for service decomposition include decomposition by business capability, in 

which services are organized around the business functions they implement; decomposition by 

subdomain,  drawing  on  domain-driven  design  concepts  to  align  services  with  the  bounded 

contexts of the business domain; decomposition by transaction script,  in which services are 

organized around the operational sequences they execute; and decomposition by data, in which 

services are organized around the data they own. The most successful decompositions in banking 
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generally combine business capability and subdomain perspectives, producing services whose 

responsibilities are coherent from both business and technical perspectives. The decomposition is 

reviewed periodically as the business evolves and as operational experience reveals patterns that 

the original decomposition did not anticipate.

34.3 Inter-Service Communication

Inter-service  communication  is  the  mechanism  by  which  the  services  in  a  microservices 

architecture exchange information and coordinate their work. The communication patterns shape 

the system's behavior in fundamental ways, including its performance, reliability, and consistency 

characteristics. The principal patterns include synchronous request-response communication, 

typically implemented over HTTP with JSON or similar data formats; asynchronous messaging, 

typically implemented through message brokers or event streaming platforms; and event-driven 

communication, in which services publish events that other services consume without direct 

coupling between producers and consumers.

Each communication pattern has its  appropriate use cases.  Synchronous communication is 

appropriate when one service needs an immediate answer from another to complete its work, with 

the caller blocked until the response arrives. Asynchronous messaging is appropriate when the 

caller can proceed without waiting for a response, with the request and response decoupled in 

time. Event-driven communication is appropriate when multiple services may need to react to the 

same event, or when the producer of an event does not know which services will consume it. The 

combination of these patterns within a single banking system is typical, with different patterns 

applied to different interactions based on the specific requirements of each. The architectural 

discipline of choosing patterns thoughtfully and applying them consistently is among the most 

important factors in microservices system quality.

Pattern Use Case Strengths Trade-offs

Synchronous REST Immediate query, 
transaction confirmation

Simple model, easy 
debugging

Coupling, 
cascading latency

Asynchronous 
Messaging

Long-running workflows, 
decoupled processing

Resilience, 
decoupling

Eventual 
consistency

Event Streaming Audit, real-time analytics, 
broadcast

Multiple consumers, 
replay capability

Complex ordering 
semantics

GraphQL Mobile clients, flexible 
queries

Reduces over-
fetching

Server complexity

gRPC Internal high-performance 
calls

Efficient binary 
protocol

Less browser-
friendly
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34.4 Data Management in Microservices

Data management in microservices architectures presents distinctive challenges that have no 

equivalent  in  monolithic  systems.  The  data  ownership  pattern  that  is  generally  considered 

foundational to microservices, in which each service owns the data it manages and other services 

access  that  data  only  through  service  interfaces,  prevents  the  tight  coupling  that  shared 

databases would create but creates the need for new patterns to handle scenarios that previously 

involved cross-table operations. Banking applications, with their pervasive need for consistent 

views of customer data, position data, and transaction history, exercise these patterns intensively.

The principal patterns include the saga pattern for distributed transactions, in which a sequence of 

local transactions across services is coordinated through a saga that handles compensating 

actions if any step fails; the materialized view pattern for cross-service queries, in which a service 

maintains a denormalized view of data from multiple services optimized for the queries it must 

support; the event sourcing pattern, in which the state of an entity is reconstructed from the 

sequence of events that have changed it, providing both an audit trail and flexibility for new query 

patterns; and the command query responsibility segregation pattern, in which the models used for 

commands that change state are separated from the models used for queries that read state. The 

application of these patterns to banking systems is challenging but feasible, with substantial banks 

operating microservices architectures that handle billions of transactions reliably.

34.5 API Gateway and Backend for Frontend

The API gateway pattern provides a single entry point for client requests that routes to appropriate 

backend services, handles cross-cutting concerns including authentication and rate limiting, and 

presents a unified API surface to clients regardless of the underlying service decomposition. The 

pattern simplifies client development by hiding the complexity of the service architecture and 

provides a natural  location for  cross-cutting concerns that  would otherwise be implemented 

redundantly across services. The gateway is itself a critical component that must be designed for 

the reliability and performance requirements of the systems it fronts.

The backend for frontend pattern extends the gateway concept by providing different gateways or 

different gateway configurations for different client types. The recognition is that the appropriate 

API surface for a mobile application differs from that for a web application, which differs from that 

for a public partner API. A single gateway that tries to serve all clients well often serves none of 

them optimally. Backend for frontend services tailor the API surface, the data shapes, and the 

security characteristics to the specific needs of each client type. The cost of this approach is the 

duplication of gateway logic across multiple gateways, which is generally outweighed by the 

benefits  of  optimization  for  each  client  type.  The  leading  banking  digital  experiences  have 
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generally adopted backend for frontend patterns, often with separate backends for retail mobile, 

retail web, business mobile, business web, and various partner APIs.

34.6 Service Mesh

The service mesh pattern provides a dedicated infrastructure layer for handling inter-service 

communication concerns including routing, load balancing, observability, security, and resilience. 

The  pattern  emerged  from  the  recognition  that  these  concerns  were  being  implemented 

redundantly in service code, often with subtle differences that produced inconsistent behavior 

across the system, and that they could be more reliably implemented in dedicated infrastructure. 

The service mesh is typically implemented through proxies deployed alongside services that 

intercept  and  process  inter-service  traffic,  with  a  control  plane  that  configures  the  proxies 

according to declarative policies.

The  benefits  of  service  mesh  include  consistent  application  of  cross-cutting  concerns, 

observability into inter-service communication that would be difficult to achieve through service 

instrumentation  alone,  security  enforcement  that  does  not  depend  on  service  developers 

implementing it correctly, and resilience patterns including retry and circuit-breaking that operate 

uniformly across services. The costs include the operational complexity of running the mesh 

infrastructure,  the  performance  overhead  of  the  additional  network  hops  introduced  by  the 

proxies, and the learning curve for engineering teams unfamiliar with the mesh concepts. The 

institutions  that  have  deployed  service  mesh  successfully  have  generally  been  those  with 

sufficient scale to justify the operational investment and with engineering organizations capable of 

operating sophisticated infrastructure.

34.7 Resilience Patterns

Resilience  patterns  address  the  various  failure  modes  that  distributed  systems experience. 

Microservices architectures, with their many service instances and inter-service connections, 

exhibit  failure modes that  are rare or absent in monolithic systems. The patterns that  have 

emerged to address these failures include the circuit breaker pattern, in which a service that is 

failing has its  connections broken to  prevent  cascading failures;  the retry  pattern,  in  which 

transient failures are retried with appropriate backoff to avoid overwhelming the failing service; the 

bulkhead pattern, in which different categories of work are isolated so that failures in one category 

do not affect others; the timeout pattern, in which calls have explicit time limits to prevent indefinite 

blocking; and various others.

The application of resilience patterns to banking systems must address the specific requirements 

of financial services. The circuit breaker pattern, for example, must be designed to fail safely in 

scenarios where breaking a circuit might prevent the proper execution of financial transactions. 

The retry pattern must consider the idempotence of operations, with non-idempotent operations 
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requiring careful  handling to  prevent  duplicate  effects.  The bulkhead pattern  must  consider 

regulatory and operational requirements that may dictate certain isolation arrangements. The 

integration of resilience patterns into a coherent system that serves banking requirements is 

among the more demanding aspects of microservices banking architecture.

34.8 Observability for Microservices

Observability for microservices builds on the general observability concepts discussed in earlier 

chapters, with adaptations for the distinctive characteristics of distributed systems. The pillars of 

logs,  metrics,  and  traces  all  apply,  but  the  implementation  approaches  differ  from  those 

appropriate for monolithic systems. Distributed tracing, which follows individual requests across 

the services involved in their handling, becomes particularly important because the conventional 

debugger and profiler approaches that work for monolithic systems do not extend to distributed 

environments. The instrumentation of services to emit appropriate observability data, and the 

infrastructure to aggregate and analyze that data, are substantial undertakings that scale with the 

size of the microservices estate.

Banking microservices observability must address several specific requirements. The audit and 

compliance requirements of banking demand that observability data be retained for extended 

periods and protected from tampering. The privacy requirements of financial data demand that 

observability  data not  contain sensitive information that  should not  be visible  in  operational 

systems. The reliability requirements of banking demand that observability infrastructure itself 

meet high availability standards, with failure modes that do not propagate to the systems being 

observed. The integration of observability data with security operations, fraud detection, and other 

adjacent functions creates additional architectural considerations. The institutions that have built 

effective microservices observability  have done so as a  strategic  priority  rather  than as an 

operational afterthought.

34.9 Migration Strategies

Migration from monolithic to microservices architectures is a multi-year undertaking that must be 

executed without  disrupting  the  operations  that  the  existing  systems support.  The principal 

migration strategies include the strangler pattern, in which the new architecture grows around the 

legacy system and progressively absorbs its responsibilities; the parallel run pattern, in which new 

and old implementations run simultaneously with output comparison until confidence in the new 

implementation is established; and the big bang replacement, in which the legacy system is 

replaced wholesale with the new implementation in a single transition. Each pattern has its 

appropriate contexts.

The strangler pattern is most often used in banking migrations because of its lower risk profile. The 

pattern  allows  the  migration  to  proceed  incrementally,  with  each  component  validated  in 
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production before the next is migrated, and with the option to slow or pause the migration if issues 

emerge.  The  disadvantages  include  the  extended  period  during  which  the  old  and  new 

architectures coexist,  with  the operational  complexity  that  this  entails,  and the risk that  the 

migration  loses  momentum  and  never  completes.  The  institutions  that  have  successfully 

completed strangler-pattern migrations have done so with disciplined commitment to completing 

the migration rather than allowing the coexistence to become permanent.  The lessons from 

migrations  include  the  importance  of  clear  destination  architecture,  sustained  leadership 

commitment, dedicated migration teams, regular progress measurement, and recognition that the 

migration is itself a major program rather than a side activity.

34.10 Chapter Summary

Microservices architectures have become the standard for modern banking systems. Service 

decomposition, inter-service communication, data management, API gateways and backends for 

frontends,  service mesh,  resilience patterns,  observability,  and migration strategies together 

constitute the architectural agenda of microservices banking. The patterns are well established 

but their application to banking requires careful attention to the specific requirements of financial 

services. The institutions that have built microservices architectures most successfully have done 

so  through  sustained  investment  over  many  years,  with  the  resulting  capabilities  providing 

substantial  competitive  advantage  in  development  velocity,  technological  flexibility,  and 

operational resilience.
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Chapter 35 — Customer Journey Engineering and 
Experience Design

35.1 Introduction

Customer experience has become the principal competitive battleground in banking. The products 

that banks offer are commodities in the sense that the underlying financial mechanics are similar 

across  institutions,  with  regulatory  frameworks  limiting  the  scope  for  genuine  product 

differentiation. The experiences through which customers access these products, however, vary 

enormously across institutions and have become the dimension on which customer choices are 

increasingly made. Customer journey engineering and experience design are the disciplines 

through which banks design, build, and continuously improve the experiences customers have 

across their relationships with the institution.

The discipline has matured substantially over the past decade as banks have invested in design 

capabilities,  customer  research,  and  the  technical  infrastructure  that  supports  differentiated 

experiences. The leading banks employ hundreds or thousands of designers, researchers, and 

content strategists alongside their engineering and product teams. The investment has produced 

experiences that,  in  the best  cases,  rival  those of  leading consumer technology firms.  The 

competitive consequences of experience differences are visible in customer acquisition costs, 

retention rates,  and product  penetration metrics,  with  banks that  invest  most  in  experience 

producing measurably better business outcomes.

35.2 The Discipline of Customer Research

Customer  research  is  the  foundation  of  effective  experience  design.  Without  rigorous 

understanding of customer needs, behaviors, and contexts, design becomes guesswork informed 

primarily by the assumptions of the people doing the design. The research methods include 

qualitative approaches like interviews, ethnographic studies, and usability testing that produce 

deep  understanding  of  individual  customer  situations;  quantitative  approaches  like  surveys, 

behavioral analytics, and A/B testing that produce statistically valid measurements of customer 

responses to alternatives; and synthesis approaches that integrate findings across methods into 

coherent understanding.

The application of customer research to banking faces specific challenges. Banking is a topic that 

many customers find uncomfortable to discuss in detail, with anxieties about money, judgments 

about financial competence, and concerns about privacy all affecting how customers respond to 

research. The financial vocabulary that bankers use does not necessarily match how customers 

think about their financial lives, requiring careful translation between research findings and design 

implications. The diversity of customer situations is substantial, with significant differences across 
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age, income, geographic, and life-stage segments that must be reflected in research approaches 

and findings. The institutions that have built the strongest research practices have invested in 

dedicated research teams, methodological rigor, and the integration of research findings into 

design and product decisions.

35.3 Journey Mapping

Journey mapping is the practice of documenting the sequence of interactions a customer has with 

the bank across a meaningful customer experience, including their goals, actions, thoughts, and 

feelings  at  each  step.  The  journey  map provides  a  shared  understanding  of  the  customer 

experience that  can guide design and implementation decisions across the often-distributed 

teams that touch different parts of the journey. Journeys may span multiple channels, multiple 

products, and multiple time horizons, with the most consequential journeys often involving major 

life events or significant financial decisions.

The journeys most studied in banking include account opening, which is often the first substantive 

interaction between a customer and the institution; loan applications, which combine emotional 

weight with operational complexity; resolution of issues including fraud, disputed transactions, and 

account problems; major life events including home purchase, retirement, and bereavement; and 

the everyday journeys of payments, transfers, and account management that, while less dramatic, 

account for the bulk of customer interactions. The systematic study and improvement of these 

journeys, with measurable improvements in completion rates, customer effort,  and customer 

satisfaction, is among the principal value-creating activities of banking experience teams.

35.4 Service Design

Service design is  the discipline that  extends experience design beyond digital  interfaces to 

encompass the full  set  of  touchpoints  through which customers interact  with  the institution, 

including human interactions, physical environments, and the operational processes that enable 

services to function. The recognition motivating service design is that customer experiences 

depend not only on the digital interfaces customers see but on the entire system of people, 

processes,  and  technology  behind  those  interfaces.  Excellent  digital  interfaces  backed  by 

inadequate operational  processes produce experiences that  frustrate customers despite  the 

surface quality of the interfaces.

Service design in banking addresses the integration of digital and human channels, with the 

customer experience often spanning multiple channel transitions in a single journey. The design 

considerations include channel selection logic that helps customers find the appropriate channel 

for their needs; channel transition design that maintains context and progress as customers move 

between channels; staff enablement that ensures human channels can deliver the experience that 

customers expect; and operational design that ensures back-office processes execute reliably 
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and quickly. The most sophisticated banking institutions have built service design capabilities that 

work alongside experience design, ensuring that the underlying service systems support the 

experiences that designers conceive.

35.5 Personalization Design

Personalization  design  is  the  application  of  design  principles  to  experiences  that  adapt  to 

individual customers rather than presenting the same experience to all. The discipline is more 

challenging than designing static experiences because the designer must reason about how the 

experience will appear to many different customers in different situations rather than designing a 

single artifact. The challenges include ensuring that personalized experiences feel coherent rather 

than fragmented, that personalization adds value rather than introducing complexity, that the 

personalization is transparent to customers in ways that build trust rather than feeling intrusive, 

and that the algorithmic systems behind personalization produce experiences that humans would 

consider appropriate.

The  state  of  personalization  in  banking  varies  significantly  across  institutions.  The  leading 

institutions  have  built  sophisticated  personalization  capabilities  that  adapt  content, 

recommendations, and even interface elements to individual customers based on their profile, 

behavior, and current context. The lagging institutions have basic personalization that displays the 

customer's name and account information but provides essentially the same experience to all 

customers. The competitive implications of these differences are substantial, with personalized 

experiences producing measurably better engagement and product penetration. The investments 

required to build personalization capabilities are substantial but have generally produced strong 

returns for institutions that have committed to them seriously.

35.6 Accessibility and Inclusive Design

Accessibility and inclusive design are the practices that ensure banking experiences are usable by 

people with the full range of human capabilities, including those with disabilities, those whose first 

language is not the dominant language of the institution, those with limited technology familiarity, 

and others whose situations may not match the assumptions of typical users. Accessibility has 

historically  been  treated  primarily  as  a  regulatory  compliance  matter,  with  banks  meeting 

minimum standards required by law. Inclusive design extends the concept beyond compliance to 

embrace the proposition that designing for the full range of users produces better experiences for 

all users.

The application of accessibility and inclusive design to banking faces specific challenges. The 

complexity of banking products and processes can produce interfaces that are difficult to navigate 

even for users with no impairments, and that become substantially more difficult for users with 

various impairments. The regulatory requirements of banking, including those for disclosures and 

202



The Evolution of Digital Banking

consent,  can  produce  content  patterns  that  conflict  with  accessibility  best  practices  unless 

thoughtfully designed. The aging populations of many countries make accessibility increasingly 

important as a substantial proportion of customers experience age-related changes in vision, 

hearing, motor control, and cognition. The institutions that have made accessibility and inclusive 

design strategic priorities have generally produced experiences that are not only more accessible 

but also more usable in general, with measurable benefits across the customer base.

35.7 Content Strategy

Content strategy is the discipline of designing the words, images, and other content that appear in 

banking experiences. The discipline has emerged from the recognition that content is not a 

finishing touch applied after design and engineering but a primary determinant of experience 

quality. The words on a screen substantially shape what customers understand, what they expect, 

and how they feel about the experience. Poor content makes excellent design and engineering 

feel like average experiences; excellent content can elevate average design and engineering into 

experiences customers love.

Banking content strategy must address several distinctive challenges. The technical vocabulary of 

banking  does  not  match  how  customers  think  about  their  financial  lives,  requiring  careful 

translation that does not sacrifice accuracy. The legal and regulatory requirements for disclosures 

and other communications produce content that, if not thoughtfully designed, can be confusing or 

alarming. The diversity of customer situations requires content that works across customers with 

very different financial circumstances and literacy levels. The international operations of major 

banks require content that works across cultures and languages. The institutions that have built  

strong content strategy capabilities, with dedicated content strategists, content design systems, 

and content review processes, have produced experiences that feel substantively better than 

those of competitors that have treated content as an afterthought.

35.8 Experience Measurement

Experience measurement is the discipline of quantifying the quality of customer experiences in 

ways  that  can  guide  investment  and  improvement.  The  measurement  approaches  include 

behavioral metrics derived from how customers actually use experiences, including completion 

rates, time on task, error rates, and abandonment; attitudinal metrics derived from what customers 

say about experiences, including satisfaction scores, net promoter scores, and customer effort 

scores;  outcome  metrics  that  connect  experience  quality  to  business  outcomes,  including 

conversion rates, retention rates, and product penetration; and operational metrics that measure 

the systems delivering experiences, including availability, response time, and error rates.

The integration of these metrics into a coherent experience measurement system is challenging 

but valuable. The system must balance the various metrics, recognizing that they sometimes pull 
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in different directions; provide actionable insights that can guide specific improvements rather 

than only reporting overall quality; allow comparison across experiences, channels, and customer 

segments; and support both ongoing monitoring and ad-hoc investigation. The institutions that 

have  built  sophisticated  experience  measurement  capabilities  have  generally  been  able  to 

produce sustained experience improvements  over  time,  with  measurement  closing the loop 

between investment and outcomes.

35.9 Chapter Summary

Customer experience has become the principal competitive battleground in banking. Customer 

research, journey mapping, service design, personalization design, accessibility and inclusive 

design,  content  strategy,  and  experience  measurement  together  constitute  the  discipline  of 

customer  experience  engineering.  The  investment  required  to  build  excellent  customer 

experiences is substantial, and the discipline cannot be reduced to simple recipes. The institutions 

that have invested most seriously in customer experience capabilities have produced measurably 

better business outcomes, and the gap between leaders and laggards in experience quality has 

continued to widen. The competitive implications of experience differences will continue to grow 

as the importance of experience in customer choice continues to increase.
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Chapter 36 — Banking in the Asia-Pacific Region

36.1 Introduction

The Asia-Pacific region has become the most dynamic banking market in the world. The region 

accounts for the largest share of global banking revenue, the fastest growth in banking customers, 

and many of the most significant innovations in banking products and operations. The diversity of 

the region,  encompassing developed markets including Japan and Australia,  middle-income 

markets including Thailand and Malaysia, large emerging markets including China and Indonesia, 

and frontier markets including Cambodia and Myanmar, produces a landscape in which banking 

takes many different forms and faces many different challenges. The strategic position of the Asia-

Pacific region in global banking has shifted decisively over the past two decades, with the region 

now serving as a source of innovation that other regions study and adapt rather than as a follower 

of innovations originating elsewhere.

This chapter examines several dimensions of Asia-Pacific banking that are particularly relevant to 

the  broader  themes  of  digital  banking  transformation.  The  patterns  observed  in  the  region 

illustrate how digital banking can develop in ways that differ from the patterns established in 

earlier-adopter markets. The lessons from Asian markets are increasingly relevant to banks in 

other regions as the global banking landscape continues to evolve.

36.2 The Chinese Banking Transformation

China's banking transformation has been the most dramatic in the world over the past two 

decades. The country has moved from a system dominated by state-owned banks providing 

relatively  basic  services to a banking landscape in  which financial  services are pervasively 

integrated with the digital lives of Chinese consumers. The platforms WeChat Pay and Alipay 

have become the dominant means by which Chinese consumers make payments, with QR-code-

based  mobile  payments  displacing  both  cash  and  traditional  card  payments  to  a  degree 

unmatched in any other major economy. The integration of  payments with social  media,  e-

commerce,  and  various  other  services  has  produced  a  financial  experience  that  differs 

fundamentally from the financial experiences of consumers in earlier-adopter markets.

The Chinese transformation has produced lessons for banking globally. The lesson about platform 

competition shows how non-bank platforms can capture significant share of payment and other 

financial services when they integrate financial capabilities with their broader service offerings. 

The lesson about regulatory response shows how Chinese authorities have intervened to manage 

the systemic implications of platform dominance, including the restructuring of Ant Group and the 

imposition  of  various  restrictions  on  platform-based  financial  services.  The  lesson  about 

innovation pace shows how rapidly customer expectations and competitive dynamics can shift 

when conditions favor rapid innovation. The lesson about international expansion shows the limits 
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of platform models when expanding outside their home markets, with neither WeChat Pay nor 

Alipay  having  achieved  internationally  what  they  have  achieved  domestically.  The  Chinese 

experience  continues  to  inform  thinking  about  banking  strategy  globally,  with  the  patterns 

observed in China studied carefully by bankers and regulators in other markets.

36.3 India's Digital Public Infrastructure

India has built digital public infrastructure that has transformed the country's financial landscape. 

The  infrastructure  includes  the  Aadhaar  identification  system,  which  provides  every  Indian 

resident with a unique digital identity; the Unified Payments Interface, which provides a real-time 

payment system that is the largest in the world by transaction volume; the Account Aggregator 

framework, which enables consented data sharing across financial institutions; and various other 

components  that  together  constitute  what  has  become  known  as  the  India  Stack.  The 

infrastructure has been built and operated as public goods rather than as proprietary services, 

with private sector firms building services on top of the public infrastructure.

The  implications  of  India's  approach  are  significant.  Financial  inclusion  has  expanded 

dramatically, with hundreds of millions of Indian residents who previously lacked banking access 

now able to participate in the financial system. The cost of financial services has declined as the 

public  infrastructure  has  eliminated  the  need  for  each  financial  institution  to  build  its  own 

equivalents. The pace of fintech innovation has accelerated as new entrants can build on the 

public  infrastructure rather  than needing to  build  complete vertical  stacks.  The international 

interest in the Indian model has grown, with multiple countries studying and adapting elements of 

the approach.  India's  digital  public  infrastructure represents  a  distinctive model  for  financial 

system development that is likely to influence approaches in other emerging markets and may 

eventually inform thinking in advanced economies as well.

36.4 Singapore as Regional Financial Hub

Singapore has positioned itself as the leading financial center in Southeast Asia and one of the 

most  advanced  banking  markets  globally.  The  country's  strategy  has  combined  regulatory 

leadership, infrastructure investment, talent attraction, and ecosystem development to create 

conditions that support both established financial institutions and innovative new entrants. The 

Monetary Authority of Singapore has been particularly active in promoting innovation through 

regulatory sandboxes, fintech festivals, and international cooperation on emerging technologies 

including digital currencies and decentralized finance.

DBS Bank, headquartered in Singapore, has emerged as one of the most respected banks 

globally for its digital transformation. The bank's transformation, which began over a decade ago 

and has continued with substantial investment, has produced capabilities that include cloud-native 

infrastructure, comprehensive use of data and AI, sophisticated developer tooling, and a culture 
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that integrates technology and business effectively. DBS has consistently been recognized in 

industry assessments as among the world's leading digital banks, and its approach has been 

studied by banks globally seeking to understand the elements of successful digital transformation. 

The Singaporean ecosystem more broadly, with multiple sophisticated banks, a vibrant fintech 

sector, and supportive regulation, has demonstrated how a relatively small market can produce 

outsized influence on global banking practices.

36.5 The ASEAN Banking Landscape

The  ASEAN  region,  comprising  the  ten  countries  of  Southeast  Asia,  presents  a  banking 

landscape of considerable diversity. The countries differ in income levels, demographic profiles, 

regulatory frameworks, and stages of digital development. Indonesia, the largest market in the 

region, has experienced rapid growth in digital banking driven by the expansion of its super-app 

platforms and the regulatory support for digital banks. Vietnam has emerged as a fast-growing 

market with increasing fintech activity. The Philippines has seen substantial growth in digital 

wallets that have brought millions of previously unbanked consumers into the financial system. 

Thailand has developed a real-time payment system that has rapidly displaced cash for many 

transaction types. Malaysia has supported digital banking development through licensing of new 

digital banks.

The dynamics across ASEAN markets share several common features. The young, mobile-first 

populations  are  receptive  to  digital  financial  services  and  have  leapfrogged  some  of  the 

technology generations that earlier-adopter markets experienced. The substantial unbanked or 

underbanked populations represent both market opportunity and social policy priority, with digital 

banking seen as a means of expanding financial inclusion. The presence of regional economic 

integration creates opportunities for cross-border banking and payment services, though the 

realization of these opportunities has been gradual. The regulatory frameworks have generally 

evolved  to  support  innovation  while  maintaining  stability,  with  most  ASEAN  regulators 

experimenting  with  sandboxes,  digital  banking  licenses,  and  other  innovation-friendly 

approaches. The ASEAN region as a whole is among the most dynamic banking landscapes 

globally and is likely to continue producing significant innovations in the coming decade.

36.6 Indonesia in Regional Context

Indonesia, as the largest economy in ASEAN and the fourth-most-populous country in the world, 

occupies  a  particularly  important  position  in  the  regional  banking  landscape.  The  country 

combines characteristics that make it attractive for banking development, including a large and 

growing population,  increasing middle-class consumption,  substantial  digital  adoption,  and a 

regulatory framework that has been broadly supportive of innovation. The challenges include 

geographic complexity across thousands of islands, infrastructure constraints in some regions, 
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financial  inclusion gaps despite progress in recent years,  and competitive intensity that  has 

compressed margins for many participants.

The Indonesian banking landscape has been reshaped substantially by the rise of digital banks, 

the integration of banking with super-app platforms, the modernization of payment infrastructure 

including BI-FAST and QRIS, and the regulatory innovations of  OJK including the licensing 

framework for digital  banks. The leading Indonesian banks have responded with substantial 

investment in digital capabilities, with some now ranking among the most digitally advanced banks 

in Southeast Asia. The fintech ecosystem has grown rapidly, with payment-focused, lending-

focused, and wealth-focused startups all attracting significant investment and customer adoption. 

The integration of banking with the broader Indonesian digital economy, including e-commerce, 

ride-hailing,  and  food  delivery,  has  produced  financial  experiences  that  are  distinctively 

Indonesian rather than imitations of patterns from other markets.

36.7 Cross-Border Banking Themes

Cross-border themes connect the various Asia-Pacific banking markets in ways that produce both 

opportunities and challenges. The growth of regional trade and investment creates demand for 

cross-border financial services, including trade finance, foreign exchange, and treasury services. 

The  connection  of  national  real-time  payment  systems  through  bilateral  and  multilateral 

arrangements is producing the foundations of regional cross-border real-time payments. The 

expansion of regional banks across borders, with banks from Singapore, Malaysia, and other 

countries operating across multiple ASEAN markets, is producing regional banking groups whose 

strategies must integrate the various country contexts. The regulatory cooperation among Asia-

Pacific authorities, including through the Asia-Pacific Economic Cooperation forum, the ASEAN 

central bank governors' meetings, and various bilateral arrangements, is producing the regulatory 

infrastructure that supports cross-border banking.

The  implications  for  banks  operating  in  the  Asia-Pacific  region  include  both  substantial 

opportunities  and substantial  complexity.  The growth of  regional  commerce and investment 

creates demand that banks with strong regional capabilities can serve at scale. The diversity of 

country contexts requires banks to combine standardization that supports operational efficiency 

with localization that supports product-market fit. The regulatory differences across countries 

require sophisticated compliance and operational management. The competitive landscape is 

intense, with strong domestic banks in each market competing with regional banks expanding 

from neighboring markets and global banks pursuing wealth management and corporate banking 

opportunities. The institutions that navigate this complexity most successfully will be those that 

combine clear regional strategy with strong execution discipline.

36.8 Lessons for Global Banking
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The Asia-Pacific banking experience offers several lessons for global banking that extend beyond 

the specifics of the regional context. The lesson about leapfrogging shows how markets without 

entrenched legacy infrastructure can adopt new technologies and patterns more rapidly than 

markets with substantial legacy commitments. The lesson about platform integration shows how 

financial  services  and  broader  digital  experiences  can  be  combined  in  ways  that  produce 

customer experiences quite different from those of earlier-adopter markets. The lesson about 

public  infrastructure  shows  how shared  digital  infrastructure  operated  as  public  goods  can 

accelerate  financial  system  development  and  reduce  barriers  to  entry.  The  lesson  about 

regulatory innovation shows how regulatory authorities can promote innovation while managing 

risks through approaches like sandboxes and progressive licensing.

These lessons are increasingly relevant to banks in other regions. The patterns established in 

Asia-Pacific markets are being studied and adapted by banks in Europe, Latin America, Africa, 

and even North America as those regions grapple with similar competitive dynamics. The flow of 

innovation has shifted, with Asia-Pacific markets now producing patterns that other regions study 

rather than only adopting patterns originating elsewhere. The future of global banking will likely be 

shaped substantially by what happens in the Asia-Pacific region in the coming decades, given the 

region's  economic  weight,  demographic  dynamism,  and  innovation  pace.  Banks  operating 

globally cannot afford to ignore the regional patterns or treat the Asia-Pacific experience as 

peripheral to their strategic concerns.

36.9 Chapter Summary

The Asia-Pacific region has become the most dynamic banking landscape globally.  China's 

transformation, India's digital public infrastructure, Singapore's role as regional financial hub, the 

diverse ASEAN markets including Indonesia, the cross-border themes connecting these markets, 

and the lessons that  the regional  experience offers for global  banking together constitute a 

complex and consequential picture. The region will continue to produce substantial innovations 

and competitive dynamics that shape global banking in the coming decades. The institutions that 

engage seriously with the Asia-Pacific banking landscape, whether as participants in the region or 

as observers learning from regional patterns, will be better positioned than those that treat the 

region as peripheral.
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Chapter 37 — Financial Crime, Fraud, and Regulatory 
Technology

37.1 Introduction

Financial crime imposes substantial costs on banks, customers, and society. The categories 

include money laundering, terrorism financing, fraud against customers, fraud against banks, 

sanctions violations, market manipulation, insider trading, and various other illegal activities that 

touch the financial system. The costs include direct financial losses, the operational burden of 

detection and prevention, regulatory penalties for compliance failures, reputational damage, and 

the broader social costs of crime that the financial system enables when controls fail. Banks have 

invested  substantial  resources  in  financial  crime  prevention  over  many  decades,  with  the 

investments accelerating as regulatory expectations have increased and as criminal techniques 

have grown more sophisticated.

The technological dimensions of financial crime prevention have grown enormously in importance 

over the past two decades. Where financial crime detection once relied primarily on human 

investigators reviewing transactions and documents, modern detection depends on sophisticated 

technology platforms that process billions of transactions through complex analytical models. The 

shift has been driven by the impossibility of scaling human review to the volume of modern 

financial activity, the increasing sophistication of criminal techniques that exploit weaknesses in 

traditional controls, and the recognition that data and algorithms can identify patterns that would 

escape human analysts. The rise of regulatory technology, or regtech, as a distinct industry 

segment reflects these developments.

37.2 Anti-Money Laundering Operations

Anti-money laundering operations are among the largest functions in major banks, employing 

thousands of  staff  and consuming substantial  technology resources. The operations include 

know-your-customer processes that establish the identity and risk profile of customers before they 

are  accepted;  ongoing  monitoring  of  customer  activity  for  patterns  inconsistent  with  the 

customer's profile; investigations of alerts generated by the monitoring systems; reporting of 

suspicious activity to regulatory authorities; and various supporting activities including training, 

governance,  and reporting.  The scale of  these operations has grown steadily  as regulatory 

expectations have expanded and as the volume of activity to be monitored has increased.

The  technology  supporting  anti-money  laundering  operations  has  evolved  substantially. 

Traditional rule-based monitoring systems generated large volumes of alerts based on simple 

rules, with most alerts proving to be false positives that consumed investigator time without 

identifying actual suspicious activity. Modern systems combine rule-based detection with machine 
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learning models that identify patterns less easily expressed as explicit rules; network analysis that 

examines relationships  among customers,  accounts,  and transactions  to  identify  suspicious 

patterns; behavioral analytics that compare current activity against profiles of normal behavior; 

and  integration  with  external  data  sources  that  provide  context  about  customers  and 

counterparties.  The  institutions  that  have  built  the  most  effective  anti-money  laundering 

technology  have  produced  both  substantial  improvements  in  detection  effectiveness  and 

substantial  reductions  in  false  positive  rates,  with  the  latter  particularly  important  for  the 

productivity of investigation operations.

37.3 Fraud Prevention

Fraud  prevention  encompasses  the  activities  through  which  banks  protect  customers  and 

themselves from fraudulent transactions and account takeovers. The categories of fraud include 

card fraud, in which payment cards are used for unauthorized transactions; account takeover 

fraud, in which criminals gain control of customer accounts to extract funds; application fraud, in 

which fraudulent applications are submitted for accounts, loans, or other products; check fraud, 

including the use of fraudulent or altered checks; wire fraud, including business email compromise 

schemes that trick organizations into making fraudulent wire transfers; and various others. Each 

category has distinct patterns and requires distinct prevention approaches.

The technologies  applied  to  fraud  prevention  have  advanced rapidly.  Real-time transaction 

scoring evaluates each transaction against models that assess the probability of fraud based on 

multiple factors. Behavioral biometrics analyze how users interact with banking applications to 

detect impostor sessions. Device fingerprinting identifies devices that have been associated with 

fraud. Consortium data sharing among banks enables collective defense against fraud patterns 

that affect multiple institutions. Machine learning models continuously adapt to new fraud patterns 

as  criminal  techniques  evolve.  The  integration  of  these  technologies  into  coherent  fraud 

prevention systems has produced substantial improvements in detection effectiveness, though 

the  criminals  continually  develop  new  techniques  that  maintain  the  contest  between  fraud 

prevention and fraud commission.

Fraud Type Common Tactics Detection Approach

Card fraud Stolen card data, card-not-
present

Transaction scoring, 3DS, 
tokenization

Account takeover Phishing, credential stuffing, 
SIM swap

Behavioral biometrics, device 
fingerprinting

Application fraud Synthetic identity, identity theft Identity verification, consortium data

Wire/business 
email

Social engineering, 
impersonation

Out-of-band confirmation, callback 
verification
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Fraud Type Common Tactics Detection Approach

Authorized push 
payment

Romance scams, investment 
scams

Customer education, transaction 
warnings, delays

37.4 Sanctions Compliance

Sanctions compliance requires that banks not provide services to persons or entities subject to 

economic sanctions imposed by relevant jurisdictions. The compliance obligations have grown 

substantially in scope and complexity as the use of sanctions as a foreign policy instrument has 

expanded. The lists of sanctioned parties maintained by major jurisdictions including the United 

States,  the  European  Union,  the  United  Kingdom,  and  the  United  Nations  contain  tens  of 

thousands of entries, with frequent additions and modifications as sanctions policies evolve. The 

screening of customers and transactions against these lists is a continuous operation requiring 

sophisticated technology and substantial human oversight.

The  technology  supporting  sanctions  compliance  includes  screening  systems that  compare 

customer and transaction details against sanctions lists, with sophisticated matching algorithms 

that account for variations in spelling, transliteration, and incomplete information; investigation 

tools that support the analysis of potential matches identified by screening; reporting systems that 

document compliance activities and produce regulatory reports; and integration with the broader 

compliance infrastructure of the bank. The challenges include the matching difficulty for names 

that may be transliterated from non-Latin scripts in multiple ways, the discrimination between true 

matches and coincidental name similarities, the rapid response required when sanctions lists are 

updated, and the operational complexity of managing screening across multiple business lines 

and geographies. The institutions that have built sophisticated sanctions compliance capabilities 

have generally combined leading-edge screening technology with strong governance and well-

trained operational staff.

37.5 Regulatory Reporting

Regulatory reporting has grown into one of the most resource-intensive activities of major banks. 

The reports required by various authorities include capital and liquidity reports for prudential 

supervisors, suspicious activity and currency transaction reports for financial crime authorities, 

large exposure reports for systemic risk monitoring, transaction reports for market regulators, 

customer information reports for tax authorities, and many others. The reports are produced at 

frequencies ranging from real-time to annual and follow detailed specifications that vary across 

jurisdictions and report types. The total annual investment of major banks in regulatory reporting 

commonly exceeds hundreds of millions of dollars.
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The technological  transformation of  regulatory reporting has been driven by both regulatory 

demands and bank efficiency objectives. The trends include the move toward more granular data 

submissions, with regulators requesting underlying transaction and position data rather than 

aggregated reports; the move toward more frequent submissions, with some reports moving from 

monthly or quarterly to daily or even real-time; the move toward standardized formats, with 

regulators adopting common data models that allow comparison across institutions; and the 

application  of  automation  to  data  sourcing,  transformation,  and  submission  processes  that 

historically  involved  substantial  manual  work.  The  institutions  that  have  most  successfully 

transformed their regulatory reporting have combined investment in modern data infrastructure 

with the operational discipline to produce data of the quality that regulatory submissions require.

37.6 Suptech and Regulatory Innovation

Supervisory technology, or suptech, is the use of technology by regulatory authorities themselves 

to  enhance  their  supervisory  effectiveness.  The  applications  include  the  consumption  and 

analysis of granular data submitted by banks, the use of machine learning to identify patterns and 

anomalies  in  supervisory  data,  the  application  of  natural  language  processing  to  analyze 

documents and communications,  and the use of  network analysis to map relationships and 

exposures  across  the  financial  system.  Regulatory  authorities  globally  have  been investing 

substantially in suptech capabilities, recognizing that effective supervision of modern financial 

systems requires technology capabilities that approach those of the institutions being supervised.

The implications for banks of suptech development are significant. The granularity and frequency 

of data demanded by supervisors will likely continue to grow as suptech capabilities expand. The 

supervisory queries about specific issues will be informed by the data analyses that suptech 

enables, with banks expected to be able to respond to supervisory inquiries with the same depth of 

analysis. The cross-institutional comparisons that suptech facilitates will  produce supervisory 

expectations  that  banks  have  data  and  capabilities  consistent  with  their  peers.  The  early 

identification of emerging issues that suptech supports will require banks to address concerns at 

the earliest stages rather than waiting for the issues to develop. The institutions that engage 

proactively with the suptech direction of their supervisors will be better positioned than those that 

resist or struggle to keep up with the developments.

37.7 Privacy and Data Protection

Privacy and data protection have become central to banking operations following the introduction 

of  comprehensive privacy regulations in  major  jurisdictions,  including the European Union's 

General  Data  Protection  Regulation,  California's  various  privacy  statutes,  China's  Personal 

Information Protection Law, and Indonesia's  Personal  Data Protection Law. The regulations 

establish requirements around customer consent for data collection and use, the lawful bases for 
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data processing, customer rights to access and correct their data, restrictions on cross-border 

data  transfers,  and  substantial  penalties  for  compliance  failures.  Banks  must  implement 

comprehensive privacy programs that address these requirements across the full breadth of their 

operations.

The implementation of effective privacy programs is a substantial undertaking. The data inventory 

exercises that  map what  data  is  collected,  where it  is  stored,  and how it  is  used produce 

documents that  may contain millions of  entries in a major  bank.  The consent  management 

capabilities  that  allow customers to  control  how their  data  is  used must  be integrated with 

operational systems whose original designs did not anticipate such control. The data subject 

rights  mechanisms  that  allow  customers  to  access,  correct,  or  delete  their  data  must  be 

implementable across the data architecture of the bank. The cross-border transfer arrangements 

that  comply  with  various  jurisdictional  requirements  must  be  coordinated  across  the  global 

operations of the bank. The institutions that have built mature privacy programs have generally 

invested substantially over multiple years and have integrated privacy considerations into the 

design of new systems and processes rather than retrofitting privacy onto existing operations.

37.8 The Regtech Industry

The regulatory technology industry has emerged as a significant segment within the broader 

financial technology ecosystem. The vendors include companies focused on specific regulatory 

domains  including  anti-money  laundering,  sanctions  compliance,  regulatory  reporting,  and 

privacy  management;  companies  providing  technology  platforms  that  support  compliance 

activities across multiple domains; companies specializing in particular technologies including 

machine learning, natural language processing, and graph analytics applied to regulatory use 

cases; and traditional technology firms that have built or acquired regtech capabilities to serve 

their banking customers. The competitive dynamics among these vendors, and between vendors 

and the in-house capabilities of major banks, continue to shape the regtech landscape.

The strategic considerations for banks in regtech include build-versus-buy decisions for various 

regtech capabilities, with the considerations including the strategic importance of the capability, 

the available vendor offerings, the bank's in-house technology capability, and the operational 

implications of vendor dependencies. The integration considerations are particularly significant in 

regtech because effective regulatory technology generally must integrate deeply with the bank's 

operational systems, customer data, and compliance processes. The vendor risk considerations 

are  heightened in  regtech because failures  in  vendor  systems can produce regulatory  and 

reputational consequences for the bank that uses them. The institutions that have managed 

regtech relationships most  effectively  have generally  combined strategic  clarity  about  which 

capabilities they will build internally with disciplined vendor management for the capabilities they 

source externally.
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37.9 Chapter Summary

Financial crime prevention, fraud prevention, sanctions compliance, regulatory reporting, suptech, 

privacy and data protection, and the regtech industry together constitute a substantial and growing 

dimension of banking operations. The investments required are large and continue to grow. The 

technologies involved are sophisticated and continue to evolve. The regulatory expectations 

continue to expand in scope and demand. The institutions that have built effective capabilities 

across these dimensions have generally combined substantial investment with the operational 

discipline to produce sustained results. The institutions that have struggled have produced not 

only operational failures but also regulatory penalties, reputational damage, and competitive 

disadvantage. The strategic importance of these capabilities will continue to grow as regulatory 

complexity continues to expand and as criminal techniques continue to evolve.
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Chapter 38 — The Sustainability Imperative in Banking

38.1 Introduction

Sustainability has emerged as a central strategic concern for banks globally. The dimensions of 

sustainability relevant to banking include environmental sustainability, particularly the response to 

climate change; social sustainability, including financial inclusion and community development; 

and governance sustainability, including the conduct standards and accountability mechanisms of 

the  institution  itself.  Together  these  dimensions  constitute  the  environmental,  social,  and 

governance agenda that has reshaped how banks think about their roles and responsibilities. The 

integration  of  sustainability  considerations  into  banking  strategy  and  operations  is  a 

transformation comparable in scope to the digital transformation that has dominated banking for 

the past two decades.

The motivations driving the sustainability agenda in banking are multiple. The risk dimension 

recognizes  that  environmental  and  social  factors  create  financial  risks  for  banks  and  their 

customers, with climate change in particular producing risks that are increasingly material. The 

opportunity  dimension  recognizes  that  the  transition  to  a  sustainable  economy  requires 

substantial  financing  that  banks  are  well-positioned  to  provide.  The  stakeholder  dimension 

recognizes that customers, employees, investors, and regulators increasingly expect banks to 

address sustainability issues actively. The regulatory dimension recognizes that sustainability-

related supervisory  expectations  have expanded substantially  and continue to  grow.  These 

motivations  together  have  made  sustainability  a  strategic  priority  that  no  major  bank  can 

responsibly ignore.

38.2 Climate Risk Management

Climate  risk  management  has  become  a  core  component  of  bank  risk  management.  The 

categories of climate risk include physical risks, which arise from the direct effects of climate 

change including extreme weather events and chronic environmental changes; transition risks, 

which arise from the policy, technology, and market changes associated with the transition to a 

low-carbon  economy;  and  liability  risks,  which  arise  from  claims  related  to  climate-related 

damages or failures to disclose climate information appropriately. Each category produces risks 

for banks both directly through their own operations and indirectly through their lending and 

investment exposures.

The integration of climate considerations into bank risk management is challenging because the 

time horizons of climate risks extend beyond the typical horizons of bank risk management, the 

historical data is limited because the climate phenomena are unprecedented, and the modeling 

approaches that work for other risks may not translate directly to climate risks. Banks have 

invested  substantially  in  climate  risk  capabilities,  including  climate  scenario  analysis  that 
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examines bank exposures under various climate trajectories, climate risk metrics that quantify 

exposures  by  sector  and  geography,  climate-related  disclosures  that  communicate  risks  to 

stakeholders, and the integration of climate considerations into credit decisions and portfolio 

management. The supervisory expectations of major regulators including the European Central 

Bank, the Bank of England, and the Federal Reserve have driven much of this development, with 

stress testing exercises and supervisory expectations continuing to expand.

38.3 Sustainable Finance

Sustainable finance is the financing of activities that contribute to sustainability objectives, with 

green  finance  focused  on  environmental  objectives  and  social  finance  focused  on  social 

objectives.  The  market  for  sustainable  finance  has  grown  rapidly,  with  sustainable  bonds, 

sustainability-linked loans, transition finance, and various other instruments now constituting a 

significant share of capital markets activity. The growth has been driven by both supply factors, 

with investors increasingly seeking sustainable investment opportunities, and demand factors, 

with corporations seeking financing for sustainability initiatives and investors valuing the signaling 

associated with sustainable financing structures.

The participation of banks in sustainable finance includes both origination of sustainable financing 

instruments and investment in sustainable assets. The capabilities required include sustainability 

assessment of borrowers and projects, structuring expertise for sustainability-linked instruments, 

distribution capabilities for placing sustainable instruments with appropriate investors, and the 

various  supporting  capabilities  including reporting,  monitoring,  and verification.  The integrity 

considerations are significant because the sustainability claims associated with these instruments 

must be credible to maintain market confidence, with the risks of greenwashing producing both 

reputational damage to individual institutions and broader risks to the legitimacy of sustainable 

finance markets. The institutions that have built leading positions in sustainable finance have 

generally combined deep expertise with disciplined commitment to integrity in their sustainability 

claims.

38.4 Financial Inclusion

Financial inclusion is the access of individuals and businesses to useful and affordable financial 

services that  meet  their  needs.  Despite  substantial  progress over  recent  decades,  financial 

exclusion remains a significant issue globally, with approximately one and a half billion adults 

lacking access to basic financial services. The causes of financial exclusion include geographic 

factors, with rural and remote populations often underserved; economic factors, with low-income 

populations sometimes considered uneconomic to serve through traditional  banking models; 

documentary factors, with formal identification and address verification creating barriers for some 

populations; cultural factors, with various forms of distrust or unfamiliarity with formal financial 
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institutions;  and gender factors,  with women in many countries facing distinctive barriers to 

financial access.

The role of banks in financial inclusion has evolved substantially. Digital channels have reduced 

the cost of serving remote and low-income populations, making previously uneconomic customer 

segments viable. Innovative product designs, including small-balance accounts, mobile money, 

and  microfinance,  have  provided  services  tailored  to  the  needs  of  previously  excluded 

populations. Partnerships with non-bank channels including agent networks, post offices, and 

retail merchants have extended reach beyond what traditional branch networks could support. 

Government-sponsored initiatives, including India's Jan Dhan Yojana, Indonesia's Laku Pandai, 

and  various  other  programs,  have  accelerated  inclusion  through  structured  public-private 

collaboration. The institutions that have engaged seriously with financial inclusion have produced 

both significant social impact and meaningful business growth, with the economic and the social 

dimensions of inclusion reinforcing each other in many markets.

38.5 Indonesian Sustainability and Inclusion

Indonesia  presents  a  distinctive  case  in  banking  sustainability  and  inclusion.  The  country's 

geographic  complexity  across  thousands  of  islands  creates  inclusion  challenges  that  have 

required innovative solutions. The traditional bank branch model cannot reach all populated areas 

economically, leading to the development of agent banking networks, mobile-based services, and 

digital onboarding that extend banking reach. The Otoritas Jasa Keuangan and Bank Indonesia 

have promoted financial inclusion through various initiatives including the Laku Pandai branchless 

banking program, the National Strategy for Financial Inclusion, and the integration of financial 

inclusion objectives into banking regulation. The progress has been substantial, with banking 

access expanding meaningfully over recent years, though significant gaps remain particularly in 

eastern Indonesia and among various vulnerable populations.

The environmental  dimension of  Indonesian sustainability  is  particularly  important  given the 

country's  biodiversity,  its  vulnerability  to  climate change effects  including sea-level  rise  and 

extreme weather, and the global significance of Indonesian ecosystems including its tropical 

forests.  The  Indonesian  banking  sector  has  been engaged with  these  issues  through both 

regulatory frameworks including OJK's sustainable finance roadmap and voluntary initiatives by 

individual  banks.  The  challenges  include  balancing  economic  development  objectives  with 

environmental protection, addressing the carbon-intensive structure of the Indonesian economy, 

and managing the climate risks that affect Indonesian banks both directly and through their 

portfolios. The institutions that engage seriously with these challenges are positioning themselves 

for the long-term evolution of the Indonesian economy and financial system.

38.6 Net-Zero Commitments and Transition Finance
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Net-zero  commitments  have  become  widespread  among  major  banks,  with  most  large 

international banks having announced commitments to align their financing portfolios with the 

goals of the Paris Agreement and to achieve net-zero financed emissions by mid-century. The 

implementation of these commitments is complex, requiring measurement of financed emissions 

across the bank's portfolio, target-setting for emissions reductions over the transition period, 

alignment of financing decisions with the transition pathway, and disclosure of progress against 

commitments.  The  international  frameworks  supporting  these  efforts  include  the  Net-Zero 

Banking Alliance, the Glasgow Financial Alliance for Net Zero, and various other initiatives that 

provide guidance and accountability.

Transition finance has emerged as a particularly important and challenging dimension of climate-

aligned banking. The transition refers to the structural changes in the economy required to reduce 

emissions to net-zero levels,  including the transformation of  energy systems, transportation, 

manufacturing,  agriculture,  and  other  carbon-intensive  activities.  The  financing  required  to 

support  this  transition is  enormous,  estimated in  the trillions of  dollars  annually  for  several 

decades. Banks have a critical role to play in providing this financing, but the role is complicated by 

questions about how to finance high-emissions activities that are transitioning, how to phase out 

financing for activities that cannot transition, and how to balance climate objectives with other 

objectives including financial returns and customer relationships. The institutions that develop the 

most effective approaches to these questions will  be positioned for both significant business 

opportunities and meaningful contributions to the transition.

38.7 Social Considerations in Banking

Social considerations in banking extend beyond financial inclusion to encompass a broader set of 

social impacts of banking operations and decisions. The categories include the labor practices of 

the bank itself, including diversity and inclusion, fair compensation, and worker safety; the social 

impacts of the bank's lending and investment, including the human rights implications of financed 

activities, the community impacts of major projects, and the social effects of activities that may 

produce externalities; the customer treatment practices of the bank, including fair treatment, 

appropriate product suitability, and protection of vulnerable customers; and the broader social 

engagement of the bank, including philanthropy, community investment, and engagement with 

public policy on social issues.

The integration of  social  considerations into banking strategy and operations has produced 

substantive changes in how banks operate. The human rights frameworks that increasingly apply 

to banks require due diligence on the human rights implications of customer relationships and 

financed activities. The customer protection frameworks that have expanded in major jurisdictions 

require attention to customer outcomes that goes beyond contractual compliance. The diversity 

and inclusion practices that have become integrated into talent management require sustained 
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attention to workforce composition and inclusive culture. The community engagement practices 

that have become integrated into corporate strategy require investments in the communities 

where  banks  operate.  The  institutions  that  have  engaged  most  substantively  with  these 

considerations  have  generally  found  that  the  integration  of  social  purpose  into  business 

operations produces both meaningful social impact and business benefits including stakeholder 

trust and employee engagement.

38.8 Governance and Accountability

Governance  and  accountability  are  the  third  dimension  of  the  environmental,  social,  and 

governance agenda. The categories include the corporate governance arrangements of the bank 

itself, including board composition, executive accountability, and shareholder rights; the conduct 

standards that govern how the bank deals with customers and counterparties, including fair 

dealing,  ethical  practices,  and prevention of  misconduct;  the transparency practices through 

which  stakeholders  can  understand  the  bank's  operations  and  impacts,  including  financial 

reporting,  sustainability  reporting,  and  various  other  disclosures;  and  the  accountability 

mechanisms through which stakeholders can hold the bank accountable for its commitments and 

conduct.

The governance dimension of  the environmental,  social,  and governance agenda has been 

shaped  by  both  regulatory  developments  and  stakeholder  expectations.  The  regulatory 

developments include strengthened corporate governance requirements for banks following the 

financial  crisis,  expanded disclosure requirements for sustainability information,  and conduct 

frameworks that explicitly hold senior individuals accountable for their decisions. The stakeholder 

expectations  have  expanded  to  include  both  traditional  financial  stakeholders  and  broader 

stakeholder groups including employees, customers, communities, and society generally. The 

integration of these various dimensions into a coherent governance framework that supports the 

bank's strategic objectives while meeting stakeholder expectations is among the most important 

responsibilities of bank boards and senior leadership.

38.9 Chapter Summary

Sustainability  has  become  a  central  strategic  concern  for  banks  globally.  Climate  risk 

management,  sustainable  finance,  financial  inclusion,  the  Indonesian  context,  net-zero 

commitments and transition finance, social considerations, and governance and accountability 

together constitute the sustainability agenda. The investments required to engage substantively 

with sustainability are significant, the operational and strategic implications are substantial, and 

the  stakeholder  expectations  continue  to  expand.  The  institutions  that  have  engaged  most 

seriously with sustainability have generally combined strategic clarity with substantive operational 

change. The future of banking will be shaped substantially by how the industry responds to the 
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sustainability imperative, with the institutions that lead in this dimension positioned for the long-

term evolution of the industry and the institutions that lag facing increasing risk of competitive and 

regulatory disadvantage.
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Chapter 39 — Banking Strategy in an Era of Permanent 
Change

39.1 Introduction

The banking industry has entered an era of permanent change in which the rate of strategic, 

technological, and operational evolution will continue to be high for the foreseeable future. The 

combination of  digital  transformation,  artificial  intelligence,  regulatory evolution,  sustainability 

imperatives, geopolitical shifts, and changing customer expectations produces an environment in 

which strategic  stability,  in  the sense of  unchanging strategic  positions,  is  unavailable.  The 

strategic question for bank leadership is not how to navigate a transition between stable states but 

how to operate effectively in an environment of continuous change. This chapter examines the 

strategic implications of permanent change and the practices that distinguish institutions that 

thrive in this environment from those that struggle.

The phrase permanent change is not merely rhetorical. It reflects the recognition that the forces 

driving  change  in  banking  are  themselves  not  stable  but  accelerating.  Artificial  intelligence 

capabilities continue to advance rapidly,  with each generation of  capabilities producing new 

strategic implications for banks. Regulatory expectations continue to expand in scope, with the 

agendas  of  major  supervisors  growing  across  multiple  dimensions.  Customer  expectations 

continue to evolve as customers experience innovations from leading consumer technology firms 

and apply those expectations to their financial services experiences. The cumulative effect is an 

environment in which the strategic frameworks developed for relatively stable conditions become 

inadequate,  and  new  strategic  frameworks  must  be  developed  for  conditions  of  sustained 

dynamism.

39.2 Strategic Optionality

Strategic optionality is the maintenance of options that may become valuable as the environment 

evolves, even when the immediate value of those options is uncertain. The concept contrasts with 

the  traditional  strategic  emphasis  on  commitment  to  chosen  positions  and  elimination  of 

alternatives that  distract  from those positions.  In stable environments,  strategic commitment 

produces efficiency benefits because resources are concentrated on the chosen direction. In 

rapidly changing environments, strategic optionality produces resilience benefits because the 

institution retains the ability to pursue directions that emerge as valuable even though they were 

not anticipated when initial strategy was set.

The implementation of strategic optionality in banking includes several practices. The technology 

architecture  should  be  designed  to  support  multiple  strategic  directions  rather  than  being 

optimized for a single direction. The capability building should produce diverse capabilities rather 
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than narrow specialization. The partnership relationships should provide access to capabilities 

that the bank does not need to build internally but might need to access if conditions change. The 

portfolio composition should include positions that hedge against various futures rather than 

concentrating exposure to a single scenario. The financial flexibility should be sufficient to fund the 

pursuit of new directions when they emerge. The institutions that have implemented strategic 

optionality  effectively have generally  found that  the costs are real  but  manageable and the 

benefits are substantial when conditions change in unexpected ways.

39.3 Adaptive Capability

Adaptive capability is the ability of an institution to change in response to changing conditions. The 

concept extends beyond the simple existence of strategic options to encompass the operational 

capabilities required to actually implement changes when they are needed. The components 

include the technology infrastructure that supports rapid change, the organizational structures that 

can be reconfigured as priorities shift, the talent practices that produce employees capable of 

working in changing contexts, the cultural patterns that support rather than resist change, and the 

leadership practices that guide change processes effectively.

Building adaptive capability is a multi-year investment that touches many dimensions of the 

institution.  The  technology  investments  include  the  modular  architectures,  the  platform 

capabilities, and the data foundations that support adaptation. The organizational investments 

include the structures, processes, and reporting relationships that can be modified as needs 

change. The talent investments include hiring practices that select for adaptability, development 

practices that build adaptive capabilities, and retention practices that keep adaptive talent. The 

cultural investments include the rituals, stories, and symbols that reinforce a culture of adaptation. 

The leadership investments include the development of leaders who can guide change effectively. 

The institutions that have built strong adaptive capabilities have generally invested across all 

these dimensions, recognizing that adaptive capability cannot be produced through investment in 

any single dimension.

39.4 Strategic Sensing

Strategic sensing is the discipline of detecting emerging changes in the environment early enough 

to respond effectively.  The discipline is increasingly important in conditions of  rapid change 

because the time available between the emergence of a significant change and the necessity of 

strategic response is often shorter than the time required to develop and implement responses. 

Effective strategic sensing combines multiple sources of information including market intelligence 

about  competitor  moves  and  customer  behaviors,  technology  intelligence  about  emerging 

capabilities and adoption patterns, regulatory intelligence about supervisory directions and policy 
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developments, and macro intelligence about economic, geopolitical, and social trends that may 

affect banking operations.

The integration of these sensing inputs into strategic decision-making is the more challenging 

aspect of the discipline. The signals from the environment are typically ambiguous, with multiple 

possible interpretations and uncertain implications. The organizational mechanisms for translating 

signals into decisions and decisions into action are often inadequate to the speed required. The 

cognitive  biases  of  individuals  and  groups  can  cause  important  signals  to  be  ignored  or 

misinterpreted.  The  institutions  that  have  built  effective  strategic  sensing  capabilities  have 

generally combined investment in information sources, disciplined processes for synthesizing 

information into insights, decision-making mechanisms that can act on insights with appropriate 

speed, and cultures that take ambiguous signals seriously rather than dismissing them as noise.

39.5 The Innovation Imperative

Innovation has shifted from being one strategic priority among many to being a foundational 

requirement for banking institutions. The shift reflects the recognition that banks face competitors 

who are themselves innovating rapidly, that customer expectations are evolving in ways that 

require continuing innovation to meet, that operational efficiency depends increasingly on the 

application of new technologies and approaches, and that the regulatory environment is itself 

evolving in ways that require innovative responses. Banks that do not innovate effectively will 

accumulate disadvantages that compound over time.

The institutional capabilities required for sustained innovation include innovation portfolios that 

combine  incremental  improvements  with  more  substantial  transformations  and  exploratory 

experiments; innovation processes that allow new ideas to be tested efficiently before significant 

resources are committed; innovation cultures that support risk-taking, learning from failures, and 

challenging existing approaches; innovation talent including both creative individuals and the 

supporting  capabilities  required  to  translate  creativity  into  implementation;  and  innovation 

governance that allocates resources appropriately and provides accountability without stifling 

creativity. The institutions that have built sustained innovation capabilities have generally treated 

innovation as a strategic discipline requiring deliberate investment rather than as an emergent 

property of having creative employees.

39.6 Talent in the Era of Permanent Change

The talent implications of permanent change are substantial. The skills required for banking work 

continue to evolve as technologies and operational models change. The career patterns that 

previously  characterized  banking,  with  employees  often  spending  entire  careers  in  single 

institutions and progressing through well-defined hierarchies, are being replaced by more fluid 

patterns including more frequent movement between institutions, more diverse skill profiles, and 
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more  emphasis  on  continuous  learning.  The  expectations  of  employees  about  their  work, 

including  the  meaning  they  derive  from it,  the  flexibility  they  expect,  and  the  development 

opportunities they require, continue to evolve in ways that institutions must address to attract and 

retain capable talent.

The talent strategies that work in this environment differ in significant ways from those that worked 

in more stable conditions. The hiring practices must select for adaptability and learning capacity 

rather  than only  for  current  skills.  The development  practices must  support  continuous skill 

development across the careers of employees rather than concentrating development at career 

entry. The retention practices must address the various reasons employees choose to stay or 

leave, including factors beyond compensation. The career architectures must support diverse 

career patterns including non-linear paths, internal mobility, and re-entry of previously departed 

employees.  The  institutions  that  have  adapted  their  talent  strategies  most  effectively  have 

generally produced workforces that are both more capable and more engaged than those of 

institutions that have stuck with traditional approaches.

39.7 Leadership in Permanent Change

Leadership in conditions of permanent change is qualitatively different from leadership in stable 

conditions. The leaders of stable institutions can rely on established frameworks, stable customer 

expectations, and well-understood competitive dynamics to guide their decisions. The leaders of 

institutions in conditions of permanent change must operate without these stabilizing frameworks, 

making decisions in conditions of substantial uncertainty about the underlying environment. The 

cognitive demands of this kind of leadership are substantial, and the leadership practices that 

produce success in stable conditions may produce failure in dynamic conditions.

The leadership practices that distinguish effective leaders in conditions of permanent change 

include comfort with uncertainty, with leaders making decisions based on incomplete information 

rather than waiting for certainty that will not arrive; intellectual curiosity that supports continuous 

learning about  the changing environment;  emotional  steadiness that  supports  the institution 

through  periods  of  disruption  and  ambiguity;  communication  clarity  that  helps  employees 

understand and engage with change processes; and strategic patience that allows long-term 

initiatives to mature rather than abandoning them when short-term results are inadequate. The 

institutions that have leaders with these characteristics, supported by systems and processes that 

enable effective leadership, are positioned to navigate permanent change. The institutions whose 

leaders rely on practices appropriate for stable conditions face increasing difficulty as the change 

continues.

39.8 The Long View

225



The Evolution of Digital Banking

The strategic horizon of banks must accommodate both the short-term volatility of conditions of 

permanent change and the long-term transformations that the change cumulatively produces. The 

integration of these horizons is challenging because the demands of the short term often crowd 

out attention to the long term, while excessive long-term focus can produce inadequate response 

to immediate pressures.  The institutions that  integrate these horizons most  effectively have 

generally developed disciplined practices for thinking about the long term and connecting long-

term aspirations with short-term actions.

The long-term transformation of banking that the cumulative changes are producing is genuinely 

substantial. The boundaries between banks and other financial services providers continue to blur 

as  fintech  firms,  technology  platforms,  and  other  institutions  enter  financial  services.  The 

boundaries  between  financial  services  and  other  digital  experiences  continue  to  blur  as 

embedded finance integrates banking into broader contexts. The roles of various participants in 

the financial system continue to shift as the technological and regulatory environment evolves. 

The accumulation of these shifts over the coming decades will produce a banking landscape quite 

different from that of today, with the specific contours uncertain but the magnitude of change 

substantial.  The  institutions  that  engage  seriously  with  this  long-term  transformation,  while 

managing effectively in the short term, are positioning themselves for sustained relevance in the 

banking landscape that emerges.

39.9 Final Reflections

The journey from Bank 1.0 to Bank 6.0 that this book has traced is not yet complete. The 

transformations that have produced the current banking landscape are continuing, with new 

transformations that will produce future landscapes already underway. The artificial intelligence 

revolution that is reshaping banking is itself early in its development, with the capabilities of the 

next  decade  likely  to  be  substantially  more  powerful  than  those  of  today.  The  regulatory 

frameworks that govern banking are themselves evolving, with substantial changes likely as 

supervisors continue to adapt to the changing industry. The customer expectations that drive 

banking competition continue to evolve as new generations of customers bring new perspectives. 

The institutions that engage thoughtfully with this continuing evolution will be those that contribute 

to the future of banking rather than being shaped by it.

The strategic challenges facing banking leadership in this  environment are substantial.  The 

investments  required  to  compete  effectively  are  large.  The  risks  of  strategic  missteps  are 

significant. The pace of decision-making demanded by the environment is faster than traditional 

banking has supported. The talent and cultural transformations required are substantial. These 

challenges  are  also  opportunities,  with  the  institutions  that  navigate  them  most  effectively 

positioned for  substantial  value creation.  The future of  banking is  being made now,  by the 

decisions and actions of banking leadership, technology professionals, regulators, customers, 
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and the broader stakeholders of the financial system. The book closes with the recognition that 

this making is continuing, and that the most significant chapters in banking's evolution are still to 

be written.

39.10 Chapter Summary

Banking has entered an era of permanent change in which the rate of strategic and operational 

evolution will continue to be high. Strategic optionality, adaptive capability, strategic sensing, the 

innovation imperative, talent strategies for changing conditions, leadership in permanent change, 

and the integration of short-term and long-term perspectives together constitute the strategic 

agenda of  banking institutions  in  this  environment.  The challenges are  substantial,  but  the 

opportunities are equally substantial for institutions that navigate them effectively. The future of 

banking will  be shaped by how the industry responds to permanent change,  with the most 

successful  institutions  being those that  combine clarity  of  purpose with  adaptive  capability, 

strategic patience with operational urgency, and respect for tradition with willingness to question 

every assumption. The story that this book has told is not concluded but continuing, with the next 

chapters in banking's evolution being written by the present  generation of  banking leaders, 

professionals, and innovators.
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Chapter 40: The Core Banking Vendor Landscape and 
Modernization Choices

40.1 Why Vendor Selection Has Become a Strategic Decision

For most of banking history, the choice of core banking system was a back-office decision made 

by chief operating officers and chief information officers, often with limited involvement from the 

chief  executive  officer  or  the  board.  The  system  was  viewed  as  plumbing,  important  but 

undifferentiated, similar in spirit to the choice of electricity provider or telecommunications carrier. 

That assumption no longer holds. In the digital era, the core banking platform shapes the speed at 

which a bank can launch new products, the cost at which it can serve customers, the scalability of 

its operations during marketing campaigns or viral growth events, and the agility with which it can 

comply with new regulations. A bank running a thirty-year-old monolithic core on a mainframe 

simply cannot compete with a cloud-native challenger that can deploy a new feature in days, 

regardless of how skilled its bankers are or how strong its brand reputation may be.

The vendor landscape has therefore become a board-level concern. Selecting a core banking 

platform today is similar to selecting a manufacturing technology in industrial firms or a flight 

management system in airlines. It locks in cost structures, capability ceilings, and partnership 

ecosystems for a decade or more. The decision involves trade-offs across multiple dimensions 

including functional richness, technical architecture, total cost of ownership, deployment model, 

regulatory  readiness  for  specific  jurisdictions,  and  the  depth  of  the  implementation  partner 

ecosystem. The vendors themselves have evolved dramatically. The market once dominated by a 

handful of large incumbents now includes cloud-native challengers, open-source alternatives, and 

specialized  providers  focused  on  specific  banking  segments.  This  chapter  surveys  the 

contemporary landscape and provides a framework for navigating it.

40.2 The Incumbent Vendors: Temenos, Finastra, Finacle, FIS, and TCS 
BaNCS

Temenos, headquartered in Switzerland, is the most globally widespread of the traditional core 

banking vendors. Its T24 product, now branded as Temenos Transact, runs in more than one 

hundred and fifty countries and serves banks of every size from small community institutions to 

globally significant banks. The product has evolved over decades from a client-server architecture 

to a service-oriented architecture and now to an increasingly cloud-friendly model deployable on 

major hyperscaler platforms. Temenos has invested heavily in componentizing its core, exposing 

application programming interfaces, and building a complementary digital banking front end called 

Temenos Infinity. Its strength is breadth of functional coverage across retail, corporate, wealth, 

and  treasury  banking  combined  with  a  large  global  implementation  partner  ecosystem.  Its 

challenge  is  that  the  underlying  codebase,  while  modernized,  still  carries  the  architectural 
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assumptions of an earlier era, and customizations historically created upgrade complexity that 

Temenos has worked hard to address through model bank configurations and parameterization.

Finastra, formed by the merger of Misys and D+H, offers a portfolio of products including Fusion 

Essence, Fusion Equation, and Fusion Phoenix, each addressing different bank segments and 

geographies. Finastra has positioned itself strongly around the concept of open banking, opening 

its platform to third-party developers through FusionFabric.cloud, an application marketplace that 

allows fintechs to build solutions on top of the Finastra core and offer them to bank customers. 

This approach attempts to convert the core platform into an ecosystem rather than a closed 

product, recognizing that banks increasingly need to compose capabilities from multiple sources 

rather than purchasing a single integrated suite. Finacle, from Indian technology firm Infosys, has 

deep penetration in Asia, Africa, and parts of Europe, with particular strength in retail banking and 

digital channels. Its product has been progressively cloud-enabled, and Infosys leverages its 

global services capability to provide implementation and support across emerging markets.

FIS, based in the United States, owns several core banking products including IBS, Profile, and 

Modern Banking Platform, the latter being a more recent cloud-oriented offering. FIS serves a 

substantial  portion of  mid-sized American banks and credit  unions,  often combined with  its 

payment processing and card services capabilities. The company has pursued a strategy of 

providing comprehensive technology services across the financial services value chain, allowing 

institutions to consolidate vendor  relationships.  TCS BaNCS, from India's  Tata Consultancy 

Services, competes globally with strong presence in Asia and emerging markets. Its modular 

architecture  and  emphasis  on  standardization  for  emerging  market  banks  has  won 

implementations from large state-owned banks and growing private banks. These incumbent 

vendors collectively process the vast majority of banking transactions globally, and they will 

continue to be relevant for many years even as challenger vendors gain share.

40.3 The Cloud-Native Challengers: Mambu, Thought Machine, 10x 
Banking, and Tuum

A new generation of core banking platforms has emerged in the past decade, designed from the 

outset for cloud deployment and built on modern technical foundations including microservices, 

real-time event streaming, and configuration-driven product engineering. These challengers reject 

the architectural assumptions of legacy systems and offer fundamentally different capabilities. 

They do not yet match the functional breadth of incumbents, particularly for complex corporate or 

treasury banking, but for retail banking, lending, and specific segments they have proven highly 

competitive.

Mambu, founded in Berlin, pioneered the software as a service core banking model, offering its 

platform purely through cloud delivery without on-premises options. Its strategy has been to 

provide  a  relatively  focused  but  highly  composable  core,  deliberately  delegating  non-core 
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functions like customer relationship management, payments, and fraud detection to specialized 

partners through application programming interfaces. This composable approach, sometimes 

called the banking platform of platforms, allows banks to construct exactly the solution they need 

by selecting best-of-breed components rather than accepting a monolithic suite. Mambu has won 

significant deployments at digital banks, lending platforms, and traditional banks launching new 

digital subsidiaries. Its rapid growth reflects market appetite for genuine cloud-native alternatives.

Thought Machine, founded by former Google engineers in London, takes a different architectural 

approach with its Vault product. Vault uses smart contracts to define banking products, allowing 

the same underlying engine to support  deposits,  loans, mortgages, and structured products 

through configurable contract logic rather than separate product modules. This approach offers 

extraordinary flexibility for product innovation, as new product types can often be created by 

writing new smart contracts rather than waiting for vendor releases. Thought Machine has won 

implementations at Lloyds Banking Group, Standard Chartered, and several digital banks. The 

investment required to adopt this paradigm is substantial, as it requires banks to rethink how they 

conceive products, but the resulting flexibility is genuinely differentiated.

10x Banking, founded by former Barclays executive Antony Jenkins, has positioned itself as a 

transformation platform specifically  for  tier-one banks.  Its  SuperCore product  is  designed to 

handle the complexity  and scale of  large incumbent banks while providing the architectural 

benefits of a cloud-native system. 10x has emphasized deep integration capabilities, recognizing 

that large banks cannot simply replace their entire estate but must coexist with surrounding 

systems for many years. Tuum, an Estonian challenger, offers a modular core banking platform 

with particular emphasis on configurability and rapid time to market for banking-as-a-service 

providers and embedded finance use cases. Its growth in Europe reflects strong product-market fit 

with the embedded finance opportunity.

40.4 The Specialized and Regional Players

Beyond the global generalists, the market includes numerous specialized vendors focused on 

specific banking segments, customer types, or geographic regions. nCino has built a substantial 

business around commercial lending, providing a Salesforce-based platform that handles the 

workflow, document management,  and credit  analysis aspects of  corporate and commercial 

loans. Its rapid growth reflects the fact that even banks running modern retail cores often have 

legacy lending operations that need transformation. Q2 Holdings serves community banks and 

credit unions in the United States with digital banking platforms that complement rather than 

replace existing cores. Backbase, headquartered in Amsterdam, provides a digital engagement 

platform that  sits  above core banking systems,  allowing banks to  deliver  modern customer 

experiences without immediate core replacement.
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Regional  players  hold  strong  positions  in  specific  markets.  SAB and ERI  are  significant  in 

European mid-market banking. Profile in Greece serves several European institutions. In Latin 

America, Topaz from Stefanini has presence in Brazil and surrounding markets. In Asia, Silverlake 

Symmetri is significant in Southeast Asia, while Oracle Flexcube has strong penetration across 

emerging markets globally. In Indonesia specifically, banks have historically used a mix of these 

vendors, with Silverlake powering several large institutions, Temenos at others, and a few banks 

running domestically built or heavily customized systems. Bank Mandiri, BCA, and BNI have each 

pursued distinct platform strategies reflecting their size, complexity, and modernization timing. 

The variety in vendor selection across Indonesian banks illustrates that no single answer fits all 

institutions, even within the same regulatory and market environment.

Open-source alternatives have begun to emerge as well, though they remain niche. Apache 

Fineract, originally developed by the Mifos Initiative for microfinance institutions, has grown into a 

more capable platform used by some lending and microfinance organizations globally. While 

open-source  cores  are  unlikely  to  displace  commercial  vendors  at  large  banks,  they  offer 

interesting options for specific segments, for development environments, and for institutions in 

markets with limited budgets. The existence of credible open-source options also exerts pricing 

discipline  on commercial  vendors  and accelerates  the  broader  trend toward openness and 

modularity in the industry.

40.5 Comparing Architectural Models

Beyond brand-by-brand comparison,  it  is  useful  to understand the architectural  models that 

distinguish these platforms, because the model often matters more than the specific vendor for 

long-term outcomes. The traditional  monolithic model,  which still  describes many incumbent 

installations,  treats  the core as a  single  integrated system handling accounts,  transactions, 

products, and posting in a unified codebase. This model offers consistency and transactional 

integrity but limits the speed of change and tends to require expensive vendor releases for new 

capabilities.  The  service-oriented  architecture  model,  common  in  modernized  incumbent 

products,  decomposes the core into services that  can be invoked independently,  improving 

reusability but typically still operating within a unified deployment unit and database.

The  microservices  model,  characteristic  of  cloud-native  challengers,  treats  each  business 

capability as an independently deployable service with its own data store, API contract, and 

lifecycle. This model offers maximum agility but requires sophisticated platform engineering, 

observability,  and integration  discipline  to  operate  reliably.  The platform-of-platforms model, 

exemplified by Mambu's approach, takes the microservices philosophy further by deliberately 

delegating many functions outside the core itself, treating the core as a small set of essential 

capabilities and assembling everything else through partner ecosystems. The smart contract 

model,  exemplified  by  Thought  Machine,  treats  banking  products  as  configurations  of  an 
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underlying contract  engine rather than as separate code modules,  offering extreme product 

flexibility at the cost of conceptual learning curve.

Each  model  has  appropriate  use  cases.  A  small  community  bank  with  limited  engineering 

capability and standard product needs may be best served by a packaged service-oriented 

system  from  an  incumbent  vendor  with  strong  implementation  partner  support.  A  large 

transformational bank with significant technology investment capacity may select a microservices 

challenger to enable long-term agility. A digital lending startup may choose a platform-of-platforms 

approach to compose capabilities rapidly. The selection should follow strategy rather than fashion. 

The architectural model that maximizes value depends on the institution's competitive position, its 

technology capability, its risk tolerance, and its time horizon. Banks that select platforms because 

they sound modern rather than because they fit strategy often discover the implementation reality 

is more painful than the marketing suggested.

Architectural Model Strengths Trade-offs
Monolithic legacy core Transactional integrity, mature 

operations, deep functional 
coverage

Slow change cycle, expensive 
customization, scalability ceilings

Service-oriented (modernized 
incumbent)

Functional breadth, established 
implementation paths, multi-
channel readiness

Architectural complexity, partial 
cloud readiness, vendor release 
dependency

Cloud-native microservices Deployment agility, horizontal 
scalability, modern developer 
experience

Engineering capability 
requirement, integration 
complexity, narrower functional 
depth

Platform of platforms Best-of-breed composability, 
fastest time to market, flexible 
cost model

Integration burden, vendor 
coordination, governance 
complexity across many 
providers

Smart contract model Extreme product flexibility, unified 
engine for diverse products, rapid 
product iteration

Conceptual learning curve, 
scarcity of implementation 
expertise, novel operational 
patterns

40.6 Total Cost of Ownership Considerations

The  economics  of  core  banking  platform  selection  extend  far  beyond  the  license  fee  or 

subscription cost stated in vendor proposals. Total cost of ownership over a typical ten to fifteen-

year platform lifecycle includes implementation services, integration work, infrastructure or cloud 

consumption, ongoing maintenance and upgrade costs, customization that accumulates over 

time, training and capability building, and the opportunity cost of slower change versus more agile 

alternatives. Banks routinely underestimate these costs in selection processes, focusing on the 
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visible vendor fees while underweighting the implementation and integration burdens that often 

dwarf license costs.

Cloud-native subscription models  change the economic picture  in  ways that  require  careful 

analysis. The subscription model converts capital expenditure into operating expenditure, which 

can be attractive from a financial planning perspective but means the bank pays continuously for 

as long as it uses the platform. Over a fifteen-year horizon, subscription totals can substantially 

exceed traditional license-plus-maintenance models, even when individual annual amounts seem 

reasonable. The trade-off  is that subscription typically includes upgrades, infrastructure, and 

operations that would otherwise require additional spending. Done well, the subscription model 

genuinely reduces total cost of ownership through economies of scale at the vendor; done poorly, 

it locks in continuing costs without delivering corresponding capability improvements.

Implementation cost represents the largest single category of  platform expenditure for most 

banks, often two to five times the license cost over the project duration. Implementation cost 

depends heavily on the degree of customization, the volume of data migration, the complexity of 

legacy system retirement, and the maturity of the implementation partner ecosystem for the 

chosen  vendor.  Banks  that  minimize  customization,  use  the  vendor's  recommended 

configurations,  and limit  the scope of  initial  deployment  typically  achieve dramatically  lower 

implementation costs and faster time to value. Banks that attempt extensive customization or that 

try to migrate everything in a single program typically experience cost overruns and delivery 

delays that erode the business case.

40.7 The Selection Process and Governance

A well-run core banking selection process begins with strategy definition rather than vendor 

evaluation. Before considering any specific platform, the bank must articulate what it is trying to 

achieve, what capabilities it needs, what constraints it faces, and what trade-offs it is willing to 

accept.  This  strategic  foundation  should  be  developed  by  senior  business  and  technology 

leadership together, ratified by the executive committee, and endorsed by the board. Without it,  

the selection process becomes vulnerable to vendor influence,  internal  politics,  and shifting 

criteria that produce suboptimal decisions.

With  strategy  clarified,  the  formal  selection  process  typically  includes  market  scanning  to 

understand  the  realistic  universe  of  options,  request  for  information  processes  to  gather 

standardized vendor data, request for proposal processes that test specific scenarios, vendor 

demonstrations focused on the bank's actual use cases rather than generic marketing demos, 

reference visits to similar banks already running each candidate platform, technical proof-of-

concept work for shortlisted vendors to validate critical capabilities, and detailed commercial 

negotiation.  This  process typically  takes nine to eighteen months for  a major  core banking 

selection at a substantial bank, and rushing it usually produces inferior outcomes.
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Governance during the selection process matters enormously. The decision should be owned by 

a steering committee with representation from business, technology, risk, finance, and operations. 

Independent advisory firms can provide market insight and process discipline, though banks 

should be careful that advisor recommendations align with their specific needs rather than the 

advisor's preferred patterns. Vendor reference checks should include unsuccessful or troubled 

implementations as well as showcase customers, because the lessons from difficulty are often 

more informative  than the  celebrations  of  success.  Final  selection  should  be supported by 

documented analysis that the board can review and challenge, ensuring accountability for the 

multi-hundred-million-dollar decisions that core platform selection often represents.

40.8 Migration Strategies and Risk Management

Once a platform is selected, the migration approach becomes the next critical decision. The big-

bang migration, where the entire bank moves to the new platform in a single weekend cutover, has 

the appeal of conceptual simplicity and rapid retirement of legacy costs. It also concentrates risk to 

an extraordinary degree, as the bank must execute a flawless transition of millions of accounts, 

billions of historical transactions, and thousands of integration points in a single event. Big-bang 

migrations have failed at major banks with serious customer-facing consequences, eroding trust 

and triggering regulatory action. They remain viable only for smaller institutions with limited 

complexity or for situations where partial coexistence is genuinely impossible.

Phased migration approaches reduce risk  by moving customer  segments,  product  lines,  or 

geographic regions sequentially. A common pattern moves new customers to the new platform 

first,  allowing the  bank to  validate  operations  on the  new system without  affecting  existing 

customers, then migrates existing customers in batches over time. Another pattern moves specific 

product lines, perhaps starting with simpler savings accounts before progressing to complex 

structured products. The phased approach extends the period during which the bank operates two 

cores  in  parallel,  increasing  operational  complexity  and  cost,  but  in  exchange  dramatically 

reduces the chance of catastrophic failure and provides opportunity to learn and adjust between 

phases.

Coexistence strategies, in which the new platform and legacy platform run simultaneously for an 

extended period perhaps measured in years, are increasingly common at large banks. The new 

platform handles new customers,  new products,  or  specific  business lines while  the legacy 

platform continues to serve existing customers and products until they are gradually migrated or 

naturally retire. This approach acknowledges the reality that complete migration of large bank 

estates  is  genuinely  difficult  and  that  pretending  otherwise  leads  to  overpromising  and 

underdelivering. Coexistence requires careful design of customer experience to avoid confusion, 

robust  data  synchronization  where  customer  relationships  span  both  platforms,  and  clear 

governance about what new development goes where.
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40.9 The Indonesian Vendor Landscape

Indonesia's banking sector illustrates the diversity of vendor strategies in a single market. The 

largest banks have generally taken pragmatic approaches that balance modernization with the 

practical  realities  of  their  scale  and legacy estates.  Bank Mandiri  has  pursued progressive 

modernization  of  its  core  systems while  building  a  comprehensive  digital  platform for  retail 

customers. Bank Central Asia has historically maintained particular discipline around technology 

investment and operational reliability, building competitive advantage through superior execution 

rather  than  through  bleeding-edge  platform  choices.  Bank  Rakyat  Indonesia  has  invested 

significantly in digital transformation, particularly through its BRImo super app and microfinance 

digitization, supported by underlying core platform improvements. State-owned BNI has followed 

a similar trajectory of digital transformation supported by core renovation.

Among the digital-first  players,  Bank Jago has built  its  proposition on a thoroughly modern 

technology foundation that allows it to operate with dramatically lower cost-to-income ratios than 

traditional banks. Its choice of platforms and architecture reflects its strategic positioning as a 

digital-first institution embedded in the Gojek ecosystem. Other digital banks have made similar 

choices, with cloud-native cores enabling them to launch and scale rapidly. The presence of these 

digital banks has accelerated platform thinking among the larger incumbents, who recognize that 

the cost and agility advantages of modern platforms eventually translate into market share if not 

addressed.

The regulatory environment shapes vendor choices in important ways. Bank Indonesia and the 

Otoritas  Jasa  Keuangan  have  progressively  articulated  expectations  around  technology 

resilience,  data  sovereignty,  cybersecurity,  and  consumer  protection  that  influence  platform 

decisions.  Cloud  deployment  in  particular  has  required  careful  navigation,  as  regulatory 

expectations  around  data  residency,  vendor  concentration,  and  operational  resilience  have 

evolved  alongside  the  cloud  strategies  that  banks  have  pursued.  The  maturing  regulatory 

framework has created clearer guardrails that, while sometimes constraining specific choices, 

ultimately  enable  more  confident  long-term  platform  investments  by  reducing  regulatory 

uncertainty.

40.10 Looking Forward: The Future of Core Platforms

Several trends will shape the core banking platform landscape over the coming decade. First, the 

boundary between core platforms and surrounding systems will continue to blur as banks adopt 

composable architectures and platforms become more open and interoperable. The notion of a 

single  core  handling  everything  will  give  way  to  constellations  of  specialized  platforms 

collaborating  through  application  programming  interfaces,  with  the  line  between  core  and 

surrounding systems becoming a matter of design choice rather than architectural necessity. 
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Second, artificial  intelligence capabilities will  become embedded directly into core platforms, 

automating reconciliation, anomaly detection, customer servicing, and risk assessment in ways 

that reduce operational cost and improve quality.

Third, the cloud transition will continue, with even conservative incumbent vendors increasingly 

defaulting  to  cloud-first  deployment  for  new  implementations  and  existing  customers 

progressively  migrating  from  on-premises  to  cloud  over  time.  The  economics,  agility,  and 

capability advantages have become too significant to ignore, and regulatory comfort with cloud 

deployment has matured in most jurisdictions. Fourth, the platform engineering discipline that has 

emerged in modern banks will  continue to professionalize, with internal developer platforms, 

observability tooling, and deployment automation becoming as important as the underlying core 

platform itself. The bank that operates a generation-old core well may outperform the bank that 

operates a modern core poorly. Platform choice matters, but operational excellence matters at 

least as much.

Finally, vendor consolidation and reconfiguration will continue. The economics of core banking 

platforms favor scale, as the high costs of product development, regulatory compliance across 

many  jurisdictions,  and  partner  ecosystem  maintenance  are  best  amortized  across  large 

customer bases. Acquisitions and partnerships will reshape the vendor map over the coming 

decade, and banks should evaluate vendors with this in mind, considering not just current product 

capability but also the strategic trajectory of the vendor and the likelihood that it will remain a viable 

long-term partner. Platforms outlive most other technology decisions in banking, and the choice of 

vendor is also a choice of partner for a long journey.

40.11 Chapter Summary

The core banking platform decision has evolved from a back-office technology choice to a 

strategic  determinant  of  competitive  position.  The  vendor  landscape  includes  incumbent 

generalists with deep functional coverage, cloud-native challengers with modern architectures, 

specialized providers focused on specific segments, and regional players with local strength. The 

architectural model often matters more than the specific brand, as different models suit different 

bank strategies and capabilities. Total cost of ownership extends far beyond license fees, with 

implementation, integration, and opportunity costs typically dominating the economic picture. The 

selection process should begin with strategy, follow a disciplined methodology, and produce 

documented decisions that the board can support. Migration approaches range from big-bang 

transitions through phased rollouts to long-term coexistence, with the right choice depending on 

bank size, complexity, and risk tolerance. The Indonesian market illustrates the diversity of viable 

strategies even within a single jurisdiction. Looking forward, the platform landscape will continue 

to  evolve  through  openness,  intelligence,  cloud  adoption,  platform  engineering 
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professionalization, and vendor consolidation, requiring banks to think about platform decisions as 

long-term partnerships rather than transactional purchases.
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Appendix A — Glossary of Banking and AI Terminology

This glossary defines key terms used throughout the book. Definitions are intentionally concise; 

the reader is referred to the relevant chapters for fuller treatment of each topic.

A.1 Banking and Finance Terms

API Banking: The exposure of banking capabilities through application programming interfaces, 

allowing third-party applications to invoke banking functions programmatically.

Banking-as-a-Service (BaaS): A business model in which a regulated bank provides its license, 

balance sheet, and core infrastructure to non-bank partners that operate the customer-facing 

experience.

Basel Accords: International standards for bank capital adequacy, stress testing, and liquidity risk, 

developed by the Basel Committee on Banking Supervision.

CBDC: Central Bank Digital Currency. A digital form of central bank money issued directly to 

households, businesses, or financial institutions.

Core Banking System: The canonical record-keeping system of a bank, maintaining balances, 

transactions, and product details across all customer accounts.

DeFi: Decentralized Finance. Financial services delivered through blockchain-based protocols 

without traditional intermediaries.

EFT: Electronic Funds Transfer. The electronic movement of money between accounts.

Embedded Finance: Financial services delivered as features of non-financial applications and 

platforms.

KYC: Know Your Customer. Regulatory requirements for verifying customer identity at account 

opening and ongoing relationship.

LCR: Liquidity Coverage Ratio. A regulatory measure requiring banks to hold sufficient high-

quality liquid assets to survive a 30-day stress scenario.

NSFR: Net Stable Funding Ratio. A regulatory measure requiring the matching of long-term 

assets with long-term funding sources.

Open Banking: A regulatory framework requiring banks to expose customer-permissioned APIs to 

authorized third parties.

RTGS: Real-Time Gross Settlement.  A payment system that  settles high-value transactions 

individually and immediately.
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SWIFT:  Society  for  Worldwide  Interbank  Financial  Telecommunication.  A  global  messaging 

network used by banks to transmit payment and securities instructions.

Tokenization: The representation of real-world assets as digital tokens on a distributed ledger.

A.2 AI and Technology Terms

Agentic AI: AI systems capable of autonomous planning and action toward goals, often using tools 

and external services.

AGI: Artificial General Intelligence. AI capable of performing any intellectual task that a human can 

perform.

API: Application Programming Interface. A contract that allows one system to invoke functionality 

in another.

Cloud-Native: Software designed and operated on cloud infrastructure, typically using containers, 

microservices, and managed services.

Data Mesh: An architectural approach treating data as a product, with domain teams owning and 

operating their own data products.

DevSecOps:  The  integration  of  development,  operations,  and  security  into  a  continuous, 

automated workflow.

Generative AI: AI systems that produce new content, including text, code, images, and audio, in 

response to prompts.

LLM: Large Language Model. A neural network trained on large text corpora to generate and 

understand natural language.

MLOps: Machine Learning Operations. The discipline of deploying, monitoring, and maintaining 

machine learning models in production.

Microservices:  An  architectural  style  in  which  applications  are  built  as  suites  of  small, 

independently deployable services.

RAG: Retrieval-Augmented Generation. A technique combining language models with retrieval of 

relevant documents to ground outputs in factual context.

Smart Contract:  A program stored on a distributed ledger that executes automatically when 

predefined conditions are met.

Zero Trust: A security architecture in which no entity is trusted by default; every access request 

must be authenticated and authorized.
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Appendix B — Frameworks and Maturity Models

This appendix presents three structured frameworks that may be useful for institutional self-

assessment and planning.

B.1 Banking Evolution Maturity Model

The Banking Evolution Maturity Model assesses an institution's progression along the Bank 1.0 to 

Bank 6.0 spectrum across multiple dimensions. The aggregate maturity reflects the institution's 

overall position; the dimensional scores reveal where investment is most needed.

Dimension Bank 2.0 Bank 3.0 Bank 4.0 Bank 5.0 Bank 6.0

Channel ATM, 
branch

Internet, 
mobile

API, 
embedded

Conversational 
AI

Agent-
mediated

Core Tech Mainframe Multi-tier Cloud-
aware

Cloud-native 
AI

Autonomous

Data Reporting Warehouse Real-time AI-ready mesh Continuous 
learning

Decisioning Manual Rule-based ML-assisted AI-driven Agent-
driven

Customer Account 
holder

Digital user Platform 
participant

Personalized 
partner

Agent 
principal

B.2 AI Banking Capability Model

The AI Banking Capability Model assesses the maturity of an institution's AI capabilities across the 

four pillars of foundation, deployment, governance, and value capture.

Pillar Level 1: Initial Level 3: Established Level 5: Leading

Foundation Fragmented data, ad-
hoc tooling

Unified data platform, 
MLOps in place

Real-time feature 
store, AI-ready mesh

Deployment Isolated PoCs, few 
production models

Multiple use cases in 
production

AI embedded across 
operating model

Governance Limited oversight, no 
inventory

Model inventory, 
validation processes

Integrated risk 
framework, ethical 
review

Value Capture Costs exceed 
measurable benefits

Some use cases 
show clear ROI

AI as primary 
competitive lever

B.3 Embedded Finance Framework
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The Embedded Finance Framework structures an institution's strategic position across four roles 

in the embedded finance value chain. Most institutions will play multiple roles depending on the 

business line and customer segment.

Role Description Key Capabilities

Integrated Bank Serves customers through own 
channels

Brand, omnichannel CX, balance 
sheet

Platform Bank Provides infrastructure to 
fintechs and partners

API products, partner 
management, BaaS ops

Marketplace Bank Curates marketplace including 
own and partner products

Product orchestration, 
recommendation, fairness

Embedded 
Participant

Embeds in third-party platforms Integration speed, white-label 
capability
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Appendix C — Global Case Studies

This appendix presents brief  case studies of  five institutions whose transformation journeys 

illustrate the themes of this book. The cases are presented in summary form; readers seeking 

deeper analysis are referred to the published literature on each institution.

C.1 DBS Bank (Singapore)

DBS Bank  is  widely  regarded  as  one  of  the  most  successful  digital  transformations  of  an 

established  bank.  Beginning  in  2014  under  CEO Piyush  Gupta,  the  bank  embarked  on  a 

comprehensive transformation that touched every aspect of its operations. Key elements included 

a substantial cloud migration, the dismantling of legacy systems, the adoption of agile delivery, the 

rebranding of the bank internally as the world's largest startup, and the systematic measurement 

of digital value creation through proprietary metrics.

The results have been notable. DBS has been recognized multiple times as the best digital bank in 

the world by major industry publications. Its cost-to-income ratio has improved substantially, 

rivaling those of leading neobanks. Its digital banking franchises have expanded into India and 

Indonesia.  Perhaps  most  importantly,  the  bank  has  developed  a  sustained  organizational 

capability to continue transforming, with successive waves of investment in cloud, data, and AI 

building on the foundations of earlier phases. The DBS case demonstrates that an established 

bank can become a digital  leader  through sustained executive commitment  and disciplined 

execution.

C.2 JPMorgan Chase (United States)

JPMorgan Chase has  been among the  most  aggressive  deployers  of  technology  in  global 

wholesale and retail banking. The bank's annual technology investment exceeds twelve billion 

dollars,  with  substantial  allocations  to  AI,  cloud,  cybersecurity,  and  modernization.  Specific 

initiatives include the Onyx division for tokenized institutional finance, the COiN platform for 

automated legal document review, the LLM Suite for employee productivity, and various agent-

based AI applications across operations and trading.

The  JPMorgan  case  illustrates  the  scale  of  investment  that  the  largest  global  banks  are 

committing to technology and the breadth of applications that this investment supports. It also 

illustrates  the  strategic  conviction  that  technological  leadership  has  become  a  primary 

determinant of competitive position in wholesale banking. Smaller institutions cannot match the 

absolute scale of JPMorgan's investment but can learn from the discipline, sequencing, and 

integration of its technology programs.

C.3 WeBank (China)
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WeBank, founded in 2014 as part of the Tencent ecosystem, is one of the world's largest pure-

digital banks by customer count. Its operating model is built entirely on cloud infrastructure, with no 

branches and minimal physical presence. The bank serves hundreds of millions of customers 

through its integration with the WeChat ecosystem, offering deposits, loans, wealth management, 

and other services through digital channels. Its credit underwriting relies extensively on alternative 

data and machine learning, allowing it to serve customer segments that traditional banks struggle 

to reach economically.

The WeBank case illustrates the operating economics that are achievable when a bank is built 

from the ground up on modern infrastructure with deep ecosystem integration. Its cost-to-income 

ratio is reported to be a small fraction of typical traditional banks, and its time to launch new 

products is measured in weeks rather than months. The case also illustrates the strategic value of 

deep platform integration, with WeBank's relationship with WeChat producing customer access at 

scale and at low acquisition cost.

C.4 Nubank (Brazil)

Nubank, founded in 2013, has grown into one of the world's largest neobanks, with over 100 

million customers across Brazil, Mexico, and Colombia. Its operating model combines a fully 

digital  customer  experience  with  a  focus  on  previously  underserved  customer  segments, 

particularly in Brazil where access to traditional banking was historically limited for substantial 

portions of the population. The bank's product suite has expanded from a credit card to a full range 

of retail banking and investment products, with consistent emphasis on simplicity, transparency, 

and user experience.

The Nubank case illustrates the disruptive potential of cloud-native banks that combine modern 

technology with thoughtful product design and inclusive customer focus. The bank's growth and 

profitability have demonstrated that digital banks can achieve scale economics while serving 

customer segments that traditional banks priced out of the market. The case also illustrates the 

importance of sustained product investment, with continuous addition of capabilities maintaining 

customer engagement and expanding the addressable market.

C.5 Bank Rakyat Indonesia (Indonesia)

Bank Rakyat Indonesia, founded in 1895, is one of the world's largest microfinance banks and a 

central institution in Indonesian financial inclusion. Its traditional operating model is built around a 

network of branches and unit offices reaching into rural Indonesia, with customer relationships 

built  over  generations.  Its  contemporary  digital  transformation,  including  the  BRImo mobile 

platform, the integration of satellite-based connectivity for remote unit offices, and substantial 

investment  in  data  and  AI  capabilities,  extends  its  traditional  inclusion  mission  into  digital 

channels.
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The BRI case illustrates the integration of digital transformation with mission preservation. The 

bank has not abandoned its rural and microfinance focus; rather, it has equipped that focus with 

digital capabilities that allow it to serve previously unreachable customer segments at lower cost. 

The case also illustrates the importance of context: digital transformation in an Indonesian rural 

microfinance bank looks quite different from digital transformation in a global wholesale bank, and 

the right strategy depends substantially on the institution's heritage, customer base, and strategic 

position.

C.6 Synthesis

Across these five cases, several common patterns emerge. Successful transformation requires 

sustained  executive  commitment  over  multiple  years.  It  requires  substantial  investment  in 

foundational capabilities, including cloud, data, and talent. It requires the willingness to challenge 

institutional orthodoxies while preserving the strengths that distinguish the institution. It requires 

the  integration  of  technology  investment  with  broader  strategic,  organizational,  and  cultural 

change. And it  requires the discipline to measure progress, adapt to learning, and continue 

transforming as the environment evolves. These patterns are universal; the specific applications 

differ across institutions and contexts.

The cases also illustrate the diversity of paths to digital banking success. There is no single 

template, and institutions whose circumstances differ from those of any of these cases should not 

feel compelled to imitate any particular model. The discipline is in identifying the elements that 

translate to one's own context and adapting them to the specific opportunities and constraints that 

characterize one's own institution. The journey is long, but the destination, an institution capable of 

serving customers and societies through whatever future arrives, is worth the commitment that it 

requires.
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Appendix D — Industry Data Charts

This appendix collects ten data charts that quantify the structural trends discussed throughout the 

book. The figures are illustrative rather than precise forecasts; they synthesize publicly available 

industry research, observed market patterns, and engineering estimates. Together they provide a 

numerical  backbone  for  the  qualitative  arguments  made  in  the  preceding  chapters  —  the 

economics  of  channels,  the  rise  of  mobile,  the  decline  of  the  branch,  the  explosion  of  AI 

investment, the growth of fintech and embedded finance, the migration to cloud, the rising cyber 

threat, the surge in digital payments, and the long evolution of the banking channel mix from 1998 

to 2030.

Figure 71. Transaction Cost by Channel. The economics of digital are punishing for branches: a branch transaction  
costs roughly $4.10 versus $0.10 on mobile and $0.02 on an AI agent. Two orders of magnitude separate the most  

expensive channel from the cheapest.
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Figure 72. Mobile Banking Adoption. Share of bank customers using mobile as their primary channel rose from 12% 
in 2014 to 82% by 2026 — a generational shift compressed into roughly a decade.

Figure 73. Decline of Branch Transactions. Share of total banking transactions executed at a branch fell from 82% in  
2010 to 12% by 2026. The branch did not disappear; its role shifted from transactional throughput to advisory and  

complex servicing.
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Figure 74. AI Investment in Banking. Global AI investment by banks grew from $4B in 2018 to a projected $58B in  
2028 — a fifteen-fold increase, with the steepest acceleration following the breakthrough of generative AI in 2023.

Figure 75. Fintech Funding Growth. Global venture investment in fintech, in USD billions. The 2020-2021 peak  
($145B) reflected zero-rate exuberance; the 2022 reset reset valuations, and funding has resumed a healthier  

trajectory toward $138B in 2026.
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Figure 76. Embedded Finance Market Size. Embedded finance revenue is forecast to grow from $240B in 2022 to  
$1.2T by 2030 at a CAGR of approximately 30% — the fastest-growing segment of the financial services market.

Figure 77. Cloud Adoption in Banking. Workload distribution by deployment model. On-prem workloads have shrunk  
from 75% of the bank in 2018 to under 10% in 2026, with hybrid and public cloud absorbing the difference. The  

regulated core is the last bastion of on-prem — and even it is being challenged.
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Figure 78. Cyber Attacks on Financial Sector. Major reported incidents per year have grown from 28 in 2018 to 220  
in 2026 — an order-of-magnitude increase. The attack surface has expanded with cloud, APIs, and third-party  

integration; the threat actors have professionalized.

Figure 79. Digital Payment Growth. Global non-cash transactions, in billions per year. Volumes have risen from 
roughly 200B in 2016 to a projected 2,800B by 2026 — a fourteen-fold increase driven by mobile wallets, instant-

payment rails, and the long retreat of cash.

251



The Evolution of Digital Banking

Figure 80. Banking Channel Mix. Share of customer interactions by channel from 1998 to 2030. Branch dominance  
gave way to ATM and web, then to mobile; AI/voice and embedded interfaces are now claiming meaningful share.  

Each generation absorbs the prior — the channel mix is the visible record of the bank’s evolution.
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Appendix E — Reference Maps

This appendix gathers five reference maps that frame the institutional, technological, and strategic 

landscape of contemporary banking. Each map is intentionally schematic — designed to be read 

in a single glance and to anchor the conversations that strategy, architecture, and risk teams will 

repeatedly return to. Together they form a visual companion to the chapters preceding them: the 

terminology that organizes the discipline, the vendor ecosystem that supplies its technology, the 

capabilities that any bank must possess, the regions where innovation is being shaped, and the 

four scenarios against which any plan should be stress-tested. The maps are deliberately non-

exhaustive; they are designed to be photocopied, marked up, and argued over.

Figure 81. Banking Terminology Mindmap. Six clusters and thirty-six essential terms organize the vocabulary of  
modern banking — from channels and products to risk, regulation, technology, and the future. The mindmap is not  

exhaustive, but it captures the anchors a literate practitioner needs to navigate the rest of the book.
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Figure 82. Banking Technology Landscape. A non-exhaustive vendor map across eight categories — core systems,  
cloud, data and AI, payments, identity, open APIs, security, and distributed ledger. Names rotate constantly; the  

categories endure. Read it as a structural diagram, not a buyer’s guide.

Figure 83. Banking Capability Map. Five domains and twenty capabilities — engage, transact, hold, operate, protect  
— provide the canonical decomposition of what a bank actually does. The whole bank, on one page. Use it as the  

master reference for transformation roadmaps and target-state architectures.
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Figure 84. Global Banking Innovation Map. Eight regions, eight stories. Innovation no longer flows solely from West  
to East; the next decade’s defining patterns are emerging from Brazil’s Pix, India’s UPI and Aadhaar stack, China’s  

super-apps and CBDC, the Gulf’s sovereign-cloud experiments, and Africa’s mobile-money lead.

Figure 85. Future Banking Scenario Quadrant. Two structural uncertainties — the openness of the economy and the  
pace of AI advance — define four plausible futures for the industry: slow and open, open machine economy, closed  

and fragmented, and closed AI giants. Robust strategies plan against more than one quadrant.
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Appendix F — Concept Art: The Future of Banking

The five visuals in this final appendix are deliberately speculative. They are not predictions; they 

are concept art — sketches of how the textures of banking work might feel in the next decade or 

two if the trajectories described in earlier chapters continue. Treat them as conversation starters 

rather  than blueprints.  Every meaningful  institutional  change has been preceded by a vivid 

imagined version of it; the discipline is to imagine concretely enough that the gap between today 

and tomorrow becomes navigable. The command centre, the autonomous treasury, the quantum 

risk engine, the cashier-less store, and the spatial banking layer are not promises. They are 

invitations to ask the harder question: what would have to be true, technically and institutionally,  

for any of these to be ordinary by 2040?

Figure 86. Financial Command Centre. The trading floor of 2035 — humans supervising autonomous flows.  
Eighteen panels of live signals across FX, rates, risk, P&L, fraud, and AI activity converge on a small command  

console. The job has shifted from execution to oversight.
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Figure 87. AI-Powered Treasury Room. One human, dozens of agents, billions in flows — calm. Treasury becomes  
a 24/7 autonomous activity orbiting bonds, repo, swaps, money markets, FX, CBDC, crypto, hedging, and liquidity.  

The human role is policy, exception handling, and accountability.

Figure 88. Quantum Banking. Probabilistic finance — risk and pricing simulated in superposition. Quantum hardware  
applied to four canonical workloads: risk simulation, portfolio optimization, cryptography, and the pricing of exotic  

derivatives. Practical advantage will arrive workload by workload, not all at once.
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Figure 89. Autonomous Retail Experience. Walk in. Walk out. Sensors, computer vision, and a wallet handshake  
reconcile the basket and settle the payment without a checkout line. The bank is invisible — and that is the point of  

the embedded-finance trajectory taken to its logical conclusion.

Figure 90. Financial Metaverse. A speculative spatial banking layer — branch realm, trading floor, wealth lounge,  
onboarding hub, marketplace. Probably not what you think it is. The relevance of spatial interfaces to banking  

remains unproven; this appendix argues only that the option should be neither dismissed nor embraced prematurely.
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Appendix G — Visual Synthesis: Tables, Flows & Diagrams

This final appendix consolidates the structural arguments of the book into twelve visual artifacts. 

Each figure is designed to function on its own — printable, defensible, and copy-pastable into 

strategy documents — while remaining anchored to the chapters that develop the underlying 

ideas. Together they are intended as the reference set a banking executive, architect, or engineer 

keeps within reach: the comparison that frames the era, the roadmap that sequences the work, the 

architecture that names the layers, the journey that orients the customer view, the ecosystem that 

bounds the platform conversation, the AI stack that disciplines model deployment, the security 

ring that orders defense, the payment matrix that demystifies rails, the strategic 2×2 that forces a 

posture, the data flow that exposes the spine, the regulatory taxonomy that maps the perimeter,  

and the KPI cockpit that translates intent into measurable change. The figures are deliberately 

schematic; the judgment they support is institutional.

G.1 Foundations — Era Comparison and Transformation Roadmap

Two figures anchor the foundations: a comparison table that places the six eras of banking on a 

single page, and a phase roadmap that sequences any institutional transformation.

Figure 91. Six Eras of Banking — Comparison Table. A side-by-side view of the six generations covered in Part II of  
this book — era, years, dominant channel, technology substrate, and the customer’s role. Each row is a chapter;  

each column is a question every bank must answer about itself.
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Figure 92. Digital Transformation Roadmap. Six phases that any institutional transformation traverses: discover,  
strategize, architect, pilot, scale, optimize. The phases are sequential in the small but iterative in the large — every  

successful program loops repeatedly through the cycle.

G.2 Architecture and the Customer

Three figures address the structural geometry of the modern bank: the eight-layer architectural 

stack, the customer lifecycle journey, and the open-banking ecosystem of partners that surround 

the institution. Together they answer the question, “what is a bank, structurally, today?”
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Figure 93. Modern Banking Architecture Stack. Eight architectural layers that compose a contemporary bank, from 
cloud infrastructure at the foundation to customer-facing channels at the edge. The stack is the operating model  

rendered as software; modernization is, fundamentally, the rewriting of these layers.

Figure 94. Customer Lifecycle Journey. Six stages from first awareness to loyal advocacy. The asymmetry of the  
modern bank’s economics — CAC at the front, LTV at the back — means that retention and expansion drive almost  

all sustainable returns.
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Figure 95. Open Banking API Ecosystem. The bank as an API hub surrounded by counterparties: aggregators, PFM 
applications, lenders, payment providers, accounting tools, insurers, wealth advisors, and tax services. Open banking  

turns the perimeter from a wall into a permeable membrane governed by consent and standards.

G.3 Capabilities — AI, Security, Payments

Three figures cover the capabilities most associated with the next decade of banking competition: 

the AI/ML stack that organizes intelligence, the defense-in-depth model that organizes resilience, 

and the payment rails matrix that organizes value movement.
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Figure 96. AI / ML Banking Stack. Five layers from raw data to governed outcomes. Value compounds upward; risk  
concentrates upward as well. Banks that win at AI win at all five layers, not at any one.

Figure 97. Cybersecurity Defense in Depth. Six concentric defensive layers from perimeter to core. The doctrine of  
defense in depth assumes any single layer can fail; resilience is a property of the whole stack rather than the strength  

of any one ring.
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Figure 98. Payment Rails — Comparison Matrix. Six rail families compared on settlement time, cost, best use case,  
and representative examples. The proliferation of rails — especially real-time and CBDC — is the single largest  

infrastructural change in payments since the invention of the card network.

G.4 Strategy, Data, Regulation, and Measurement

Four closing figures connect strategy to execution: the risk-and-innovation 2×2 that forces a 

strategic posture, the data flow that exposes the analytical spine, the regulatory taxonomy that 

names the constraints, and the KPI cockpit that closes the loop between intent and measurable 

change.
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Figure 99. Risk × Innovation Matrix. Two structural choices — appetite for risk and pace of innovation — define four  
institutional postures. There is no universally correct quadrant; there is only the quadrant the institution can credibly  

execute given its capital, regulators, customers, and culture.

Figure 100. Data Flow in a Modern Bank. The five-stage data spine: sources, ingestion, storage, processing,  
consumption — underpinned by governance. Every analytical, AI, and reporting use case depends on the integrity of  

this pipeline; data debt accumulates here invisibly until it does not.
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Figure 101. Regulatory Landscape — Taxonomy. Five regulatory domains a modern bank must navigate: prudential  
(capital and liquidity), conduct (market integrity), financial crime (AML, KYC, sanctions), privacy (data protection), and  

innovation (rules for new technologies and business models).

Figure 102. Banking Transformation KPI Cockpit. Four KPI families — customer, financial, operational, risk — with  
representative metrics for a bank in the middle of a digital transformation. The role of the cockpit is not to be admired  

but to be acted upon: every quarter, leadership should be able to point to which lever moved which number.

G.5 How to Use This Appendix
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These figures are designed for three concrete uses. First, as “starter slides” for internal strategy or 

architecture conversations — the visual  is  rarely  the answer,  but  it  is  consistently  a useful 

provocation. Second, as alignment artifacts for cross-functional teams — the act of disagreeing 

with a single shared diagram is far more productive than the act of disagreeing with twelve 

different mental models. Third, as a self-audit instrument — for any given figure, ask which boxes 

the institution actually has, which it has only on paper, and which are missing entirely. The honest 

answer is usually more interesting than the figure itself.
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This bibliography lists the principal works that informed the analysis presented throughout this 
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Appendix I — List of Figures / Daftar Gambar

This appendix lists the one hundred figures presented throughout the book, in numeric order. 

Numbers 69 and 70 are intentionally  omitted from the sequence;  the figures are otherwise 

continuous from 1 through 102. Each entry pairs the figure number with the short title that appears 

in its caption. The list is intended to function as a quick navigation aid and as a visual table of 

contents for readers who wish to use the book primarily as a reference.

I.1 Figures 1–30 — Foundations and Bank 1.0–3.0

Fig. Title

1 Seven decades of finance, six discontinuities

2 The comparison matrix that organizes this book

3 The five-part journey

4 Three lanes — core, channel, and money rails — laid against the six-stage backdrop

5 The Bank 1.0 ecosystem in macro view

6 The Bank 1.0 branch interior, circa 1965

7 The hierarchical Bank 1.0 organisation

8 The classical branch transaction loop: customer to teller to ledger to manager to vault —…

9 Paper-based banking decomposed by role

10 The Bank 2.0 ATM architecture

11 The four-party EFT model — sender, clearing, settlement, receiver — that quietly powered…

12 An MT103 hopping across correspondent banks — originator, nostro correspondent, vostro…

13 N branches, one centre

14 Five parties, two messages

15 The classical internet-banking stack: browser, web tier, middleware, core

16 Ten functions, one device

17 The customer ricochets across channels — search on web, apply on mobile, verify by call…

18 Five steps, two minutes, zero branch visits — the threshold of Bank 4.0

19 Same regulatory sandbox, very different operating model

20 Five screens, six taps

21 Banks expose; partners consume

22 The BaaS layer cake

23 Six contexts, dozens of products

24 Lifestyle services and finance share one wallet, one identity, one feed

25 Four constellations bound by shared APIs and a common identity layer: Fintech, Merchant,…

26 A single ingress for every external call

27 The asynchronous twin of the API gateway

28 The mechanic behind Bank Jago × Tokopedia and similar partnerships
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Fig. Title

29 Five layers of an AI-native bank

30 Customer signals enter; one offer, tailored to this moment, leaves

I.2 Figures 31–68 — Bank 4.0–6.0 and Core Technologies

Fig. Title

31 LLM-powered tasks layered onto the bank’s existing processes — front, middle, back

32 Behavioural sequences observed in the past power forecasts of the future

33 A new front door for the bank

34 The canonical agentic loop

35 Five concentric layers

36 A continuous loop, not a one-off review

37 What an in-production RM copilot looks like

38 A single live view of one customer — every system, summarised by AI

39 The Bank 6.0 actor topology

40 Three agents negotiate the deal you wanted to make

41 Five forms of money and assets, all on programmable ledgers

42 Personal scale

43 Civic scale

44 What an end-to-end machine transaction looks like

45 A speculative concept

46 A five-layer reference for the next economic substrate

47 What a contemporary microservices core actually looks like

48 The new system grows around the old

49 Four generations of core banking: mainframe (batch, COBOL, monolith), client-server…

50 Federated topics across regions

51 Three zones, one control plane

52 Three pillars hold up every external integration

53 Three principles applied to identity, network, device, and workload

54 A live SOC cockpit

55 What a permissioned banking ledger looks like in operation

56 Seven stages — issuance, distribution, trading, custody, settlement, servicing, redemption —…

57 The seven pillars of a banking transformation

58 Five tiers most banks pass through

59 Four stages, four decades

60 The transformation arc most banks travel: Year 0 Legacy (mainframe, siloed channels) to Year…

61 Five levels of data sophistication, ascending in value
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Fig. Title

62 The medallion architecture for banking

63 Two axes — control versus reach — and four strategic positions

64 The bank of 2030 is a hybrid team

65 Tribes, squads, chapters

66 The economics of an innovation portfolio

67 The strategic risk landscape that current regulation must address

68 Five layers of the modern RegTech stack — all powered by the same data foundation

I.3 Figures 71–90 — Industry Charts and Reference Maps

Fig. Title

71 Transaction Cost by Channel

72 Mobile Banking Adoption

73 Decline of Branch Transactions

74 AI Investment in Banking

75 Fintech Funding Growth

76 Embedded Finance Market Size

77 Cloud Adoption in Banking

78 Cyber Attacks on Financial Sector

79 Digital Payment Growth

80 Banking Channel Mix

81 Banking Terminology Mindmap

82 Banking Technology Landscape

83 Banking Capability Map

84 Global Banking Innovation Map

85 Future Banking Scenario Quadrant

86 Financial Command Centre

87 AI-Powered Treasury Room

88 Quantum Banking

89 Autonomous Retail Experience

90 Financial Metaverse

I.4 Figures 91–102 — Visual Synthesis (Appendix G)

Fig. Title

91 Six Eras of Banking — Comparison Table

92 Digital Transformation Roadmap
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Fig. Title

93 Modern Banking Architecture Stack

94 Customer Lifecycle Journey

95 Open Banking API Ecosystem

96 AI / ML Banking Stack

97 Cybersecurity Defense in Depth

98 Payment Rails — Comparison Matrix

99 Risk × Innovation Matrix

100 Data Flow in a Modern Bank

101 Regulatory Landscape — Taxonomy

102 Banking Transformation KPI Cockpit
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Appendix J — List of Tables / Daftar Tabel

The fourteen tables included in the body of this book consolidate comparative information that 

would otherwise be diffuse across many paragraphs. They are listed here together with the 

section in which they appear, so that a reader navigating a specific topic — risk taxonomies, 

architectural choices, regulatory categories, fraud typologies — can locate the relevant synthesis 

directly.

No. Section & Title

T-1 § 2.4 · Banking Risk Categories and Their Primary Mitigations

T-2 § 3.10 · Timeline of Financial Technology — Defining Eras and Their Banking Impact

T-3 § 5.3 · Generations of Core Banking Systems — Architecture, Era, and Examples

T-4 § 7.3 · The Banking-as-a-Service (BaaS) Layer Cake — Function and Operator by Layer

T-5 § 10.3 · Monolithic versus Microservices Core Banking — Dimensional Comparison

T-6 § 11.9 · AI Risk Categories in Banking — Concerns and Mitigations

T-7 § 15.2 · Digital Maturity Stages — Characteristics and Typical Focus Areas

T-8 § 24.4 · Integration Patterns in Practice — Use Cases and Technology Examples

T-9 § 34.3 · Inter-Service Communication Patterns — Strengths and Trade-offs

T-10 § 37.3 · Fraud Type and Detection Approach — Tactics and Controls

T-11 § 40.5 · Comparison of Architectural Models — Strengths and Trade-offs

T-12 § B.1 · Banking Evolution Maturity Model (Bank 2.0 to Bank 6.0) by Dimension

T-13 § B.2 · AI Banking Capability Model — Five Levels Across Five Pillars

T-14 § B.3 · Embedded Finance Framework — Roles, Descriptions, and Capabilities

Together, the bibliography, the list of figures, and the list of tables form the reference apparatus of 

this book. They are designed to make the volume usable not only as a linear narrative, but as a 

reference shelf that a banking executive, architect, or engineer can return to selectively over time.
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Appendix K — Bank 6.0 Visual Pack

This final appendix presents twelve visuals designed in the dedicated Bank 6.0 visual language — 

the same deep navy, royal blue, and gold accent palette as the cover of this book. Where earlier 

appendices favored a neutral, book-wide visual style, the figures collected here are deliberately 

branded: they are designed to function as a presentation deck, a board-ready slide set, and a 

visual identity for the Bank 6.0 thesis. The twelve cover the framework (the five pillars), the 

trajectory (capability index, investment curve, six-year forecast), the architecture (stack, workflow, 

ecosystem),  the  experience  (customer  journey),  the  protection  (defense  in  depth),  the 

measurement  (KPI  cockpit),  the  language (icon  system),  and  the  path  (roadmap to  2030). 

Together they constitute a complete visual companion to the cover and the book.

K.1 Framework and Evolution

Two figures anchor the framework. The Five Pillars (Figure 103) expands the cover’s headline into 

a usable diagram. The Capability Index (Figure 104) places Bank 1.0 through 6.0 on a four-metric 

bar chart and shows, in one glance, why “Bank 6.0” is the natural endpoint of trajectories that have 

been compounding for decades.

Figure 103. The Five Pillars. An expanded view of the cover’s five-pillar framework: AI-Native Intelligence,  
Ecosystem Connectivity, Trust & Security by Design, Autonomous Operations, and Data-Driven Growth. These five  

together define what “Bank 6.0” means as an operating model rather than a marketing slogan.
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Figure 104. Bank 1.0 → 6.0 Capability Index. A bar chart scoring four core capabilities — AI capability, automation,  
connectivity, personalization — across the six eras of banking. Each capability climbs steadily from the branch era to  
Bank 6.0, where all four approach the asymptote. The shape of the chart is the shape of the discipline’s last seventy-

five years.

K.2 Architecture and Workflow

Three figures address the structural geometry of an AI-native bank: the eight-layer architectural 

stack (Figure 105), the six-step autonomous workflow that translates intent into outcome (Figure 

106), and the eight-counterparty ecosystem hub that connects the bank to its surrounding graph 

(Figure 107).
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Figure 105. AI-Native Banking Stack. Eight architectural layers from cloud infrastructure at the foundation to  
customer and AI agents at the edge. AI is not a single layer in this model; it flows through every one of them, from  

feature stores at the data layer to autonomous agents at the experience layer.

Figure 106. Autonomous Banking Workflow. Six steps that translate a customer intent into a delivered outcome:  
intent → understand → plan → act → verify → deliver. Every step is machine-mediated and every step is auditable.  
The dark band beneath the workflow makes explicit that human oversight wraps the whole loop — policy, exception  

handling, accountability.
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Figure 107. Ecosystem Connectivity. Eight categories of counterparty arranged around a central API hub: fintech, big  
tech, identity providers, payment networks, marketplaces, government services, regulators, and IoT devices. Bank  

6.0 is not the center of a closed garden; it is a node in a planet-scale, machine-mediated economic graph.

K.3 Investment, Journey, and Protection

Three figures describe the resourcing, the experience, and the safeguards. The investment curve 

(Figure 108) shows where the money is going. The customer journey (Figure 109) shows what AI 

changes about the experience. The defense-in-depth model (Figure 110) shows what does not 

change — the bank’s obligation to be safe.
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Figure 108. AI Investment in Banking. Global bank spending on AI grows from $4B in 2018 to a projected $85B in  
2030 — roughly twentyfold over twelve years. The bars are color-coded into three eras: foundation (2018–2022),  

GenAI productionization (2024–2026), and autonomous operations (2028–2030). The investment curve is the funding  
curve of a generational shift.

Figure 109. AI-Native Customer Journey. Five stages of the customer relationship reinterpreted for an AI-native  
institution: discover, onboard, engage, resolve, grow. Where Bank 5.0 added AI as an assistant to a human-driven  

experience, Bank 6.0 makes the experience itself AI-native — and the human role pivots accordingly.
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Figure 110. Trust & Security by Design. Six concentric defensive layers from the perimeter to the cryptographic core:  
WAF and DDoS protection, zero-trust authorization, AI monitoring, encryption, identity, and the hardware-protected  

core. Every Bank 6.0 system inherits all six layers by default; resilience is a property of the stack, not a feature of any  
single ring.

K.4 Measurement, Forecast, Language, and Path

Four closing figures translate the thesis into the artifacts that operating teams actually use: a KPI 

cockpit with concrete 2030 targets (Figure 111), a six-year structural forecast (Figure 112), an icon 

library that gives the visual language a vocabulary at the symbol level (Figure 113), and a four-

checkpoint roadmap that sequences the work between today and Bank 6.0 (Figure 114).
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Figure 111. Bank 6.0 KPI Dashboard. Six target metrics for a Bank 6.0 institution circa 2030: NPS of 78, cost-to-
serve of $3, STP rate of 99 percent, time-to-yes of 8 seconds, AI accuracy of 96 percent, and a carbon footprint of  

0.4 grams per transaction. The numbers are illustrative; the structure is general — these are the dimensions on  
which transformation should be measured.

Figure 112. Banking Forecast 2024 → 2030. Three structural metrics over the next six years: the share of AI-
mediated transactions, the embedded share of revenue, and the (declining) human-touch ratio. The trajectories cross  

around 2026 and diverge thereafter; that crossing is the practical onset of the Bank 6.0 era.
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Figure 113. Bank 6.0 Icon Library. Twelve canonical icons in the Bank 6.0 visual language: AI Intelligence,  
Ecosystem, Trust & Security, Autonomous Ops, Data Growth, AI Agents, ML Models, Open APIs, Zero Trust, Cloud-
Native, Real-time KPIs, and Robo-Advisor. The icon system is a small but consequential design tool — a consistent  

vocabulary at the level of marks, not just words.

Figure 114. Roadmap to Bank 6.0. Four checkpoints on the road to AI-native banking: 2024 (Foundation), 2026  
(Scale), 2028 (Autonomy), 2030 (Bank 6.0). Each checkpoint requires the previous one. None can be skipped. The  
roadmap is dense at the first two checkpoints because that is where most institutions actually live today; the later  

checkpoints sketch the horizon they are working toward.
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K.5 How to Use This Pack

These twelve visuals are designed to be lifted out of the book and dropped directly into board 

memos, all-hands decks, regulatory filings, and customer-facing communications. Their visual 

consistency is intentional: a single recognizable design system makes a complex thesis easier to 

discuss, easier to disagree with, and easier to commit to. Use the framework figure (103) to set the 

frame; use the capability and investment charts (104, 108) to ground the “why now”; use the 

architecture,  workflow,  and  ecosystem  figures  (105,  106,  107)  to  align  engineering  and 

operations; use the journey, defense, and KPI figures (109, 110, 111) to align customer, risk, and 

finance; and use the forecast, icon, and roadmap figures (112, 113, 114) to set expectations and 

timelines. Every figure can stand alone; together they tell one coherent story — the story this book 

has been telling all along.
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